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	The reason for moving PPI from SADB to SPD:

(1)  It is more simple and faster searching for PPI from SPD than from SADB.  
It is unnecessary for MAP-NEs (a sender or a receiver) to search for PPI parameter in SADB by use of a SA pointer in SPD. 
(2)  The structure of SPD and SADB seems more reasonable.
The SADB is variable when some SAs expire, and the SPD is relatively invariable after the security policies being decided or MAP-NEs being initialized. It is well known that PPI is a relative invariable parameter when MAP-NEs is initialised.
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5.3

Policy requirements for the MAPsec SPD 

The security policies for MAPsec key management are specified in the NE’s SPD. SPD entries define which MAP SAs (if any) to use to protect MAP signalling based on the PLMN of the peer NE. There can be no local security policy definitions for individual NEs. Instead, SPD entries of different NE within the same PLMN shall be identical.

In order to enable the NE to determine which MAP SAs to use, an SPD entry must contain the following information:

· The PLMN identifier of the peer PLMN with which this policy applies. This identifier is used to select the correct policy and hence determine which MAP SA must be used when protecting MAP signalling with a peer NE.

· The fallback to unprotected mode indicator. In the case that protection is available and hence at least some MAP operations are protected under protection mode 1 or 2 with this peer PLMN, this parameter indicates whether fallback to unprotected mode is allowed.

· A pointer to the MAP SA entries, in the SAD, defined for this policy entry. There may be more than one existing MAPsec SA at a given moment due to renewal of MAPsec SAs (e.g. a new SA has been defined prior to the expiry of the old one in order to avoid disrupting the traffic when the old one expires). Nevertheless, only one MAPsec SA is to be used at a given moment. This should be the one that expires the sooner.

· Protection Profile Indicator (PPI) indicates how MAP operations over Zf-interface shall be protected, i.e., whether a MAP operation needs protection and the corresponding protection mode to be used. The length of PPI is 16 bits. Mapping of profile identifiers is defined in section 6.
The NE shall conceptually maintain two SPDs : one for incoming MAP traffic and one for outgoing MAP traffic.

5.4
MAPsec security association attribute definition

The MAPsec security association must contain the following data elements:

· MAP Encryption Algorithm identifier (MEA):

Identifies the encryption algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in clause 5.6.

· MAP Encryption Key (MEK):

Contains the encryption key. Length is defined according to the algorithm identifier. 

· MAP Integrity Algorithm identifier (MIA):

Identifies the integrity algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in section 5.6.

· MAP Integrity Key (MIK):

Contains the integrity key. Length is defined according to the algorithm identifier. 

· 

· SA Lifetime:
Defines the actual expiry time of the SA. The expiry of the lifetime shall be given in UTC time. 

If the SA is to indicate that MAPsec is not to be applied then all the algorithm attributes shall contain a NULL value.  
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