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MAPsec security association attribute definition

The MAPsec security association is a sequence ofcontains the following data elements:

MAPsec security association = MEA || MEK || MIA || MIK || PPI || Fallback || SA lifetime

•

MAP Encryption Algorithm identifier (MEA):
Identifies the encryption algorithm. Mode of operation of algorithm is implicitly defined by the algorithm
identifier. Mapping ofPossible algorithms identifiers is are defined in clause 5.6.

•

MAP Encryption Key (MEK):
Contains the encryption key. Length is defined according to the algorithm identifier.

•

MAP Integrity Algorithm identifier (MIA):
Identifies the integrity algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier.
Mapping ofPossible algorithms identifiers is are defined in section 5.6.

•

MAP Integrity Key (MIK):
Contains the integrity key. Length is defined according to the algorithm identifier.

•

Protection Profile Identifier (PPI):
Identifies the protection profile. Length is 16 bits. Mapping of profile identifiers is defined in section 6.

•

Fallback to Unprotected Mode Indicator (FALLBACK):
In the case that protection is available, this parameter indicates whether fallback to unprotected mode is allowed.
This is a one bit indicator where the value one indicates that fall back to unprotected mode is permitted and value
zero indicates that fallback to unprotected mode is not permitted.
Editor’s note: The fallback indicator may be moved to the SPD.

•

SA Lifetime:
Defines the actual expiry time of the SA. The expiry of the lifetime shall be given in UTC time.
Editor’s Note:

The exact format and length to be defined.

If the SA is to indicate that MAPsec is not to be applied then all the algorithm attributes shall contain a NULL value.

5.6

MAPsec algorithms

5.6.1

Mapping of MAP-SA encryption algorithms identifiers

The MEA algorithm indication fields in the MAP-SA are is used to identify the encryption algorithm and algorithm
mode to be used. The mapping offollowing algorithms identifiers is have currently been defined below:.
-

NULL.
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AES in stream cipher mode (MANDATORY).
Table 1: MAP encryption algorithm identifiers
MAP Encryption Algorithm
identifier
0

Description

1

AES in a stream cipher mode (MANDATORY)

:

-not yet assigned-

15

-not yet assigned-

5.6.1.1

Null

Description of MEA-1

The MEA-1 algorithm is the ISO/IEC 10116 Counter Mode with parameter j=128 bits, SV=IV and truncation of the last
block is according to the method described in ISO/IEC 10116 Annex A.5.3. See ISO/IEC 10116 [5] for more
information.
Editor’s Note:

5.6.2

More specification on the mode of operation for MEA-1 may be required.

Mapping of MAP-SA encryption integrity algorithms identifiers

The MIA algorithm indication fields in the MAP-SA are is used to identify the integrity algorithm and algorithm mode
to be used. The mapping offollowing algorithms identifiers is have currently been defined below.:
-

NULL

-

AES in CBC MAC mode (MANDATORY).
Table 2: MAP integrity algorithm identifiers
MAP Integrity Algorithm
identifier
0

Description

1

AES in a CBC MAC mode (MANDATORY)

:

-not yet assigned-

15

-not yet assigned-

5.6.1.1

Null

Description of MIA-1

The MIA-1 algorithm is the ISO/IEC 9797 Part 1: padding method 2, MAC algorithm 1 (initial transformation=1,
output transformation=1). No IV used. See ISO/IEC 9797 [6] for more information.
Editor’s Note:

5.6.3

More specification on the mode of operation for MIA-1 may be required.

Construction of IV

The IV used in the encryption shall be constructed as follows:

IV = TVP || NE-Id || Prop || Pad
The padding field is used to expand TVP || NE-Id || Prop to the IV length required by the cryptographic scheme in use.
The IV length shall be 16 octets. The padding (Pad) shall be 2 octets with all bits set to zero.
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