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7.2.7
MAPsec protection profiles

MAPsec specifies a set of protection profiles. These profiles specifie the required protection level per MAP operation. The protection profile is then a set of attribute pairs (operation, protection level). Annex B.1 contains definitions for standard MAPsec protection profiles.


	
	

	
	

	
	

	
	




B.1
Protection Profiles for MAPsec
A MAP Protection Profile (MAP-PP) is an attribute in a MAPsec Security Association. A MAP-PP defines for every MAP dialogue (identified by the application context and the first operation) whether protection is required. If so, it defines for every operation within this dialogue the protection level to be used. The protection level of an operation within a protected dialogue defines  the applied protection modes for every component (invoke, result, error) of the operation according to the following table:

	protection level
	protection mode for invoke component
	protection mode for result component
	protection mode for error component

	0
	0
	0
	0

	1
	1
	1
	1

	2
	2
	2
	2

	3
	1
	0
	0

	4
	0
	1
	0

	5
	0
	0
	1

	6
	2
	0
	0

	7
	0
	2
	0

	8
	0
	0
	2

	9
	1
	1
	0

	10
	1
	0
	1

	11
	0
	1
	1

	12
	1
	1
	2

	13
	1
	2
	1

	14
	2
	1
	1

	15
	2
	2
	0

	16
	2
	0
	2

	17
	0
	2
	2

	18
	2
	2
	1

	19
	2
	1
	2

	20
	1
	2
	2

	21
	0
	1
	2

	22
	0
	2
	1

	23
	1
	0
	2

	24
	1
	2
	0

	25
	2
	0
	1

	26
	2
	1
	0


The following table defines the standardized MAP-PPs:

	Application contect
	Operation
	Protection level

	
	
	PP(0)
	PP(1)
	PP(2)
	PP(3)
	PP(4)
	PP(5) ffs

	infoRetrieval-v1
	Send Parameters
	-
	-
	-
	24
	9
	

	infoRetrieval-v2
	Send Authentication Info
	-
	-
	-
	24
	9
	

	infoRetrieval-v3
	Send Authentication Info
	-
	24
	9
	24
	9
	

	interVlrInfoRetrieval-v2
	Send Identification
	-
	-
	-
	24
	9
	

	interVlrInfoRetrieval-v3
	Send Identification
	-
	24
	9
	24
	9
	

	anyTimeInfoHandling-v3
	Any Time Modification
	-
	24
	9
	24
	9
	

	
	Any Time Subscription Interrogation
	-
	24
	9
	24
	9
	

	anyTimeInfoEnquiry-v3
	Any Time Interrogation
	-
	24
	9
	24
	9
	

	reset-v1
	Reset
	-
	-
	-
	3
	3
	

	reset-v2
	Reset
	-
	-
	-
	3
	3
	

	all other ACs
	and operations
	-
	-
	-
	-
	-
	


.
MAP-PP(0): No Protection

This MAP-PP does not contain any dialogue and it does not protect any information. This MAP-PP is used  when no security is required or no security  is an accepted option. 
	
	


MAP-PP(1): Protection for UMTS Authentication Information and HLR-SCP signalling traffic (a)
This MAP-PP protects 
· UMTS Authentication information (quintets) with confidentiality,
· request for UMTS Authentication information (quintets) with authenticity/integrity,

· interrogation and modification requests from the SCP to the HLR with authenticity/integrity,

· interrogation and modification responses from the HLR to the SCP with confidentiality


	
	

	
	

	
	

	
	



	
	

	
	



MAP-PP(2): Protection for UMTS Authentication Information and HLR-SCP signalling traffic (b)
This MAP-PP protects 

· UMTS Authentication information (quintets) with authenticity/integrity,

· request for UMTS Authentication information (quintets) with authenticity/integrity,

· interrogation and modification requests from the SCP to the HLR with authenticity/integrity,

· interrogation and modification responses from the HLR to the SCP with authenticity/integrity

	
	

	
	

	
	

	
	

	
	

	
	

	
	



	
	

	
	



MAP-PP(3): Protection for Authentication,  HLR-SCP signalling traffic and reset messages (a)
This MAP-PP protects 

· UMTS and GSM Authentication information (quintets and triplets) with confidentiality,

· request for UMTS and GSM Authentication information (quintets and triplets) with authenticity/integrity,

· interrogation and modification requests from the SCP to the HLR with authenticity/integrity,

· interrogation and modification responses from the HLR to the SCP with confidentiality,

· reset messages with authentication/integrity

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



	
	

	
	




MAP-PP(4): Protection for Authentication,  HLR-SCP signalling traffic and reset messages (b)

This MAP-PP protects 

· UMTS and GSM Authentication information (quintets and triplets) with authenticity/integrity,

· request for UMTS and GSM Authentication information (quintets and triplets) with authenticity/integrity,

· interrogation and modification requests from the SCP to the HLR with authenticity/integrity,

· interrogation and modification responses from the HLR to the SCP with authenticity/integrity,

· reset messages with authentication/integrity
MAP-PP(5): FFS
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