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Update information on TS33200 (v031 to v032)

Based on the inputs from Ericsson and Siemens to the SA3 mailing list on TS33200 v031 and based on some of my own considerations I have updated TS33200 from v031 to v032.

The changes made are restricted to those that should not be too controversial. Other issues that have been raised are addressed in a separate document. Changes that are strictly editorial are not noted.

	Section
	Changes

	Introduction
	- Sentence that identifies protocols/interfaces removed.

- Last sentences removed (SS7 and IP don't have the same key mngt architecture)

	Scope
	- Removed: " with extension to cover the Iu-interface towards RNS"

- Removed: " Protection of the Iu/Iur-interfaces is not considered part of R4."

	3.1
	- Redundant explanation for Anti-Replay. Sentence removed: " Anti-replay protection is particularly important for connectionless packet based transmission."

	3.3
	- Abbreviation added: " BG
Border Gateway" 


	4.1
	- Sentence explaining the concept "security domain" rewritten to clarify/simplify

	4.1
	- First bullet point header modified according to Siemens suggestion

- Removed: " It is noted that SEGs and Border Gateways (BG) could be co-located and even implemented within the same physical node."

-Second bullet point changes to be inline with Siemens suggestion (except Marc's last "..by means of.." part.

- Modified: The contents in the second paragraph is updated according to Siemens suggestion.

	4.2
	Modified: Updated to reflect Siemens suggestions

	4.3
	The section has been changed to reflect some of the suggestions from Siemens and Ericsson. 

	4.4.1
	A "will" is substituted for a "may" in the second sentence (Siemens suggestion)

Table-1: HTTP references removed. Siemens changes introduced. Ericsson clarification to Zf introduced. Editor: "Affected protocol" changed to "Protocol type". 

	4.4.1
	Table-2:

- I have added a note to explain that actual MAPsec protection is determined by the MAPsec Security Profile. An empty profile would indicate that MAPsec is not required for any of the interfaces.

- J interface added as suggested by Siemens

- Gs-interface removed 

- Iu/Iur removed from the table.

	4.4.2
	The text is clarified and some redundant definitions have been removed. 

	4.4.3
	Filtering routers and Firewalls: Moved to informative annex c.

	4.4.5
	NATs: Moved to informative annex c. The text is rewritten, as it was somewhat unclear.

	4.5
	- First and second bullet point: Changes as suggested by Ericsson

- Removed: " In practicality, the security gateways are defined by functionality and are expected to physically coincide with the border gateways already defined for the GTP core network architecture. "

- Added: " They shall offer capabilities for secure storage of long-term keys used for IKE authentication."

	4.6
	The text is updated and hopefully improved, but there still remain many issues.

	5.1
	Only minimal updating.

	5.2
	No changes. More material is needed.

	5.3.1
	Some of the suggestions by Siemens introduced.

	5.3.2
	Most of the suggestions from Ericsson and Siemens are implemented

	5.4
	Most of the suggestions from Ericsson and Siemens are implemented

Figure-2 has not been updated, although it really should be.

	6.2.3
	Siemens suggestions implemented.

	7
	HTTP references removed.

	Annex A.2
	Redundant tutorial material removed.

	Annex A.3
	Redundant tutorial material removed.

	Annex A.4
	Must admit that I'm not quite sure if the ESP_AES has yet been approved. Could anybody check this.

	Annex B
	Removed: the bullet point containing security endpoint/hop-by-hop


/Geir M. Køien, Telenor R&D

� Siemens did suggest Boundary Gateway, but according to 23.060 it shall be Border Gateway.





