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1 Scope and objectives

The main objective of this document is to report on the status of the MAPsec DOI in the IETF, the process forward, and the recent modifications.

The following is proposed in this document:

1. SA3 continues with MAP DOI and IKE as the approach for KAC-KAC protocol.

2. Process-wise, SA3 first makes a final agreement on the MAP DOI contents, put the MAP DOI document as an informational appendix in the technical specifications produced by 3GPP, proceed with the IETF publication (editorial process only for Informational RFCs). During this process the necessary number for the DOI is gotten from IANA. When the RFC is official, SA3 replaces the appendix with a reference.

3. A set of small modifications to the MAP DOI are accepted as defined in the –01 version of the Internet-Draft. These include limiting the full scope of the IKE protocol to a certain profile.

2 Introduction

The proposed architecture for MAPSEC and its key management is shown in Figure 1. The following interfaces have been defined for MAPSec:

Zd (KAC-KAC): used to negotiate MAPSec SAs between MAP security domains. The traffic over Zd consists only of IKE negotiations, and employs the MAPSec DOI (being standardised). The SAs negotiated are valid for all the MAP nodes within the security domain.

Ze (KAC-NE): used for transport MAPSec SAs from the KAC to the MAP-NE.

Zf (NE-NE): used for actual secured MAP communication .

This document deals with the details of the Zd Interface.
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Figure 1. Security Architecture proposed for MAPSec

3 Status in the IETF

This presents the status of the MAP DOI in the IETF.

The MAP DOI has been submitted as an Internet-Draft, and is intended to be progressed as an Informational RFC. This means that it is handled by the IETF as for information only, may be presented to a working group, is checked for conflicts with existing IETF work, and is subject to the editorial process of the IETF. But it is not subject to the normal IETF working group processing. Nevertheless, the DOI has been announced to the mailing list of the IP Security WG, and has been presented in the December 2000 IETF meeting in San Diego. The presentation described the MAP DOI and asked for technical and administrative feedback. The comments that were received were:

· A comment by Hugh Daniel (open source and crypto activist) asked why we didn’t select something better than IKE, e.g. Photuris as a base. (Photuris isn’t as widely available as IKE, may be better but is also unproven, and would not create any synergy effects for securing IP traffic with IPsec/IKE.)

· A comment by Hilarie Orman noted that the way we reuse ISAKMP was exactly as was intended in the original specification.

· The chairman of the group, Ted Tso, told that the process for an Informational RFC is an easy one, and is not hampered by any ban on new IPsec features. The allocation of a DOI number from IANA should be simple, even if the space is small: there aren't that many possible DOI candidates. Any further numbers within the Informational RFC can be allocated as specified by the authors, e.g. from the 3GPP as SA3 would like to do in this case.

· Siemens said that there had been work on TCAP security, but that work is no longer alive (which is one of the reasons for doing it at the MAP level).  

· Several people commented later that the KAC mode was left out from the presentation. Yes it was, for reasons that it doesn't affect the protocol on the wire and might have raised some unnecessary opposition in the IETF who want pure end-to-end solutions. Siemens commented that the KAC mode is more scalable than the node-to-node mode, due to reasons of addressing mappings between SS7 and IP.

· There have been no comments since then on the mailing list.

4 Process Forward

This section describes how Ericsson understands the process should go forward from this point. The following quote has been taken from RFC 2026:

4.2  Non-Standards Track Maturity Levels

Not every specification is on the standards track.  A specification may not be intended to be an Internet Standard, or it may be intended for eventual standardization but not yet ready to enter the standards track.  A specification may have been superseded by a more recent Internet Standard, or have otherwise fallen into disuse or disfavor.

Specifications that are not on the standards track are labeled with one of three "off-track" maturity levels: "Experimental", "Informational", or "Historic".  The documents bearing these labels are not Internet Standards in any sense.

...

4.2.2  Informational

  An "Informational" specification is published for the general information of the Internet community, and does not represent an Internet community consensus or recommendation.  The Informational designation is intended to provide for the timely publication of a very broad range of responsible informational documents from many sources, subject only to editorial considerations and to verification that there has been adequate coordination with the standards process (see section 4.2.3).

  Specifications that have been prepared outside of the Internet community and are not incorporated into the Internet Standards Process by any of the provisions of section 10 may be published as Informational RFCs, with the permission of the owner and the concurrence of the RFC Editor.

4.2.3  Procedures for Experimental and Informational RFCs

Unless they are the result of IETF Working Group action, documents intended to be published with Experimental or Informational status should be submitted directly to the RFC Editor.  The RFC Editor will publish any such documents as Internet-Drafts which have not already been so published.  In order to differentiate these Internet-Drafts they will be labeled or grouped in the I-D directory so they are easily recognizable.  The RFC Editor will wait two weeks after this publication for comments before proceeding further.  The RFC Editor is expected to exercise his or her judgment concerning the editorial suitability of a document for publication with Experimental or Informational status, and may refuse to publish a document which, in the expert opinion of the RFC Editor, is unrelated to Internet activity or falls below the technical and/or editorial standard for RFCs.

To ensure that the non-standards track Experimental and Informational designations are not misused to circumvent the Internet Standards Process, the IESG and the RFC Editor have agreed that the RFC Editor will refer to the IESG any document submitted for Experimental or  Informational publication which, in the opinion of the RFC Editor, may be related to work being done, or expected to be done, within the IETF community.  The IESG shall review such a referred document within a reasonable period of time, and recommend either that it be published as originally submitted or referred to the IETF as a contribution to the Internet Standards Process.

If (a) the IESG recommends that the document be brought within the IETF and progressed within the IETF context, but the author declines to do so, or (b) the IESG considers that the document proposes something that conflicts with, or is actually inimical to, an established IETF effort, the document may still be published as an Experimental or Informational RFC.  In these cases, however, the IESG may insert appropriate "disclaimer" text into the RFC either in or immediately following the "Status of this Memo" section in order to make the circumstances of its publication clear to readers.

Documents proposed for Experimental and Informational RFCs by IETF Working Groups go through IESG review.  The review is initiated using the process described in section 6.1.1.
As an informational RFC, the first priority is to have a final 3GPP agreement on what the MAP DOI is, in all of its details. Then we can start the IETF process. This will be an editorial process only – if there are conflicts with ongoing IETF work it is possible that Informational RFCs have get IESG (Internet Engineering Steering Group)or WG treatment. Ericsson doesn’t believe this is the case in this situation, however.

Starting the IETF publication process happens by agreeing that the latest revision of the Internet-Draft is the final one, and then submitting that to be published by the RFC Editor. This will take some months.

During the RFC editing process IANA, the number registry in IETF, will assign the single new number that is needed for this DOI: the DOI number, to differentiate it from e.g. IPsec DOI and to allow 3GPP to define the interpretation of the remaining numbers. 

The ISAKMP RFC states that the DOI numbers can only be allocated for standards track IETF RFCs. However, given that the field size is 32 bits, and it only has few existing or foreseeable values, and that the IPsec WG chairman has said that getting the number should not be a problem leads us to think that getting the number should not be a problem. Nevertheless, we have asked IANA for an opinion in this matter. As of now, there is no answer. 

In conclusion, we propose the following process:

1. Agree on the DOI Internet Draft in 3GPP SA3.

2. Put the DOI to an appendix of the technical specification 33.200 or publish it as a separate technical report by the 3GPP. The purpose of this action is to provide a temporary specification that is used while step 3 is progressing. Also, it is possible to use this method as a fallback in case of unforeseen problems in the IETF; note that as the current KAC is a single node it would be possible for 3GPP to unanimously decide to “misuse” the DOI numbers without any danger of real conflicts.

3. Send the Internet Draft to the RFC Editor.

4. When Step 3 is ready, replace the appendix in the TS with a reference to the RFC.

5 MAP DOI Modifications

This section describes the modifications in the –01 version of the MAP DOI document, and presents the motivation for these modifications. The modifications are as follows:

· IKE has been profiled in section 3.5 to simplify the requirements for KACs; not all IKE features and algorithms need to be supported.

· All MAPSEC-specific phase 2 notifications have been removed for simplicity.

· AES-MAC has been specified instead of HMAC_SHA1. Note that Phase 1 has been specified to use 3DES and SHA1 since no RFC exists yet to define the use of AES and especially AES-MAC for IKE Phase 1.

· Attribute parsing requirements were simplified since only a single kind of lifetimes are supported.

· MAP_BLOWFISH has been removed since 3GPP hasn't defined it.

· MAP_NULL has been removed and protection profiles are expected to be used instead to signify that no security is needed.

· Rules for assigning new numbers within this DOI have been clarified.

6
Conclusion and Discussion

Ericsson proposes that the outlined process to acquire necessary DOI numbers and publish the Informational RFC are initiated, and that the modifications to the MAP DOI are accepted.
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