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A) TS 29.002 (MAP) specify XRES as OCTET STRING. 
        “XRES ::= OCTET STRING (SIZE (4..16))” 

B) TS 24.008 (Mobile Radio layer 3 Specification) specify RES as number of 
octets. 
“The Authentication Response parameter (extension) IE is a type 4 information 
element with a minimum length of 3 octets and a maximum length of 14 octets” 

- All other Authentication Parameters are specified as bits, but match a multiple of 8 bits. 
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6.3.7 Length of authentication parameters 

The authentication key (K) shall have a length of 128 bits. 

The random challenge (RAND) shall have a length of 128 bits. 

Sequence numbers (SQN) shall have a length of 48 bits.  

The anonymity key (AK) shall have a length of 48 bits. 

The authentication management field (AMF) shall have a length of 16 bits. 

The message authentication codes MAC in AUTN and MAC-S in AUTS shall have a length of 64 bits. 

The cipher key (CK) shall have a length of 128 bits. 

The integrity key (IK) shall have a length of 128 bits. 

The authentication response (RES) shall have a variable length of 4-16 octets32-128 bits. 

 

6.8.1.2 R99+ HLR/AuC 

Upon receipt of an authentication data request from a R99+ VLR/SGSN for a UMTS subscriber, a R99+ 
HLR/AuC shall send quintets, generated as specified in 6.3. 

Upon receipt of an authentication data request from a R98- VLR/SGSN for a UMTS subscriber, a R99+ 
HLR/AuC shall send triplets, derived from quintets using the following conversion functions:  

a) c1: RAND[GSM] = RAND 

b) c2: SRES[GSM] = XRES*1 xor XRES*2 xor XRES*3 xor XRES*4 

c) c3: Kc[GSM] = CK1 xor CK2 xor IK1 xor IK2 

whereby XRES* is 16 octet128 bits long and XRES* = XRES if XRES is 16 octet128 bits long and 
XRES* = XRES || 0...0 if XRES is shorter than 16 octet128 bits, XRES*i are all 4 octet32 bit long and 
XRES* = XRES*1 || XRES*2 || XRES*3 || XRES*4, CKi and IKi are both 64 bits long and CK = CK1 || CK2 
and IK = IK1 || IK2. 

 


