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____________________________________________________________________________________________

TSG SA WG3 would like to inform TSG CN WG4 of the latest progress achieved at S3, in the field of MAP application layer Security.

During S3#15bis, ad-hoc meeting on “Network Domain Security” WI (8th-9th November) and S3#16 plenary (28th-30th November) meetings, a significant number of contributions and input papers were reviewed and the following agreements were reached:

· ‘General Structure of Secure MAP Operations’:

The former test describing the structure of Secure MAP Messages is reformulated to define protection mechanisms on a per MAP operation basis.

· ‘Structure of Security Header’:

The internal structure of the Security Header has been agreed. “Sending PLMN Id”, “Security Parameter Index - SPI”, “Initialization Vector - IV” and “Original Component Id” will be the parameters to be considered.

· ‘Refinement of MAP Security Association’:

Some changes in the former structure of MAP Security Association for MAP Security were agreed. In particular the removal of “Encryption Key Version Number” and “MAC Key Version Number” parameters and the modification of the definition for “MAP Protection Profile”.

These agreed changes are already incorporated in the latest version of TR 33.800, v0.3.5, attached for information (chapters 7.2.1 and 7.4). 

TSG SA WG3 would also like to inform TSG CN WG4 on the level of discussion on the following open items:

· Specification of MAP-Protection Profiles:

S3 is currently considering two alternatives when specifying how MAP-PPs should look like. The first alternative is to specify Protection Modes against MAP operations: 

MAP Operation
Protection Mode

SendAuthenticationInfo
2 (integrity/authenticity and confidentiality)

The second alternative, proposes the specification of Protection Modes against MAP Components within MAP ACs: 

Application Context
Component
Protection Mode

infoRetrievalContext-v3
SendAuthenticationInfo Invoke
0 or 1 (tbd)


SendAuthenticationInfo ReturnResult
2


SendAuthenticationInfo ReturnError
0

· Use of Protection Mode 0:

In the specification of MAP-PPs, a large number of MAP operations/ACs/Components (depending on how MAP-PPs are finally specified) will be protected using Protection Mode 0 (no protection). 

For these operations/ACs/Components it is proposed to allow that the operation/AC/Component is performed in cleartext instead, thus avoiding the extra overheads introduced by the use of Secure MAP Operations. In this context, it is then natural to question whether Protection Mode 0 is still relevant.

· Introduction of MAP Security:

It has been proposed to request the mandatory support of MAP Security after a cut-off date to be specified. This would cause much debate for operators and manufacturers to comply with the cut-off date so it was agreed that Operators and Manufacturers should be consulted. Answer from GSMA members is expected in a near future in order to determine if this proposal is feasible. 

S3 hopes to provide further information on the outcome of the discussions on these open issues and at the same time kindly asks CN4 for your comments and preferences (if any) on these open items and also regarding the latest reached agreements.
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