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On Integrity Protection for GERAN
1. Introduction

Although a working assumption for ciphering in GERAN is defined [1], it is still open whether integrity protection will be supported by GERAN. This paper for discussion analyzes the impacts of integrity protection when imported from UTRAN to GERAN.

2. Principle of integrity protection

2.1 Integrity Protection

Integrity consists in the protection of data from accidental or intentional change, deletion or substitution (OSI). In order to provide data integrity protection on the network access link, the following security features must be available [1]:

· integrity algorithm agreement: the property that the MS and the Serving Network (SN) can securely negotiate the integrity algorithm that they shall use subsequently;

· integrity key agreement: the property that the MS and the SN agree on an integrity key that they may use subsequently;

· data integrity and origin authentication of signalling data: the property that the receiving entity (MS or SN) is able to verify that signalling data has not been modified in an unauthorised way since it was sent by the sending entity (SN or MS) and that the data origin of the signalling data received is indeed the one claimed;

2.2 Principle

In UTRAN, all control signalling information elements (except e.g. RRC Connection messages, Broadcast information) exchanged between MS and network are integrity protected as described in the figure below. Integrity protection is applied at the RRC layer.

The input parameters are the integrity key (128 bits), the integrity sequence number (Count-I: 32 bits), a random value generated by the network side (Fresh: 32 bits), the direction (1 bit) and the signalling data Message. Based on these parameters, the message authentication code for data integrity (MAC-I: 32 bits) is computed using the algorithm f9. MAC-I is then appended to the message when sent over the air interface. The receiver computes XMAC-I on the message received in the same way the user computed MAC-I and verifies the data integrity of the message by comparison with the received MAC-I.


3. Impacts on GERAN

Introducing integrity protection in GERAN with the same level of security as UTRAN and in an acceptable timeframe, would mean to import the integrity protection mechanism from UTRAN. 

As said earlier, almost all control signalling information elements are integrity protected in UTRAN and integrity protection is performed in RRC.

If integrity protection is introduced in GERAN, a 32-bit MAC-I information element would be appended to the corresponding RRC messages. Those messages are later transferred as signalling messages using CS1.

Examples of such messages are: HANDOVER COMMAND, HANDOVER FAILURE, HANDOVER ACCESS, RADIO BEARER SETUP, RADIO BEARER SETUP COMPLETE, etc [3].
Now, signalling control messages are to fit within one radio block. However when needed and if possible segmentation may be used: the message content is carried by more than one radio block. In the downlink, segmentation is not an issue as the network is the sender and is in control of the resources, but in the uplink segmentation cannot be used freely by the MS as the network controls the UL resources: if segmentation is used in UL, the network must have allocated resources to make segmentation possible. 

Therefore integrity protection, when causing segmentation, will imply a much larger overhead than 32 bits for the considered message and may also make a procedure fail (handover): one more radio block will have to be sent over the air interface, meaning 100% overhead if the original message fitted into one radio block. However it is very difficult to assess when exactly integrity protection would cause segmentation, because the exact size of the message very much depends on what it carries at a given moment, for/from a given MS: the message might already have room for 32 bits (and already be segmented or not).

Not having integrity protection in GERAN would mean that UTRAN RRC messages that could have been reused, cannot because of the MAC-I IE, and therefore need to be redefined for GERAN. 

4. Conclusions

Defining integrity protection in GERAN would allow for the same level of security as UTRAN, and therefore lead to an harmonized 3G security between the two Radio Access Systems. However integrity protection in GERAN would mean some overhead that may be unacceptable in some cases, but globally the overhead impact on GERAN is very difficult to assess, due to the variable sizes of the message and the complexity of the procedures involved. In order to attenuate the impact on GERAN of integrity protection, it could also be considered to modify the method used in UTRAN when adapting it to GERAN.
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