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Policy for IPsec

« AH and ESP provide mechanism.
 |IKE does key agreement.

 IPSP manages policy:
— "How do | use IPsec to talk to another host?"
— "Is it possible to create an SA that conforms to my
policy?"
— "What should the SA parameters be?"
— "Who Is my security gateway?"
— "Where do | find my policies?"



Design Space

Runs on anything that runs IPsec.

Decentralized and heterogeneous administration.

— Two nodes need not trust common admin.

— Remote administration.

— Delegation.

SA parameters not specified in advance.

Secure, sound, comprehensible.

— Human-readable policies.

— Compatible with security proofs.

— Correct implementation should be straighforward.



Requirements

Policy model.
IPsec gateway discovery mechanism.
Policy language for nodes.

Means of distributing responsibility.
Protocol for policy discovery.
Method for resolving SA parameters.
Compliance checking.

No changes to AH/ESP/IKE.



Policy Model

Defines the semantics of IPsec policy.

Everything (gateway discovery, SA resolution,
compliance checking) implements these semantics.

Independent of specific detalls (of language,
distribution protocols, etc.).



Gateway Discovery

e How a node finds where to direct IPsec traffic for
another node.



IPSP Language

Standard language for representing a node's policy
externally to other nodes.

— May be different from local policy configuration
mechanisms.

Output of policy discovery protocol.

Input to SA resolution and compliance checking
steps.



Distributed Policy

Must be possible to have remote administration of a
node's policy.

Must be possible to delegate authorization and
responsibility.

Must have support for security gateways, remote
services, etc.



Policy Discovery

Protocol that provides information (in IPSP language)
about a node's policy to other hosts.

Node need not reveal its entire policy.

Just enough to allow others to do SA parameter
resolution.



SA Parameter Resolution

« Given output of policy discovery protocol:
— can two nodes communicate at all?

— What set of SA parameters meets both nodes'
policies?
 Must be computationally efficient to be practical.
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Compliance Checking

 Given a set of proposed SA parameters, a node must
be able to verify:

— Whether parameters meet its own policy.
— Whether gateway is correct.
« This is where policy enforcement is implemented.
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Security Policy Protocol

Protocol for discovering SEGSs, distributing policies.
Generic and extensible.

Initiator sends message to remote end-host.

— SEGs intercept and forward to policy server.

— Policies acquired and forwarded to end-host.

SEGs can examine acquired policies, changes reqgs.

— Avoid redundant IKE operations.

— Main reason for bundling discovery and
distribution in the same protocol.

Can be initiated by end-host or firewall.
Policy Server may be local to a host/SEG.
Policy Server must be configured.
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KeyNote and Compliance
Checking

Standard format for policy distribution and
compliance checking.

Simple, extensible language (RFC 2704).
Used for expressing policies.

— SPD/SA parameters.

— Trusted peers/third parties.

— Integrity-protected.

Allows authorization delegation.

— Various types of trust relations between security
domains.
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KeyNote

A Trust-Management System.

Compliance Checking:

— determines if Actions are compatible with Policies.
Human-readable policies.

Wide variety of applications:

— IPsec policy

— Workflow.

— Digital Rights Management System

— Micropayments System

— Kernel policy management.
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Actions

Actions are activities that have security
considerations.

In KeyNote, actions are described by a set of
attribute-value pairs called the Action Environment.

Attribute semantics depend on the application
An Action is always associated with a Requestor.

Requestor may be a public key, a user name,
etc.

15



Policies

Policies determine who Is trusted to authorize
various actions.

In KeyNote, Policies are a collection of Assertions.

Assertions determine whether a Requestor is
authorized to request an Action.

Two major components to Assertions:
— Licencees: checks who the requestors may be.
— Conditions: checks the Action Environment.

Licencees and Conditions are programmable
expressions.

Other components provide additional semantic
structure (comments, identification, etc.).
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Sample Assertion

Authorizer: POLICY

Licencees:. wendy

Conditions: $file_owner == “stan”
&& $filename ~= “/home/stan/[]*"
-> {return TRUE }

17



Turning policies into credentials

We have shown how assertions authorize requestors.
Assertions may also defer to other assertions.

An assertion may be signed and used as a
cryptographic credential.
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Evaluation of a Request

KeyNote Is a compliance checker.
Determines whether requested action satisfies policy.

Finds a subgraph of assertions linking action to
POLICY.

For precise semantics, see the draft.
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IPsec example
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Detalls

 The Licencees field may contain:
— single identifier.
— A complex expression.
e EXpressions are:
— monotonic (important for security proofs).
— Disjunction, conjunction, threshold.
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Observations

Conditions may return more than just TRUE/FALSE.
It may also pass back information to the application.

It can work in conjunction with X.509 and SDSI
names.
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Pointers

e |P Security Policy IETF Working Group:
http://www.ietf.org/html.charters/ipsp-charter.html

e Trust Management:
http://www.crypto.com/trustmgt
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Abstract

IPsecis the standardsuite of protocolsfor network-
layer confidentiality and authenticationof Internettraf-
fic. The IPsecprotocols, however, do not addressthe
policies for how protectedraffic shouldbe handledat se-
curity endpoints. This paperintroducesan efficient pol-
icy managemenschemefor IPsec,basedon the princi-
plesof trustmanagementA compliance check is added
to the IPsecarchitecturehattestspaclet filters proposed
when new security associationsare createdfor confor
mancewith thelocal securitypolicy, basedn credentials
presentedy the peerhost. Securitypoliciesandcreden-
tials canbe quite sophisticatedandspecifiedin thetrust-
managemerlanguage)while still allowing very efficient
paclet-filtering for the actuallPsectraffic. We presenta
practical portablemplementatiorof thisdesignpaseddn
the KeyNotetrust-managememdnguagethatworkswith
avarietyof Unix-basedPsecimplementations.

1. Intr oduction

TheIPsecprotocolsuite,which providesnetwork-layer
securityfor theInternet,hasrecentlybeenstandardizeth
the IETF andis beginningto make its way into commer
cial implementationsf desktop,sener, and router op-
erating systems. For mary applications,security at the
network layer hasa numberof advantagesover security
provided elsavherein the protocolstack. The detailsof
network semanticsare usually hiddenfrom applications,

*This work wassupportedby DARPA underContractF39502-99-1-
0512-MODPO0001.

which thereforeautomaticallyand transparenthtake ad-
vantageof whateser network-layersecurityservicesheir
ervironmentprovides. More importantly IPsecoffers a
remarkableflexibility not possibleat higher or lower-
layer abstractionssecuritycanbe configuredend-to-end
(protectingtraffic betweertwo hosts) route-to-routdpro-
tectingtraffic passingoveraparticularsetof links), edge-
to-edge(protectingtraffic asit passedbetween‘trusted”
networksvia an “untrusted”one,subsumingmary of the
currentfunctionsperformedby network firewalls), or in
ary other configurationin which network nodescan be
identifiedasappropriatesecurityendpoints.

Despitethis flexibility, IPsecdoesnotitself addresghe
problemof managinghe policies governingthe handling
of traffic enteringor leaving a hostrunningthe protocol.
By itself, the IPsecprotocolcanprotectpacketsfrom ex-
ternaltamperingand eavesdroppingput doesnothingto
control which hostsare authorizedfor particular kinds
of sessionsr to exchangeparticularkinds of traffic. In
mary configurationsespeciallywhennetwork-layersecu-
rity is usedto build firewalls andvirtual privatenetworks,
suchpoliciesmaybenecessarilype quite complex. There
is no standardnterfaceor protocolfor controlling IPsec
tunnelcreation,and mostIPsecimplementationgrovide
only rudimentarypaclet-filter-basecandACL-basedool-
icy mechanisms.

The crudenes®f IPsecpolicy control, in turn, means
thatin spite of the availability of network-layersecurity
mary applicationsare forced to duplicateat the appli-
cationor transportlayer cryptographicfunctionsalready
providedatthenetwork layer.

Therearethreemain contritutionsin this paper:we in-



troducea new policy managemenarchitecturdor IPsec,
basedon the principlesof trust managementye present
adesignthatintegrateshis architecturewith the KeyNote

Trust Managemensystem;finally, we presenta practi-

cal, portableimplementatiorof this design,currentlydis-

tributedin open-sourcéorm in OpenBSD.

1.1 IPsecPacket Filters and Security Associations

IPsecis basedon the conceptof datagram encapsu-
lation. Cryptographicallyprotectednetwork-layer pack-
ets are placedinside, as the payload of other network
paclets, making the encryptiontransparento ary inter
mediatenodesthat mustprocesgacket headerdor rout-
ing, etc. Outgoingpaclets are encapsulatedencrypted,
and authenticatedas appropriatejust beforebeing sent
to the network, and incoming paclets are verified, de-
crypted,and decapsulate@dmmediatelyuponreceipt[13.
Key managemenn sucha protocolis straightforvardin
the simplestcase. Two hostscanuseary key-agreement
protocolto negotiatekeys with oneanotherandusethose
keysaspartof theencapsulatingnddecapsulatingaclet
transforms.

Let us examinethe securitypolicy decisionsan IPsec
processomustmake. Whenwe discuss‘policy” in this
paper we refer specificallyto the network-layer security
policiesthat govern the flow of traffic amongnetworks,
hosts,andapplications.Obsene that policy mustbe en-
forcedwheneer pacletsarrive at or areaboutto leave a
network securityendpoint(which couldbeanendhost,a
gatevay, arouter, or afirewall).

IPsec“connections”are describedin a datastructure
called a security association (SA). Encryption and au-
thenticationkeys are containedin the SA at eachend-
point, and eachlPsec-protectegacket hasan SA iden-
tifier thatindexesthe SA databasef its destinationhost
(notethatnotall SAsspecifybothencryptionandauthen-
tication;authentication-onlggAsarecommonlyused,and
encryption-onlySAs are possiblealbeit considerednse-
cure).

Whenanincomingpaclketarrivesfrom the network, the
hostfirst determineshe processingt requires:

¢ If the pacletis not protected shouldit be accepted?
This is essentiallythe “traditional” paclet filtering
problem,asperformedge.g., by network firewalls.

o If the pacletis encapsulatednderthe securitypro-
tocol:

— Is therecorrectkey material(containedin the
specifiedSA) requiredto decapsulaté?

— Shouldthe resulting paclet (after decapsula-
tion) be accepted?A secondstageof paclet
filtering occursat this point. A packet may be

successfullydecapsulateénd still not be ac-
ceptable(eg., a decapsulateghaclet with an
invalid sourceaddresspr a paclet attempting
delivery to someport not permittedby the re-
ceiver'spolicy).

A securityendpointmakes similar decisionswhen an
outgoingpacletis readyto besent:

e IsthereasecurityassociatiorfSA) thatshouldbeap-
plied to this packet? If thereare several applicable
SAs,which oneshouldbe selected?

e If thereis no SA available, how shouldthe paclet
be handled?It may be forwardedto somenetwork
interface, dropped,or queueduntil an SA is made
available, possiblyafter triggering someautomated
key managemenmnechanisnsuchasIKE, the Inter-
netKey Exchangeprotocol[1].

Obsene that becausethese questionsare asled on
paclet-by-pacletbasis paclet-basegbolicy filtering must
beperformedandary relatedsecuritytransformsapplied,
quickly enoughto keepup with network datarates. This
implies thatin all but the slowestnetwork ervironments
thereis insufficienttime to processlaboratesecuritylan-
guagesperformpublic key operationstraverselarge ta-
bles,or resolherule conflictsin ary sophisticatednanner

IPsecimplementationgand most other network-layer
entities that enforce security policy, such as firewalls),
therefore.employ simple,filter-basedanguagedor con-
figuring their packet-handlingpolicies. In generalthese
languagespecifyrouting rulesfor handlingpacletsthat
matchbit patternsin packet headerspasedon suchpa-
rametersasincoming and outgoingaddresseand ports,
servicespacletoptions,etc.[17]

IPsecpolicy controlneednot belimited to pacletfilter-
ing, however. A greatdealof flexibility is availablein the
controlof whensecurityassociationarecreatecandwhat
pacletfilters areassociatedvith them.

Most commonlyhowever, in currentimplementations,
the IPsecuseror administratoiis forcedto provide “all or
nothing”accessin whichholdersof asetof keys (orthose
certified by a particularauthority) are allowed to create
ary kind of securityassociatiorthey wish, andotherscan
do nothingatall.

A furtherissuewith IPsecpolicy controlis the needfor
two hoststo discoser andnegotiatethekind of traffic they
are willing to exchange. Whentwo hostsgovernedby
their own policieswantto communicatethey needsome
mechanisnfor determiningwhat, if ary, kinds of traffic
the combinedeffectsof oneanothers policiesarepermit-
ted. Again, IPsecitself doesnot provide sucha mecha-
nism;whena hostattemptdo createan SA, it mustknow
in advancethatthe policy on the remotehostwill accept



it. Theoperationtheneithersucceedsr fails. While this

may be sufficient for small VPNs and otherapplications
whereboth peersare underthe sameadministratve con-

trol, it doesnot scaleto largerscaleapplicationssuchas
public seners.

1.2 RelatedWork

ThelKE specificatio11] makesuseof the SubjectAl-
ternateNamefield in X.509[8] certificateso encodethe
paclet selectorthe certificateholdermay useduring IKE
Quick Mode. Beyondthis, no standardvay hasyet been
definedfor negotiating, exchanging,and otherwisehan-
dling IPsecsecuritypolicy.

[20] definesa protocol for dynamically discovering,
accessing,and processingsecurity policy information.
Hostsandnetworks belongto securitydomains,andpol-
icy seners are responsiblefor servicingthesedomains.
The protocol usedis similar in somewaysto the DNS
protocol. This protocolis servingasthe basisof the IETF
IP SecurityPolicy Working Group.

[9] describesa languag€for specifyingcommunication
securitypolicies, heaily orientedtoward IPsecandIKE.
SPSLis basedon the Routing Policy SpecificationLan-
guage(RPSL)[1]. While SPSLoffersconsiderabldlexi-
bility in specifyinglPsecsecuritypolicies,it doesnotad-
dressdelggationof authority noris it easilyextensibleto
accommodatethertypesof applications.

A numberof otherinternetDrafts have beenpublished
definingvariousdirectoryschematdor IPsecpolicy. Sim-
ilar directory-base@vork hasalsostartedn the context of
the IETF Policy Frameavork Working Group. It is still too
earlyto determinewhattheresultsof thateffort will be.

COPS [5] defines a simple client/sener protocol
whereina Policy EnforcemenPoint(PEP)communicates
with a Policy DecisionPoint(PDP)in orderto determine
whetherarequesteactionis permissible COPSis mostly
orientedtoward admissioncontrol for RSVP[6] or simi-
lar protocols.It is not clearwhatits applicabilityto IPsec
securitypolicy would be.

RADIUS [19] andits proposedsuccessQiDIAMETER
[7], aresimilarin somewaysto COPS.They requirecom-
municationwith a policy sener, which is suppliedwith
all necessarinformationandis dependediponto make a
policy-basedlecision.Both protocolsareorientedtoward
providing Accounting,Authenticationand Authorization
servicedor dial-upandroamingusers.

We first proposecthe notion of using a trust manage-
mentsystemfor network-layer securitypolicy controlin
[4].

2. Trust Managementfor IPsec

A basicparameterof the paclet processingoroblems
mentionedin the previous sectionis the question of

whethera paclet falls underthe scopeof someSecurity
Association(SA). SAs containand managethe key ma-
terial requiredto performnetwork-layersecurityprotocol
transformsHow then,do SAsgetcreated?

The obvious approachis to trigger the creationof a
new SA whenerer communicatiorwith a new hostis at-
tempted,if thatattemptwould fail the paclet-level secu-
rity policy. The protocolwould be basedon a public-key
or Needham-Schroed§t8] scheme.

Unfortunately protocolsthat merely arrangefor pack-
etsto be protectedunder security associationglo noth-
ing to addresghe problemof enforcinga policy regard-
ing the flow of incomingor outgoingtraffic. Recallthat
policy controlis a centralmotivatingfactorfor the useof
network-layersecurityprotocolsin thefirst place.

In generalandrathersurprisingly securityassociation
policy is largely an openproblem— onewith very impor-
tant practicalsecurityimplicationsandwith the potential
to provide a solid framework for analysisof network se-
curity properties.

Fortunately the problemof policy managemenfor se-
curity associationganbe distinguishedn sereralimpor-
tantwaysfrom the problemof filtering individual paclets:

e SAstendto beratherlong-lived;thereis locality of
referenceinsofar as hoststhat have exchangedone
paclet arevery likely to alsoexchangeothersin the
nearfuture.

e |t is acceptablghat policy controlson SA creation
should require substantially more resourcesthan
could be expendedon processingvery paclet (eg.,
public key operationsseveralpacletexchangespol-
icy evaluation,etc.).

e Theresultof negotiatingan SA betweentwo hosts
can provide (among other things) parametersfor
more efficient, lower-level paclet policy (filtering)
operations.

The trust-management approach3] for checkingcom-
pliancewith securitypolicy providesexactly theinterface
andabstractionsequiredhere.

2.1.The KeyNoteTrust ManagementSystem

Becauseve make extensive useof the conceptsf trust
managementand especiallythe KeyNote language ,we
provide a brief review of thoseconceptdere.

The notion of trust management wasintroducedin [3].
A trust-managememstystemprovidesa standardnterface
that applicationscanuseto testwhetherpotentiallydan-
gerousactionscomplywith local securitypolicies.

More formally, trust-managemergystemsare charac-
terizedby:



A methodfor describingactions, which are opera-
tionswith securityconsequencethatareto be con-
trolled by the system.

e A mechanisnfor identifying principals, which are
entitiesthatcanbeauthorizedo performactions.

e A language for specifying application policies,
which governthe actionsthat principalsare autho-
rizedto perform.

e A languagefor specifyingcredentials, which allow
principalsto delegateauthorizationto other princi-
pals

¢ A compliance checker, which providesa servicefor
determininghow an action requestedy principals
shouldbe handled,given a policy anda setof cre-
dentials.

KeyNoteis asimpleandflexible trust-managemeislys-
temdesignedo work well for avarietyof applicationsin
applicationsusing KeyNote, policies and credentialsare
written in the samelanguage.The basicunit of KeyNote
programmingis the assertion. Assertionscontain pro-
grammablepredicatesthat operateon the requestedt-
tribute set and limit the actionsthat principals are al-
lowedto perform. KeyNote assertionare small, highly-
structuredprograms Authority canbedelegatedo others;
a digitally signedassertiorcanbe sentover anuntrusted
network andsenethesamerole astraditionalcertificates.
Unlike traditional policy systems,policy in KeyNote is
expresse@sa combinationof unsigned andsigned policy
assertiongsignedassertionsare also called credentials).
Thereis awide spectrunof possiblecombinationspnthe
oneextreme all systenpolicy is expressedn termsof lo-
cal (unsignedpssertionsOn the otherextreme all policy
is expressedassignedassertionsyith only onerule (the
root of the policy) beingan unsignedassertiorthatdele-
gatesto oneor moretrustedentities. Theintegrity of each
signedassertioris guaranteedby its signaturetherefore,
thereis no needfor theseto be storedwithin the security
perimeterof the system.

KeyNoteallows the creationof arbitrarily sophisticated
securitypolicies, in which entities(which canbe identi-
fied by cryptographigoublic keys) canbe grantedimited
authorizatiorto performspecifickinds of trustedactions.

Whena “dangerous’actionis requesteaf a KeyNote-
basedapplicationtheapplicationsubmitsa descriptiorof
the actionalongwith a copy of its local security policy
to the KeyNoteinterpreter Applicationsdescribeactions
to KeyNote with a setof attribute/alue pairs (called an
action attribute set in KeyNoteterminology)thatdescribe
the context and consequencesf security-criticalopera-
tions. KeyNote then“approves” or “rejects” the action

accordingto therulesgivenin the applicationslocal pol-
icy.

KeyNote assertiong@rewritten in ASCIl andcontaina
collectionof structuredfields that describewhich princi-
pal is beingauthorized(the Licensee), who is doing the
authorizing(the Authorizer) anda predicatethatteststhe
actionattributes(the Conditions). For example:

Aut hori zer: "POLICY"
Li censees: "Borris Yeltsin"
Condi ti ons:
Emai | Address == "yel t si n@renvax.ru"

meansthatthe “POLICY” principal authorizeghe “Bor-
ris Yeltsin” principal to do ary action in which the
attribute called “EmailAddress” is equal to the string
“yeltsin@kremwax.ru”. An actionis authorizedif asser
tionsthatapproretheactioncanlink the“POLICY” prin-
cipal with the principal that authorizedthe action. Prin-
cipals canbe public keys, which providesa naturalway
to useKeyNote to control operationsover untrustworthy
networkssuchasthe Internet.

A completedescriptiorof theKeyNotelanguageanbe
foundin [2].

2.2.KeyNoteControl for IPsec

The problemof controlling IPsecSAs is easyto for-
mulateas a trust-managemergroblem: the SA creation
procesqusuallya daemonrunning IKE) needsto check
for compliancewhene/er an SA is to be created. Here,
the actionsrepresenthe paclet filtering rulesrequiredto
allow two hoststo conformto eachother’s higherlevel
policies.

This leadsnaturally to a framework for trust manage-
mentfor IPsec:

e Eachhosthasits own KeyNote-specifiegbolicy gov-
erningSA creation.This policy describesheclasses
of paclets and underwhat circumstanceghe host
will initiate SA creationwith other hosts,and also
whattypesof SAsit is willing to allow otherhosts
to establish(for example whetherencryptionwill be
usedandif sowhatalgorithmsareacceptable).

e Whentwo hostsdiscover that they require an SA,
they eachproposeto the otherthe “least powerful”
paclet-filtering rules that would enablethemto ac-
complishtheir communicatiorobjectve. Eachhost
sendgroposedgacletfilter rules,alongwith creden-
tials (certificatesthatsupportthe proposal Any del-
egationstructurebetweerthesecredentialss entirely
implementationdependent,and might include the



arbitraryweb-of-trust,globally trustedthird-parties,
suchas CertificationAuthorities (CAs), or arything
in between.

e Eachhostqueriesits KeyNote interpreterto deter
mine whether the proposedpaclet filters comply
with local policy and,if they do, createshe SA con-
tainingthe specifiedfilters.

Other SA propertiescan also be subjectto KeyNote-
controlledpolicy. For example,the SA policy may spec-
ify acceptableryptographialgorithmsandkey sizesthe
lifetime of the SA, loggingandaccountingequirements.

Ourarchitecturalividesthe problemof policy manage-
mentinto two componentspacletfiltering, basednrules
appliedto every paclet, andtrustmanagementyasedon
negotiatinganddecidingwhich of theserules(andrelated
SA propertiesasnotedabove) aretrustworthy enoughto
install.

This distinction makesit possibleto performthe per
paclet policy operationsat high datarateswhile effec-
tively establishingnore sophisticatedrust-management-
basedpolicy controlsover the traffic passingthrougha
securityendpoint.Having suchcontrolsin placemakesit
easierto specify securitypolicy for a large network, and
malesit especiallynaturalto integrateautomatecpolicy
distribution mechanisms.

2.3 Policy Discovery

While the IPseccompliance-checkinghnodeldescribed
above canbeusedby itself to provide securitypolicy sup-
portfor IPsectherearetwo additionalissueghatneedto
beaddressed suchanarchitecturds to bedeployedand
used.

The first problemis credentialdiscovery and acquisi-
tion. Althoughusersor hostsmay be expectedo manage
locally policiesandcredentialghatdirectly referto them,
they maynotknow of intermediatecredentialge.g., those
issuedby administratve entities)thatmayberequiredby
thehostswith whichthey wantto communicateConsider
thecaseof alargeorganizationwith two levelsof admin-
istration;local policy on thefirewalls trustsonly the“cor-
poratesecurity” key. Usersobtaintheir credentialsrom
their local administratorsyho authorizethemto connect
to specificfirewalls. Thus,oneor moreintermediatecre-
dentialsdelegating authority from corporatesecurity to
the variousadministratorss also neededif a useris to
be successfullyauthorized. Naturally, in more complex
network configurationgsuchasextranets)multiple levels
of administratiormaybepresentSomemethodfor deter
mining what credentialsare relevantand how to acquire
themis needed.

Our solutionis straightforward: the hostthatintendsto
initiate anIKE exchangecanusea simpleprotocol,which

we call Policy QueryProtocol(PQP),to acquireor update
credentialgelevantto a specificintendedlKE exchange.
The initiator presentsa public key to the responderand
asksfor ary credentialavherethe key appearsn the Li-
censeesield. By startingfrom the initiator’s own key (or
from somekey thatdelegatego theinitiator), it is possible
to acquireall credentialghattherespondehasknowledge
of thatmay be of useto theinitiator. Therespondemay
also provide pointersto other senerswherethe initiator
may find relevant credentialsjn fact, the respondemay
just provide a pointerto someothersenerthatholdscre-
dentialsfor anadministratve domain.

Sincethe credentialshemselesaresigned thereis no
needto provide additionalsecurityguarantees the pro-
tocolitself. However, any local policiesthattheresponder
discloseswould have to be signedprior to being sentto
theinitiator; the factthat a KeyNote policy “becomes”a
credentialsimply by virtue of beingsignedis very useful
here. Also, the PQPsener may have its own policy con-
cerningwhich hostsareallowedto queryfor credentials.

Thesecondroblemis determiningourown capabilities
basedon the credentialsve hold. Thisis in somesense
complementaryo compliancechecking;by analyzingour
credentialsn thecontext of our peerspolicy, it is possible
to determinewhat typesof actionsare acceptecby that
peer Thatis, we candiscover what kinds of IPsecSA
proposalsare acceptedby a remotelKE daemon. This
canassistn avoiding unnecessariKE exchangesif it is
known in advancethatno SAs acceptabldy both parties
canbeagreedupon),or narrav down the setof proposals
we sendto our peer Note thatif a hostrevealsall the
relevant credentialsand policies using the Policy Query
Protocol,anotherhostcandeterminein advanceandoff-
line exactly whatproposalghathostwill accept.

Credentiatompositioris afairly straightforward,if po-
tentially expensve, operation:we startby constructinga
graphfrom the peers policy to our key. We thenreduce
eachclausen the Conditionsfield of eachcredentiato its
Disjunctive NormalForm (DNF). To determingheautho-
rizationin achainof two credentialsye needto compute
the intersectionof their authorizations. This is a linear
costoperationover the numberof termsin the DNF ex-
pression®f thetwo credentials For largerchains(or, in-
deed,arbitrary graphsof credentials)we can apply the
samealgorithmrecursvely. At the endof this operation,
we havealist of acceptablg@roposalswhichtheKE dae-
mon canthenuseto constructvalid SA proposaldor the
remotehost.

Note thatthis operationis typically doneby the initia-
tor, andthushasno significantperformancémpactonthe
respondemwhich maybe a busy securitygatevay.



3. Implementation

To demonstrateour policy managemenscheme,we
implementedthe architecturedescribedin the previ-
ous sectionwithin the OpenBSDIPsecstack [16, 10].
OpenBSDs IKE implementatior(calledi saknpd) sup-
portshothpassphrasendX.509certificateauthentication.
We modified i saknpd to use KeyNote insteadof the
configuration-filebasednechanisnthatwasusedto vali-
datenew SecurityAssociations.

3.1 The OpenBSDIPsecAr chitecture

In this section we examine how the (unmodified)
OpenBSDIPsecdmplementationnteractswith i saknmpd
andhow policy decisionsarehandledandimplemented.

Outgoingpaclketsare processedn thei p_out put ()
routine. The Security Policy Databasg(SPD} is con-
sulted, using information retrieved from the paclet it-
self(e.g., source/destinatioaddressedransporprotocol,
ports,etc.) to determinevhetherandwhatkind of, IPsec
processings required. If no IPsecprocessings neces-
saryor if thenecessarpAsareavailable,theappropriate
courseof actionis taken,ultimatelyresultingin the paclet
being transmitted. If the SPD indicatesthat the paclet
shouldbe protectedput no SAsareavailable,i saknpd
is notified to establishthe relevant SAs with the remote
host (or a securitygatevay, dependingon whatthe SPD
entry specifies). Theinformationpassedo i saknpd in-
cludesthe SPDfilter rule thatmatchedhe paclet; this is
usedin the IKE protocolto proposethe packet selectors,
which describethe classeof pacletsthatareacceptable
for transmissiorover the SA to be establishedThe same
type of processingoccursfor incoming paclets that are
not IPsec-protectedp determinewhetherthey shouldbe
admitted;similar to the outgoingcasej saknpd maybe
notifiedto establisiSAswith theremotehost.

When an IPsec-protecteghaclet is receved, the rele-
vant SA is locatedusing information extractedfrom the
paclet and the various protectionsare peeledoff. The
paclet is then processedsif it hadjust beenreceved.
Note that the resulting, de-IPsec-egaclet may still be
subjectolocalpolicy, asdeterminedy pacletfilter rules;
that is, just becausea paclet arrived secureddoes not
meanthat it shouldbe accepted. We discussthis issue
furtherbelow.

1The SPDis partof all IPsecimplementations[1E andis very sim-
ilar in form to paclet filters (andis typically implementedasone). The
typical resultsof an SPDlookup areacceptdrop, and“IPsec-needed”.
In the latter case moreinformationmay be provided, suchaswhatre-
motepeerto establistthe SA with, andwhatlevel of protectionis needed
(encryption authentication).

2Thesearea pair of network prefix andnetmaskuplesthatdescribe
thetypesof pacletsthatareallowedto usethe SA.

3.2.Adding KeyNotePolicy Control

Becauseof the structureof the OpenBSDIPseccode,
we were ableto add KeyNote policy control entirely by
modifyingthei saknpd daemonno modificationgo the
kernelwererequired.

Whenever anew IPsecsecurityassociations proposed
by a remotehost(with the IKE protocol),our KeyNote-
based saknpd first collectssecurity-relatednformation
aboutthe exchange(from its exchange andsa struc-
tures) and createsKeyNote attributes that describethe
proposedexchange.TheseattributesdescribewhatIPsec
protocolsare presentthe encryption/authenticatioalgo-
rithms and parametersthe SA lifetime, time of day, spe-
cial SA characteristicsuchastunneling, PFS, etc., the
addresof the remotehost, andthe paclet selectorghat
generatehefiltersthatgovernthe SAstraffic. All thisin-
formationis derived from whatthe remotehostproposed
to us (or whatwe proposedo theremotehost,depending
onwhoinitiatedthe IKE exchange).

Once passedto KeyNote, theseattributes are avail-
ablefor useby policies (and credentialsin determining
whethera particularSA is acceptabler not. Recallthat
theConditionsfield of aKeyNoteassertiortontainsanex-
pressiorthatteststheattributespasseavith thequery The
IPsecKeyNoteattributeswerechoserto allow reasonably
natural, intuitive expressionsemantics.For example,to
checkthatthe IKE exchanges beingperformedwith the
peeratIP addres492.168.1.1apolicy wouldincludethe
test:

renote_i ke_address == "192. 168. 001. 001"

while a policy that allows only the 3DES algorithm
would testthat

esp_enc_al g == "3des"

TheKeyNotesyntaxprovidestheexpecteccomposition
rulesandbooleanoperatorsfor creatingcomplex expres-
sionsthattestmultiple attributes.

The particularcollection of attributeswe choseallows
awiderangeof possiblepolicies. We designedheimple-
mentationto make it easyto add otherattributes,should
that be requiredby the policies of applicationsthat we
failedto anticipate A partiallist of KeyNoteattributesfor
IPsecis containedn Appendix4. For thefull list, consult
the OpenBSDmanualpages.

3.3.Policiesfor PassphraseAuthentication

If passphrasesre used as the IKE authentication
method,KeyNote policy control may be usedto directly
authorizethe holdersof the passphrase?assphraseare
encodedisKeyNote principalsby takingthe ASCII string



correspondingo the passphraserefixed with the string
“passphrase:” Thus, the following policy would allow
arnyone knowing the passphras&oobar” to establishan
SA with the ESP[14] protocol.

Aut hori zer: "POLI CY"
Li censees: "passphrase: foobar"
Condi ti ons:
app-domain == "| Psec Policy"
&& esp_present == "yes" ;

Using the passphrase: tag requires policies to
be kept private. To avoid this, a hashedversion of
the passphrasenay be usedinstead (using for exam-
ple the passphrase-shal- hex: prefix). In the
previous example,this would be passphr ase- shal-
hex: 8843d7f 92416211de9ebb963f f 4ce2812-
5932878).

3.4. Policiesfor X.509-basedAuthentication

More interestingis the interactionbetweenKeyNote
policy and X.509 public-key certificatesfor authentica-
tion. Most IKE implementationgincluding ours) allow
the useof X.509 certificatesfor authentication.Further
more, thereexist a numberof commercialtools that let
administratorsmanagelarge collections of usersusing
X.509. Allowing for interoperabilitywith theseimple-
mentationss agoodtestof our architectureandcanmake
transitionto a KeyNote-basednfrastructureconsiderably
smoother

Implementingthis interoperabilityis straightforward:
KeyNote policies may be usedto delegate directly to
X.509 certificates. The principals specifiedmay be the
certificatesthemseles (in pseudo-MIME format, using
the x509- base64: prefix), the subjectpublic key, or
the SubjectCanonicaName.An exampleis givenin Fig-
ure3.4.

For eachX.509 certificatereceved andverified aspart
of anIKE exchangeanad hoc KeyNotecredentials gen-
erated. This credentialmapsthe Issuer/Subjeckeys of
the X.509 certificate(from the respectie fields) to Au-
thorizer/Licenseeg&eys in KeyNote. Thus, aschainsof
X.509 certificatesare formed during regular operation,
correspondinghainsof KeyNote credentialsaareformed.
Thisallowspoliciesto delegateto a CA andhavethesame
restrictionsapplyto all userscertifiedby thatCA. Specific
usersmay begrantedmoreprivilegesby directauthoriza-
tion in thehosts policy.

3.5. Policiesfor KeyNoteCredentials

KeyNote credentialanay be passediirectly during the
IKE exchangejn the samemannerasX.509 certificates.

This methodoffers the mostflexibility in policy specifi-
cation,asit allows principalsto furtherdelegateauthority
to othersthrougharbitrarily complex graphsof authoriza-
tion. Any signedKeyNote credentialgecevedduringthe
IKE exchangeare passedo the KeyNote interpreterdi-

rectly aspartof thequery

KeyNote credentialsaareespeciallyusefulin theremote
administratiorcasewherethepoliciesof mary IPsecend-
pointsarecontrolledby a centraladministrator Here,the
policy of eachhostwould delegateall authority to the
public key of the centraladministrator The administra-
tor would thenissuecredentialghatcontainthe detailsof
thepolicy underwhichthey wereissued.Thesecredentail
arepresentedspartof eachlIKE exchangeby arny hostre-
guestingaccess.This eliminatesthe needto updatelarge
numbersf machinessthe detailsof organizationapoli-
cieschange.Adding a new hostis accomplishedy hav-
ing the administratorissuea new credentiaffor thathost;
thathostmaythenusethenewly-issuedcredentiato com-
municatewith ary otherhostthatobeys the above policy.
No policy changesare necessaryo thesehosts. Revok-
ing accesgo a hostis implementedthroughshort-lived
credentials.New credentialsare madeavailable periodi-
cally througha WWW or FTP sener; clientscandown-
load themfrom there,without any securityimplications
(sincethe credentialsare signed,their integrity is guar
anteed)If credentiakconfidentialityis anissue thesecre-
dentialscouldbeencryptedwvith the publickey of theuser
beforethey aremadeavailable.

Regardless of the authentication method in use,
i saknpd calls KeyNoteto determinewhethereachpro-
posedSA shouldbeestablishedAfter takinginto consid-
erationpolicies, credentials,and the attributes pertinent
to the SA, KeyNotereturnsa positive or negative answer
In the former case,the protocol exchangeis allowed to
proceedasusual. In the latter, aninformationalmessage
is sentto the remoteIKE daemonand the exchangeis
dropped.Notethat, if anadministratoiwereto manually
establishSPD rules (by directly manipulatingthe SPD),
KeyNote andthe SPDmightdisagreejn thatcaseno SA
would ever be establishedand no pacletswould be sent
outfor thatcommunicatiorflow (sincethe SPDwould re-
quireanSA).

The basicdataflows for KeyNote-controlledPsecin-
put and output processingare given in Figures2 and 3,
respectiely.

Input processingeginswith a pacletarriving at a net-
work interface (#1 in Figure 2). The Security Policy
Databasés consulted#2) andoneof threeactionsis fol-
lowed. If the pacletis an IPsecpaclet, it is sent(#3a)
to the IPsecprocessingcode,which will consultthe SA
Databasg#11) to processthe paclet; the decapsulated
paclet is then fed backto the IP input queue(#12). If



Aut hori zer: "PCOLI CY"
Li censees:

Condi ti ons:

"DN:/CN=Certification Authority Foo/Email =ca@ oo. cont

Figurel. Samplecredentialith X.509DN asLicensee
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Policies&credentials

Figure2. KeyNote-ControlledPseclnput Processing

the SPDsaysthatthe packet shouldjust beacceptedit is
sent(#3b) to the correspondindnigherlayer protocol, or
forwarded asappropriatelf the SPDsaysthatthe paclet
shouldbe dropped no further processings done. Other
wise (#3c),the SecurityAssociationsetupprocesss trig-
gered. The SA Databasds consulted(#4); if an SA is
foundthere,the pacletis droppedbecauset shouldhave
alreadybeensentas an IPsecpaclet (andit wasnot, or
path#3awould have beenfollowed). Next, the Policies
andCredentialglatabasés consulted#5); thisis doneby
calling the KeyNote interpreter supplyingit the relevant
detailsof the paclet (addressegqrotocol,ports,etc.). The
KeyNoteinterpreterin turn, consultsits databasef poli-
cies and credentialsand determinesvhetherthe paclet
shouldbe just accepteddropped,or needslPsecprotec-
tion. If thelatteris the casethe IKE daemonis triggered
(#6). It establishesSAs with its peer(#7), during which
processt will alsoneedto consultthe policy andcreden-
tials databasé#8), andmay alsoupdateit with additional
credentialsacquiredduring the IKE exchange. The SA
and SPD Databasesre then updated(#9, #10) as nec-

essarybasedon the information negotiatedby IKE. The
unprotectegaclet thattriggeredthe SA establishmenis
dropped.

A hosts local policy is given in a text file
(/ et c/ i saknpd. pol i cy)thatcontainsKeyNote pol-
icy assertions.

Output processingstartswhen a paclet arrives (#1 in
Figure2) at the IP outputcodefrom eithera higherlevel
protocolor from the forwardingcode. The SecurityPol-
icy Databases consulted(#2) to determinewhetherthe
pacletshouldbe protectedwith IPsecor not; if no protec-
tion is neededthe pacletis simply sentout (#3a). Oth-
erwise, it is sentto the IPsecprocessingcode (#3b). A
lookup (#4)in the SA databaseleterminesvhetheran SA
for this paclet alreadyexists; if so,theappropriaterans-
formsareappliedandtheresultingpacletis output(#5a).
If an SA did not exist, the SA setupprocesss invoked
(#5b). Thesystenpolicy (ascontainedn the SPD)is con-
sulted(#6), andif policy relevantto this paclketis found,
thelKE exchangdstriggered(#7), otherwisethepacletis
simply dropped.During the IKE exchangg#8), thelocal
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Figure3. KeyNote-ControlledPsecOutputProcessing

policy andcredentialareconsulted#9), andary creden-
tials fetchedfrom the peerduringthe exchangedaresub-
sequentlystored(#10) in the local database.If the IKE

exchangeresultsin SAs being created,theseare stored
backin the SA databasd#11). Finally, the SPDis up-
dated(#12) if necessaryand subsequenpaclketscanbe
processedthe original unprotectegacketis dropped).

It shouldbe obvious from the above that, in our archi-
tecture,the SPD hasbecomea policy cache;the “real”
policy is expressedn termsof KeyNote assertionsand
credentials.Therearetwo waysof populatingthe cache.

The first, describedabove, is to populateit on-demand.

If afilter rule doesnot exist in the SPD,KeyNote is in-
vokedto determinewvhatshouldbe donewith the paclet;
basedon the responsdrom KeyNote, a rule is installed
in the SPD that makes further KeyNote queriesunnec-
essary The secondapproachis to analyzeall policies
at startuptime and populatethe SPD accordingly This
avoidsthe costof a cross-domairtall (from the kernelto
a userlandpolicy daemon)per cachemiss, but requires

re-initializationof the SPDeverytime the policy changes.

3.6. Policy Updates

Changing policy in the simple case is straightfor
ward: the new policies are placedin i saknpd. conf .
Whenexisting IPsecSAs expire andaresubsequentlye-

negotiated,or when new IPsecSAs are establishedthe

new policy will automaticallybetakeninto consideration.
If we wantto new policy to be appliedto existing IPsec
SAs,we cansimply examinethe existing SAsin the con-

text of thenew policy, pretendingve arenow establishing
them. If theupdatedpolicy permitstheold SAs,nofurther

actionis required;otherwise they aredeleted.

3.7.Performance

Theoverheadf KeyNotein the IKE exchangess neg-
ligible comparedto the cost of performing public-key
operations. Assertion evaluation (without ary crypto-
graphicverification)is approximatelyl20 microseconds
on a modernPentiumprocessar Becausevaluatingthe
baseKeyNote policies themseles doesnot require the
verificationof digital signaturesthe KeyNotecompliance
checkis generallyvery fast: with a small numberof pol-
icy assertionsjnitialization and verification overheadis
approximatelyl30 microsecondsThis numberincreases
linearly with the sizeandthe numberof policy assertions
that are actually evaluated,each such assertionadding
approximately20 microseconds.The generationof the
shadev delegationtreeis alsovery low cost. Whenusing
KeyNote credentialsfor both authenticationand policy
specificationthe costof public-key signatureverification
is incurred. This costis identicalto that of the standard



X.509 case(andindeedto that of arny other public-key
authenticatiormechanism). Signaturesn KeyNote cre-
dentialsareverifiedasneededandonly thefirst time they
are used— the verificationresultis cachedand reused.
Credentialexpiration is handledby the generalKeyNote
processingas part of the Conditionsfield; thus policies
andcredentialghat have expired do not contributein au-
thorizingan SA andno specialhandlingis needed.n all
casesthecostof KeyNotepolicy processings severalor-
dersof magnitudelower thanthe costof performingthe
public-key operationghatit is controlling.

KeyNote policy control contributed only a negligible
increasein the codesize of the OpenBSDIPsecimple-
mentation. To add KeyNote supportto isakmpd we had
to addabout1000lines of “glue” codeto i saknpd. Al-
mostall of this codeis relatedto datastructuremanage-
mentandformattingfor communicatingvith theKeyNote
interpreter For comparisonthe rudimentaryconfigura-
tion file-basedsystemthatthe KeyNote-basedchemee-
placestook approximately300 lines of code. The entire
original i saknpd itself was about27000lines of code
(not including the cryptographidibraries). The original
i saknmpd andthe KeyNoteextensiongo it arewrittenin
theC language.

4. Conclusions,Future Work, Availability

We have demonstratea practicaland usefulapproach
to managingtrustin network-layersecurity One of the
mostvaluablefeaturesof trustmanagemerfor IPsecSA
policy managemenis its handlingof policy delegation,
which essentiallyunifiesremoteadministratiorwith cre-
dentialdistribution.

Perhapshe mostimportantcontribution of this work
is our useof atwo level policy specificatiorhierarchyto
control IPsectraffic. At the paclet level, we usea spe-
cialized, very efficient, but lessexpressve filtering lan-
guagethatprovidesthe basiccontrolof traffic throughthe
host. The installationof thesepaclet filters, in turn, is
controlledby amoreexpressve, generaburposeput less
efficient trust-managementanguage. Our performance
measurementgrovide encouragingvidencethatthis ap-
proachis quite viable, providing a very high degree of
control over traffic without the performancampact nor-
mally associateavith highly expressie, generalpurpose
mechanismsilt is possiblethatthis approacthasmeritin
applicationsbeyondcontrolling network-layersecurity

Becausethe KeyNote languageon which this work is
baseds application-independendur schemecanbeused
asthebasisfor amorecomprehensie policy management
architecturaghattiestogethedifferentaspect®f network
securitywith policiesfor IPsecand paclet filtering. For
example,a generalnetwork securitypolicy might specify
the acceptablanechanisméor remoteaccesgo a private

corporatenetwork overthelnternet;suchapolicy may; for
example allow theuseof cleartext passverdsonly if traf-
fic is protectedwith IPSECor sometransport-layesecu-
rity protocol(e.g., SSH[21]). Multi-applicationpolicies
would, of course requireembeddingpolicy controlsinto
eitheranintermediatesecurityenforcemenhode(suchas
afirewall) or into theendapplicationsandhostq13]. This
approachs thesubjectof ongoingresearch.

Finally, if trust-managememliciesandcredentialsare
built into the network securityinfrastructure,it may be
possibleto usethem as an “intermediatelanguage”be-
tweenthelower-level protocolandapplicationpolicy lan-
guagege.g., paclet-filteringrules)andhigherlevel policy
specificatiodanguagesndtools. A translatiortool might
convertahigh-level specificatiorto thetrust-management
systems languagdgandperhapssice-versaaswell). Such
atool could make useof formal methodgto verify or en-
forcethatthegenerategbolicy hascertainpropertiesThis
approachs currentlyunderinvestigationin the STRONG-
MAN DARPA projectat the University of Pennsylania
andAT&T Labs.

The KeyNote trust-managemergystemis availablein
anopensourcetoolkit; seethe KeyNoteweb pageat

http://ww. crypto.conftrustngt/
for details. The KeyNote IPsectrust-managemerarchi-
tectureis distributedwith OpenBSD2.6 (andlater),which
is availablefrom
http://ww. openbsd. or g/

Becausehe policy managemenrfunctionalityis imple-
mentedentirelyin theuserlevel i saknpd, thesystemis
readily portableto otherIPsecplatforms(especiallythose
basedn BSD implementations).
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Appendix 1: KeyNote Action Attrib utes for
IPsec

All the datain the fields of IKE pacletsare passedo
KeyNote as action attributes; theseattributesare avail-
able to the Conditions sectionsof the KeyNote asser
tions. Therearea numberof attributesdefined(the com-
pletelist appearsn thei saknpd. pol i cy manpagein

Aut hori zer: "POLI CY"

Li censees: "passphrase: pedonel | onami no"
Condi tions: app_domain == "|Psec policy"
doi == "ipsec"

pfs == "yes"

esp_present == "yes"

esp_enc_alg !'= "null"
remote_filter ==

"135. 207. 000. 000- 135. 207. 255. 255"
local _filter ==

"198. 001. 004. 0- 198. 001. 004. 255"
renote_i ke_address ==

"198. 001. 004. 001" ;

B B REREE

Figure 4. Policy for Firewall of 135.207.0.0/16
Network.

OpenBSD2.6 and later). The mostimportantattributes
include:

app_domain is alwayssetto| Psec policy.

pfs is setto yes if a Diffie-Hellmanexchangewill be
performedduring Quick Mode, otherwiseit is setto
no.

ah_present,esppresent,comp_present are setto yes
if anAH, ESR or compressioproposalwvasreceved
in IKE (or otherkey managemenprotocol), andto
no otherwise.Notethatmorethanoneof thesemay
be setto yes,sinceit is possiblefor anIKE proposal
to specify“SA bundles” (combinationsof ESPand
AH thatmustbeappliedtogether).

espencalg is set to one of des, des-iv64,
3des, rc4, idea andsoon dependingon the
proposedncryptionalgorithmto beusedin ESP

local_ike_addressremoteike_addressare set to the
IPv4 or IPv6 addresgexpressedisa dotted-decimal
notationwith three-digit, zero-prefixed octets(e.g.,
010.010.003.045)of the local interfaceusedin the
IKE exchange,and the addressof the remotelKE
daemonrespectiely.

remotefilter, local_filter aresetto the IPv4 or IPv6 ad-
dresseproposedastheremoteandlocal Userlden-
titiesin Quick Mode. Hostaddressesubnetsor ad-
dressrangesmay be expressedandthuscontrolled

by policy).
Appendix 2: Configuration Examples
Example 1: Settingup a VPN

In this example, two sitesare connectedover an en-
crypted tunnel. The authenticationis done by a sim-
ple passphraseThe policy in Figure4 is presentat one



of the firewalls. It specifiesthat paclets betweenthe
135.207.0.0/16angeof addressesnd the 198.1.4.0/24
rangeof addressebave to be protectechy ESPusingen-
cryption. Theremotegatavay, with which IKE will nego-
tiate,is 198.1.4.1.

Example 2: RemoteAccess

Authority to allow remoteaccesghroughthe site fire-
wall is controlledby sereralsecurityofficers,eachoneof
whomis identifiedby a public key. A policy entry such
astheoneshown in Figure4 existsfor eachindividual se-
curity officer, andis storedin thei saknpd configuration
file of the firewall. Note the lastline in the Conditions
field, which restrictsremoteusersto negotiateonly host-
to-firewall SAs, without placingary restrictionsto their
actualaddres®therwise.

Eachportablemachinehatis to beallowedin musthold
acredentiakimilar to thatshavn in Figure4; the creden-
tial is signedby a securityadministrator Whenweaken-
cryptionis used,the usercanonly readand sende-mail;
whenstrongencryptionis usedall kinds of traffic areal-
lowed. During the IKE exchange.the usersi saknpd
providesthis credentiako the firewall, which passest on
to KeyNote. Thepolicy andthecredentialtakentogether
expressheoverallaccespolicy for theholderof key JIK.
A similar policy (andacorrespondingredential)s issued
totheuser(andfirewall), to authorizehereversedirection
(thefirewall needgo proveto theuserthatit is authorized
by the administratotto handletraffic to the 139.91.0.0/16
network).



Aut hori zer:
Li censees:

POLI CY
RAS_ADM N_Key

Conment: del egate authority to a Renote Access adm ni strator.
Local - Const ant s:

RAS ADM N_Key A = "rsa- base64: MDgCMQDM EBn89VCSR3aj x r ObNRC\
Audl z5724f UaWuyi 4r 10Sq8PaSC2v9QGS+phGEahJ 8 CAWEAAQ=="

Condi ti ons: app_domain == "I Psec policy"
&& doi == "ipsec"
&& pfs == "yes"
&& ah_present == "no"
&& esp_present == "yes"
&& esp_enc_al g == "3des" && esp_auth_alg == "hnac-sha"
&& esp_encapsul ati on == "tunnel "
&& local filter == "139.091. 000. 000-139. 91. 255. 255"
&& renote i ke address == renote filter
Figure5. Mobile hostlocal policy.
Aut hori zer: RAS ADM N _KEY_A
Li censees: JIK

Local - Const ant s:
RAS ADM N_KEY_A = "rsa- base64: MDgCMQDM EBn89VCSR3aj xr ObNRC\

Audl z5724f UaWuyi 4r 10Sq8PaSC2v9QGS+p hGEahJ 8 CAWEAAQ=="

JI K = "x509- base64: M | CGDCCAYGgAW BAgl BADANBgkghki GOwWOBAQQ

Condi ti ons:

FADBSMX wCQYDVQRGEWI HQ EOVAWGALUEChMFQMVu@ 8X ETAPBg\
NVBAMTCEJI bk NvI ENBVSAWHg YJKoZI hve NAQK BFhFi ZWBAYWknc\
m1cC5j by51laz AeFWO5OTEWMIEy Mz A2M JaFw05O0TEx MT Ay Mz A2\
M JaMFl x Cz AJBgNVBAYTAK d CMUAWDAYDVQRK EWVCZ\Ws Dbz ERVAS\
GALUEAXM QMVu@8gQOEX| DAeBgkghki GOw0 BCQEVEW I bk Bhb G\
dyb3vwLm\vLnVr M Gf MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBg\
Q@aCs+JAB6 YRKAVKOiI 1NKOpE1V3syApj Bj 0Ahj q5HgYAACo1JhM
+BPWMUISWCNNBT51HX6 G Uz f Y3nTOUz/ vou6MI/ wor 8Ede TX4nucx\
NSz/r 6XI 262aXezAp+GdBvi uJZx3Q670N | Wyr B4QX vi hl 4bMh5\
E55nF6TKt UMITdATvs/ wi DAQABMAOGCSqGSI b3DQEBBAUAAA GBA\
MaQOSkai R8i dOh6Z00VSB4HpBNj pWjz 1j NG3 NARPNOVBmuRA2b9\
85GN\P1bk C3f K1ZPpFTBOA76! Ln11Cf hAf / gV1i z3ELI UHo5J8nx\
Pu6Xf s GInBHs XJOuvOog8Aean40Do4KI nuAsnbLzpd 0d+Jga5u\
TZUxsyg4QOBWYEU92H'
app_domain == "I Psec policy" && doi == "ipsec"

&& pfs == "yes"

&& esp_present == "yes" && ah_present == "no"

&% ( ( esp_enc_alg == "des" && esp_auth_alg == "hmac- nmd5"
&& renote_filter_proto == "tcp"

&& local _filter_proto == "tcp"

& ( renote filter_port == "25"

Si gnat ur e:

|| remote filter _port == "110" ) )
|| ( esp_enc_alg == "3des" && esp_aut_alg == "hmac-sha" ) ) ;
"si g-rsa-shal- base64: KhKUeJ6mlzF7kehwHb 7Wx AQBEKPNKbUgNhf /i +f \
ynmBgj bzMy130mHLi ti j bFLQI"

Figure6. Mobile hostcredential.
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Abstract

This meno describes version 2 of the KeyNote trust-nmanagenent system
It specifies the syntax and semantics of KeyNote ‘assertions’
describes ‘action attribute’ processing, and outlines the application
architecture into which a KeyNote inplenentation can be fit. The
KeyNot e architecture and | anguage are useful as building bl ocks for
the trust managenent aspects of a variety of Internet protocols and
services

1. I nt roducti on

Trust nanagenent, introduced in the PolicyMaker system[BFL96], is a
uni fi ed approach to specifying and interpreting security policies,
credentials, and relationships; it allows direct authorization of
security-critical actions. A trust-managenent system provides
standard, general - purpose nechani sns for specifying application
security policies and credentials. Trust-managenent credentials
describe a specific delegation of trust and subsunme the rol e of
public key certificates; unlike traditional certificates, which bind
keys to nanes, credentials can bind keys directly to the

aut hori zation to perform specific tasks.
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A trust-nmanagenent system has five basic conponents:

* A language for describing “actions’, which are operations with
security consequences that are to be controlled by the system

* A nechanismfor identifying ‘principals’, which are entities that
can be authorized to performactions.

* A language for specifying application ‘policies’, which govern the
actions that principals are authorized to perform

* A language for specifying ‘credentials’, which allow principals to
del egate authorization to other principals.

* A ‘conpliance checker’, which provides a service to applications
for deternining how an action requested by principals should be
handl ed, given a policy and a set of credentials.

The trust-nanagenent approach has a nunber of advantages over other
nmechani sns for specifying and controlling authorization, especially
when security policy is distributed over a network or is otherw se
decentralized

Trust nmanagenent unifies the notions of security policy, credentials,
access control, and authorization. An application that uses a
trust - managenent system can sinply ask the conpliance checker whether
a requested action should be allowed. Furthernore, policies and
credentials are witten in standard | anguages that are shared by al
trust-nmanaged applications; the security configuration mechani smfor
one application carries exactly the sane syntactic and semantic
structure as that of another, even when the senantics of the
applications thenselves are quite different.

Trust - managenent policies are easy to distribute across networks,

hel ping to avoid the need for application-specific distributed policy
configuration nechani sns, access control lists, and certificate
parsers and interpreters.

For a general discussion of the use of trust managenent in
distributed system security, see [Bla99].

KeyNote is a sinple and flexible trust-managenent system designed to
work well for a variety of large- and snall-scal e |Internet-based
applications. It provides a single, unified |anguage for both | oca
policies and credentials. KeyNote policies and credentials, called
‘assertions’, contain predicates that describe the trusted actions
permtted by the holders of specific public keys. KeyNote assertions
are essentially small, highly-structured prograns. A signed
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assertion, which can be sent over an untrusted network, is also
called a ‘credential assertion’. Credential assertions, which also
serve the role of certificates, have the sane syntax as policy
assertions but are also signed by the principal delegating the trust.

I n KeyNot e:
* Actions are specified as a collection of nane-val ue pairs.

* Principal names can be any convenient string and can directly
represent cryptographic public keys.

* The sane | anguage is used for both policies and credential s.

* The policy and credential |anguage is concise, highly expressive,
human readabl e and witable, and conpatible with a variety of
storage and transmi ssion nmedia, including electronic mail.

* The conpliance checker returns an application-configured ‘policy
conpliance value’ that describes how a request should be handl ed
by the application. Policy conpliance values are al ways
positively derived frompolicy and credentials, facilitating
anal ysi s of KeyNote-based systens.

* Conpliance checking is efficient enough for high-performnce and
real -tine applications.

Thi s docunent describes the KeyNote policy and credential assertion
| anguage, the structure of KeyNote action descriptions, and the
KeyNot e npdel of conputation

We assune that applications communicate with a locally trusted
KeyNot e conpl i ance checker via a ‘function call’ style interface,
sending a collection of KeyNote policy and credential assertions plus
an action description as input and accepting the resulting policy
conpliance val ue as output. However, the requirenments of different
applications, hosts, and environnments nmay give rise to a variety of
different interfaces to KeyNote conpliance checkers; this docunent
does not aimto specify a conplete conpliance checker API.

2. KeyNote Concepts

In KeyNote, the authority to performtrusted actions is associ ated
with one or nore ‘principals’. A principal may be a physical entity,
a process in an operating system a public key, or any other
conveni ent abstraction. KeyNote principals are identified by a
string called a ‘Principal lIdentifier’. 1In some cases, a Principa
Identifier will contain a cryptographic key interpreted by the
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KeyNote system (e.g., for credential signature verification). In
ot her cases, Principal ldentifiers may have a structure that is
opaque to KeyNote.

Principals performtwo functions of concern to KeyNote: They request
“actions’ and they issue ‘assertions’. Actions are any trusted
operations that an application places under KeyNote control
Assertions del egate the authorization to perform actions to other
pri nci pal s.

Actions are described to the KeyNote conpliance checker in terns of a

collection of name-value pairs called an ‘action attribute set’. The
action attribute set is created by the invoking application. Its
structure and format are described in detail in Section 3 of this
docunent .

KeyNot e provides advice to applications about the interpretation of
policy with regard to specific requested actions. Applications

i nvoke the KeyNote conpliance checker by issuing a ‘query’ containing
a proposed action attribute set and identifying the principal(s)
requesting it. The KeyNote system determ nes and returns an
appropriate ‘policy conpliance value’ from an ordered set of possible
responses.

The policy conpliance value returned froma KeyNote query advises the
application how to process the requested action. |n the sinplest
case, the conpliance value is Boolean (e.g., "reject” or "approve").
Assertions can also be witten to select froma range of possible
conpl i ance val ues, when appropriate for the application (e.g., "no
access", "restricted access", "full access"). Applications can
configure the relative ordering (from*‘weakest’ to ‘strongest’) of
conpliance val ues at query tine.

Assertions are the basic progranm ng unit for specifying policy and
del egating authority. Assertions describe the conditions under which
a principal authorizes actions requested by other principals. An
assertion identifies the principal that nmade it, which other

princi pals are being authorized, and the conditions under which the
aut hori zation applies. The syntax of assertions is given in Section
4.

A special principal, whose identifier is "POLICY", provides the root

of trust in KeyNote. "POLICY" is therefore considered to be
aut horized to perform any action
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Assertions issued by the "POLICY" principal are called ‘policy
assertions’ and are used to delegate authority to ot herw se untrusted
principals. The KeyNote security policy of an application consists
of a collection of policy assertions.

Wien a principal is identified by a public key, it can digitally sign
assertions and distribute themover untrusted networks for use by

ot her KeyNote conpliance checkers. These signed assertions are al so
called ‘credentials’, and serve a role sinmlar to that of traditiona
public key certificates. Policies and credentials share the sane
syntax and are evaluated according to the same semantics. A
principal can therefore convert its policy assertions into
credentials sinply by digitally signing them

KeyNote is designed to encourage the creation of hunman-readabl e
policies and credentials that are anmenable to transm ssion and
storage over a variety of nedia. |Its assertion syntax is inspired by
the format of RFC822-styl e nessage headers [Cro82]. A KeyNote
assertion contains a sequence of sections, called ‘fields’, each of
whi ch specifies one aspect of the assertion’s semantics. Fields
start with an identifier at the beginning of a Iine and continue
until the next field is encountered. For exanple:

KeyNot e- Ver si on: 2
Comment: A sinple, if contrived, email certificate for user mab
Local - Constants: ATT_CA key = "RSA: acdf aldf 1011bbac"
meb_key = " DSA: deadbeef caf e001a"

Aut hori zer: ATT_CA key
Li censees: mab_key
Conditions: ((app_domain == "emmnil") # valid for email only

&& (address == "mab@ esearch. att.conl));
Si gnat ure: "RSA-SHAL: f 00f 2244"

The neani ngs of the various sections are described in Sections 4 and
5 of this docunent.

KeyNot e semantics resolve the rel ationship between an application’s
policy and actions requested by other principals, as supported by
credentials. The KeyNote conpliance checker processes the assertions
agai nst the action attribute set to determne the policy conpliance
val ue of a requested action. These semantics are defined in Section
5.

An inmportant principle in KeyNote's design is ‘assertion
nmonotonicity’; the policy conpliance value of an action is always
positively derived fromassertions nade by trusted principals.
Renovi ng an assertion never results in increasing the conpliance
val ue returned by KeyNote for a given query. The nonotonicity
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property can sinplify the design and anal ysis of conpl ex network-
based security protocols; network failures that prevent the

transm ssion of credentials can never result in spurious

aut hori zati on of dangerous actions. A detailed discussion of
nmonotonicity and safety in trust managenent can be found in [ BFL96]
and [ BFS98].

3. Action Attributes

Trusted actions to be evaluated by KeyNote are described by a
collection of name-value pairs called the ‘action attribute set’.
Action attributes are the mechani sm by whi ch applications comunicate
requests to KeyNote and are the primary objects on which KeyNote
assertions operate. An action attribute set is passed to the KeyNote
conpliance checker with each query.

Each action attribute consists of a name and a value. The senmantics
of the nanmes and values are not interpreted by KeyNote itself; they
vary fromapplication to application and nust be agreed upon by the
witers of applications and the witers of the policies and
credentials that will be used by them

Action attribute nanmes and val ues are represented by arbitrary-1length
strings. KeyNote guarantees support of attribute nanmes and val ues up
to 2048 characters long. The handling of |onger attribute nanes or
val ues is not specified and is KeyNote-inpl ement ati on-dependent.
Applications and assertions should therefore avoi d dependi ng on the
the use of attributes with nanes or val ues | onger than 2048
characters. The length of an attribute value is represented by an

i mpl enent ati on-specific nmechanism (e.g., NUL-term nated strings, an
explicit length field, etc.).

Attribute values are inherently untyped and are represented as
character strings by default. Attribute values may contain any non-
NUL ASCI| character. Nuneric attribute values should first be
converted to an ASCI| text representation by the invoking
application, e.g., the value 1234.5 woul d be represented by the
string "1234.5".

Attribute nanmes are of the form
<AttributelD>:: {Any string starting with a-z, A-Z, or the
underscore character, followed by any nunber of
a-z, A-Z, 0-9, or underscore characters} ;
That is, an <Attributel D> begins with an al phabetic or underscore

character and can be followed by any nunber of al phanunerics and
underscores. Attribute nanes are case-sensitive.
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The exact nechani smfor passing the action attribute set to the
conpliance checker is deternined by the KeyNote inplenmentation
Dependi ng on specific requirenents, an inplenentation nay provide a
mechani smfor including the entire attribute set as an explicit
paraneter of the query, or it may provide sone form of callback
mechani sm i nvoked as each attribute is dereferenced, e.g., for access
to kernel variables.

If an action attribute is not defined its value is considered to be
the enpty string.

Attribute names beginning with the "_" character are reserved for use
by the KeyNote runtinme environnent and cannot be passed from
applications as part of queries. The follow ng special attribute
names are used

Nanme Pur pose
_M N_TRUST Lowest-order (mnimm conpliance
val ue in query; see Section 5.1.

_MAX_TRUST Hi ghest -order (maxi mun) conpliance
val ue in query; see Section 5.1.

_VALUES Li nearly ordered set of conpliance
val ues in query; see Section 5.1.
Coma separ at ed.

_ACTI ON_AUTHORI ZERS Nanes of principals directly
aut hori zing action in query.
Comma separ at ed.

In addition, attributes with nanes of the form" _<N>", where <N> is
an ASCl | -encoded integer, are used by the regul ar expression matching
mechani sm descri bed in Section 5.

The assignnent and semantics of any other attribute nanes begi nning
with " " is unspecified and inpl enentati on-dependent.

The nanes of other attributes in the action attribute set are not
specified by KeyNote but nust be agreed upon by the witers of any
policies and credentials that are to inter-operate in a specific
KeyNot e query eval uation
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By convention, the nane of the application domain over which action
attributes should be interpreted is given in the attribute naned
"app_donmai n". The I ANA (or sone other suitable authority) wll
provide a registry of reserved app_domain nanmes. The registry wll
list the nanes and neani ngs of each application’s attributes.

The app_donai n convention helps to ensure that credentials are
interpreted as they were intended. An attribute with any given nane
may be used in nmany different application domai ns but m ght have
different neanings in each of them However, the use of a globa
registry is not always required for small-scale, closed applications;
the only requirement is that the policies and credentials made

avail able to the KeyNote conpliance checker interpret attributes
according to the sanme senantics assuned by the application that
created them

For exanple, an enmil application mght reserve the app_donain
"RFC822- EMAI L" and might use the attributes naned "address" (the
enai | address of a nessage’s sender), "nane" (the human nane of the
nmessage sender), and any "organi zation" headers present (the

organi zati on nane). The values of these attributes woul d be derived
in the obvious way fromthe emanil nessage headers. The public key of
the nessage’ s signer would be given in the "_ACTI ON_AUTHORI ZERS"
attribute.

Note that "RFC822-EMAIL" is a hypothetical exanple; such a name nay
or may not appear in the actual registry with these or different
attributes. (Indeed, we recognize that the reality of email security
is considerably nore conplex than this exanple m ght suggest.)

4. KeyNote Assertion Syntax

In the followi ng sections, the notation [X]* nmeans zero or nore
repetitions of character string X. The notation [X]+ nmeans one or
nore repetitions of X. The notation <X>* neans zero or nore
repetitions of non-termnal <X>. The notation <X>+ neans one or nore
repetitions of X, whereas <X>? nmeans zero or one repetitions of X
Nonterm nal grammar synbols are encl osed in angle brackets. Quoted
strings in grammar productions represent term nals.

4.1 Basic Structure
<Assertion>:: <VersionFiel d>? <Aut hFi el d> <Li censeesFi el d>?
<Local Const ant sFi el d>? <Condi ti onsFi el d>?
<Comment Fi el d>? <Si gnat ur eFi el d>?

Al'l KeyNote assertions are encoded in ASCII
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KeyNot e assertions are divided into sections, called ‘fields’, that
serve various senantic functions. Each field starts with an
identifying |label at the beginning of a line, followed by the ":"
character and the field s contents. There can be at npst one field
per line.

A field may be continued over nore than one line by indenting
subsequent lines with at |east one ASCII SPACE or TAB character
Wi t espace (a SPACE, TAB, or NEWLI NE character) separates tokens but
is otherwi se ignored outside of quoted strings. Conments with a

| eadi ng octothorp character (see Section 4.2) may begin in any

col umm.

One mandatory field is required in all assertions:
Aut hori zer
Six optional fields nay al so appear

Comment
Condi ti ons
KeyNot e- Ver si on
Li censees
Local - Const ant s
Si gnature

Al field nanes are case-insensitive. The "KeyNote-Version" field,

if present, appears first. The "Signature"” field, if present,
appears last. Oherwise, fields may appear in any order. Each field
may appear at nost once in any assertion

Blank Iines are not pernmitted in assertions. Miltiple assertions
stored in a file (e.g., in application policy configurations),
therefore, can be separated from one another unanbi guously by the use
of blank |ines between them

4.2 Comments
<Conment >:: "#" {ASCI| characters} ;
The octothorp character ("#", ASCI| 35 decinmal) can be used to
i ntroduce coments. Qutside of quoted strings (see Section 4.3), al
characters fromthe "#" character through the end of the current line

are ignored. However, comented text is included in the conmputation
of assertion signatures (see Section 4.6.7).
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4.3 Strings

A ‘string’ is a lexical object containing a sequence of characters.
Strings may contain any non-NUL characters, including newines and
nonprintabl e characters. Strings nay be given as literals, conputed
from conpl ex expressions, or dereferenced fromattribute nanes.

4.3.1 String Literals
<StringLiteral>:: "\"" {see description below "\"" ;

A string literal directly represents the value of a string. String
literals nust be quoted by preceding and following themw th the
doubl e- quot e character (ASCI1 34 decinmal).

A printable character may be ‘escaped’ inside a quoted string litera
by preceding it with the backslash character (ASCI1 92 deci mal)
(e.g., "like \"this\"."). This permts the inclusion of the doubl e-
quot e and backsl ash characters inside string literals.

A simlar escape nmechanismis also used to represent non-printable
characters. "\n" represents the newine character (ASCI| character
10 decinmal), "\r" represents the carriage-return character (ASCl
character 13 decimal), "\t" represents the tab character (ASCI
character 9 decimal), and "\f" represents the formfeed character
(ASCII character 12 decinmal). A backslash character followed by a
new i ne suppresses all subsequent whitespace (including the newine)
up to the next non-whitespace character (this allows the continuation
of long string constants across lines). Un-escaped new ine and
return characters are illegal inside string literals.

The constructs "\ 00", "\000", and "\ooo0" (where o represents any
octal digit) may be used to represent any non-NUL ASCI| characters
with their corresponding octal values (thus, "\012" is the sane as
"\n", "\101" is "A", and "\377" is the ASCI| character 255 decimal).
However, the NUL character cannot be encoded in this manner; "\0",
"\ 00", and "\ 000" are converted to the strings "0", "00", and "000"
respectively. Simlarly, all other escaped characters have the

| eadi ng backsl ash renoved (e.g., "\a" beconmes "a", and "\\" becones
"\"). The following four strings are equival ent:

"this string contains a newine\n foll owed by one space.”

"this string contains a newine\n \
foll owed by one space."
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"this str\
ing contains a\
new i ne\n foll owed by one space.”

"this string contains a new ine\012\040fol | owed by one space.™
4.3.2 String Expressions

In general, anywhere a quoted string literal is allowed, a ‘string
expression’ can be used. A string expression constructs a string
fromstring constants, dereferenced attributes (described in Section
4.4), and a string concatenation operator. String expressions may be
par ent hesi zed.

<StrEx>:: <StrEx> "." <StrEx> /* String concatenation */
| <StringLiteral > /* Quoted string */
| "(" <StrEx> ")"
| <DerefAttribute> /* See Section 4.4 */
| "$" <StrEx> ; /* See Section 4.4 */

The "$" operator has higher precedence than the oper at or

4.4 Dereferenced Attributes

Action attributes provide the primary mechani smfor applications to
pass information to assertions. Attribute nanmes are strings froma
limted character set (<AttributelD> as defined in Section 3), and
attribute values are represented internally as strings. An attribute
is dereferenced sinply by using its nane. In general, KeyNote all ows
the use of an attribute anywhere a string literal is permitted.

Attributes are dereferenced as strings by default. Wen required,
dereferenced attri butes can be converted to integers or floating
poi nt nunbers with the type conversion operators "@ and "&'. Thus
an attribute named "foo" having the value "1.2" may be interpreted as
the string "1.2" (foo), the integer value 1 (@o0), or the floating
poi nt value 1.2 (& 00).

Attributes converted to integer and floating point nunbers are
represented according to the ANSI C ‘long’ and ‘float’ types,
respectively. In particular, integers range from-2147483648 to
2147483647, whilst floats range from 1. 17549435E- 38F to
3.40282347E+38F

Any uninitialized attribute has the enpty-string val ue when

dereferenced as a string and the value zero when dereferenced as an
i nteger or float.
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Attribute names may be given literally or calculated fromstring
expressions and may be recursively dereferenced. In the sinplest
case, an attribute is dereferenced sinply by using its nanme outside
of quotes; e.g., the string value of the attribute nanmed "foo" is by
reference to ‘foo’ (outside of quotes). The "$<StrEx>" construct
dereferences the attribute named in the string expression <StrEx>.
For exanple, if the attribute naned "foo" contains the string "bar"
the attribute nanmed "bar" contains the string "xyz", and the
attribute "xyz" contains the string "qua", the followi ng string
conparisons are all true

foo == "bar"
$("foo") == "bar"
$f oo == "xyz"
$(foo) == "xyz"
$$f o0 == "qua"

If <StrEx> evaluates to an invalid or uninitialized attribute nane,
its value is considered to be the enpty string (or zero if used as a
numeric) .

The <Deref Attribute> token is defined as:
<Deref Attribute>:: <AttributelD> ;
4.5 Principal ldentifiers
Principals are represented as ASCII strings called *Principal
Identifiers’. Principal Identifiers may be arbitrary | abels whose
structure is not interpreted by the KeyNote system or they may encode
cryptographi c keys that are used by KeyNote for credential signature

verification.

<Principalldentifier>:: <Opaquel D>
| <Keyl D> ;

4.5.1 Opaque Principal ldentifiers
Principal Identifiers that are used by KeyNote only as |abels are
said to be ‘opaque’. Opaque identifiers are encoded in assertions as
strings (see Section 4.3):

<QOpaquel D>:: <StrEx> ;

Opaque identifier strings should not contain the character
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4.5.2 Cryptographic Principal ldentifiers

Principal ldentifiers that are used by KeyNote as keys, e.g., to
verify credential signatures, are said to be ‘cryptographic’
Cryptographic identifiers are also lexically encoded as strings:

<Keyl D>:: <StrEx> ;

Unli ke Opaque ldentifiers, however, Cryptographic ldentifier strings
have a special form To be interpreted by KeyNote (for signature
verification), an identifier string should be of the form

<IDString>: <ALGCORI THW>":"<ENCODEDBI TS>

"ALGORI THM' is an ASCI| substring that describes the algorithns to be
used in interpreting the key's bits. The ALGORITHM identifies the
maj or cryptographic algorithm (e.g., RSA [ RSA78], DSA [DSA94], etc.),
structured format (e.g., PKCS1 [PKCS1l]), and key bit encoding (e.g.

HEX or BASE64). By convention, the ALGORI THM substring starts with
an al phabetic character and can contain letters, digits, underscores,
or dashes (i.e., it should match the regul ar expression "[a-zA-Z]][a-
ZA-Z0-9_-]*"). The I ANA (or sone other appropriate authority) wll

provide a registry of reserved algorithmidentifiers

"ENCODEDBI TS" is a substring of characters representing the key's
bits, the encoding and format of which depends on the ALGORI THM By
conventi on, hexadeci nal encoded keys use | ower-case ASCI| characters.

Cryptographic Principal Identifiers are converted to a normalized
canoni cal formfor the purposes of any internal conparisons between
them see Section 5. 2.

Note that the keys used in exanples throughout this docunment are
fictitious and generally nuch shorter than would be required for
security in practice.

4.6 KeyNote Fields
4.6.1 The KeyNote-Version Field

The KeyNote-Version field identifies the version of the KeyNote
assertion | anguage under which the assertion was witten. The
KeyNot e- Version field is of the form
<Versi onFi el d>:: "KeyNot e- Version:"
<VersionString>: <StringLiteral >
| <IntegerLiteral >

<Versi onStri ng>
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where <VersionString> is an ASCl|-encoded string. Assertions in
production versions of KeyNote use decinal digits in the version
representing the version nunber of the KeyNote | anguage under which
they are to be interpreted. Assertions witten to conformwith this
docunent should be identified with the version string "2" (or the
integer 2). The KeyNote-Version field, if included, should appear
first.

4.6.2 The Local-Constants Field

This field adds or overrides action attributes in the current
assertion only. This nechanismallows the use of short nanes for
(frequently lengthy) cryptographic principal identifiers, especially
to make the Licensees field nore readable. The Local -Constants field
is of the form

<Local ConstantsFi el d>:: "Local - Constants:" <Assignnment s>
<Assignnments>:: /* can be enpty */
| <AttributelD> "=" <StringLiteral > <Assignnments>

<AttributelD> is an attribute name fromthe action attribute
namespace as defined in Section 3. The nanme is available for use as
an attribute in any subsequent field. |If the Local-Constants field
defines nore than one identifier, it can occupy nore than one |ine
and be indented. <StringLiteral>is a string literal as described in
Section 4.3. Attributes defined in the Local -Constants field
override any attributes with the sane nanme passed in with the action
attribute set.

An attribute may be initialized at nost once in the Local -Constants
field. |If an attribute is initialized nore than once in an
assertion, the entire assertion is considered invalid and is not
consi dered by the KeyNote conpliance checker in evaluating queries.

4.6.3 The Authorizer Field

The Aut horizer identifies the Principal issuing the assertion. This
field is of the form

<Aut hFiel d>:: "Authorizer:" <AuthlD> ;
<Aut hl D>:: <Principalldentifier>
| <DerefAttribute>

The Principal ldentifier nmay be given directly or by reference to the
attribute nanespace (as defined in Section 4.4).
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4.6.4 The Licensees Field

The Licensees field identifies the principals authorized by the
assertion. Mre than one principal can be authorized, and

aut hori zation can be distributed across several principals through
the use of ‘and’ and threshold constructs. This field is of the form

<Li censeesFi el d>;: "Licensees:" <Li censeesExpr>
<Li censeesExpr>:: /* can be enpty */
| <PrincExpr> ;

<PrinckExpr>:.: "(" <PrincExpr> ")"
| <PrincExpr> "&&" <PrincExpr>
| <PrincExpr> "||" <PrincExpr>
| <K>"-of (" <PrincList> ")" /* Threshol d */
| <Principalldentifier>
| <DerefAttribute>

<PrincList>:: <Principalldentifier>
| <DerefAttribute>
| <PrincList>"," <PrinclList>
<K>:: {Decimal nunber starting with a digit from1l to 9} ;
The "&&" operator has higher precedence than the "||" operator. <K>
is an ASCI|-encoded positive decimal integer. |If a <PrincList>
contains fewer than <K> principals, the entire assertion is onmtted
from processing
4.6.5 The Conditions Field

This field gives the ‘conditions’ under which the Authorizer trusts

the Licensees to performan action. ‘Conditions’ are predicates that
operate on the action attribute set. The Conditions field is of the
form

<Condi tionsField>:: "Conditions:" <ConditionsProgranp ;

<ConditionsProgrank:: /* Can be enpty */
| <Clause> ";" <ConditionsPrograne ;

<Cl ause>:: <Test> "->" "{" <ConditionsProgranm "}"
| <Test> "->" <Val ue>
| <Test> ;

<Val ue>:: <StrEx> ;
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<Test>:: <Rel Expr> ;
<Rel Expr>:: "(" <Rel Expr>
<Rel Expr> " &&"
<Rel Expr> "||"
"' <Rel Expr>

<I nt Rel Expr>::

<Fl oat Rel Expr >::

<StringRel

<| nt Ex>: :
|
|
|
|
|
|
|
|
|

<Fl oat Ex>:

Bl aze, et al.

|

|

| <IntRel Expr>

| <Fl oat Rel Expr >
| <StringRel Expr
| "true"

| "fal se" ;

<I nt Ex>
| <IntEx>
| <IntEx>
| <IntEx>
|
|

.
" en
"
.
"Wem

<| nt Ex>
<| nt Ex>

<Fl oat Ex>
| <Fl oat Ex>
| <Fl oat Ex>
| <Fl oat Ex>

<StrEx>
| <StrEx>
| <StrEx>
| <StrEx>
| <StrEx>
|

|

Expr>::

<StrEx>
<StrEx>

"

<I nt Ex>
<l ntEx> "-
<l ntEx> "*"
<IntEx> "/"
<IntEx> "%
<| nt Ex> "A"
"-" <l nt Ex>
"(" <IntEx>")"
<IntegerlLiteral >
"@ <StrEx> ;

<| nt
<| nt
<| nt
<| nt
<| nt
<| nt

<Fl oat Ex>
<Fl oat Ex> " -
<Fl| oat Ex>
<Fl oat Ex>
<Fl oat Ex>

Sept ember 1999

Par ent heses */

<Rel Expr> /* Logi cal AND */

<Rel Expr> /* Logical OR */
/* Logical NOT */

"y [ *

>

/* case insensitive */
/* case insensitive */

<| nt Ex>
<| nt Ex>
<| nt Ex>
<| nt Ex>
<| nt Ex>
<l nt Ex> ;

" en
"

-
A

<Fl| oat Ex>

<Fl| oat Ex>
<Fl| oat Ex>
<Fl oat Ex> ;

<StrEx>
<StrEx>
<StrEx>
<Str Ex>
<StrEx>
<StrEx>
<RegExpr> ;

/[* String equality */
/* String inequality */
/* Al phanum conparisons */

" n
W

-
-

/* Reg. expr. matching */
Ex>
Ex>
Ex>
Ex>
Ex>

Ex>

/* Integer */

/* Exponentiation */

<Fl oat Ex>
<Fl oat Ex>
<Fl oat Ex>
<Fl oat Ex>
<Fl oat EX> /* Exponenti ation */

/* Floating point */
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| "-" <Fl oat Ex>

| II(II <FI Oat EX> II)II
| <FloatLiteral >

| "&" <StrEx>

<IntegerLiteral >:: {Decimal nunber of at |east one digit} ;
<FloatLiteral >:: <IntegerLiteral >"."<IntegerlLiteral >

<StringLiteral > is a quoted string as defined in Section 4.3
<AttributelD> is defined in Section 3.

The operation precedence classes are (from highest to | owest):
{ G )3}
{unary -, @ & $}
{"}
{*» 1. %
{+1 o }

Operators in the sanme precedence class are evaluated left-to-right.

Note the inability to test for floating point equality, as nost
floating point inplenmentations (hardware or otherw se) do not
guarantee accurate equality testing.

Al'so note that integer and floating point expressions can only be
used within clauses of condition fields, but in no other KeyNote
field.

The keywords "true" and "fal se" are not reserved; they can be used as
attribute or principal identifier names (although this practice nakes
assertions difficult to understand and is discouraged).

<RegExpr> is a standard regul ar expression, conformng to the PQOSI X
1003. 2 regul ar expression syntax and semantics.

Any string expression (or attribute) containing the ASC
representation of a nuneric value can be converted to an integer or
float with the use of the "@ and "&" operators, respectively. Any
fractional conponent of an attribute value dereferenced as an integer
is rounded down. |If an attribute dereferenced as a nunber cannot be
properly converted (e.g., it contains invalid characters or is enpty)
its value is considered to be zero.
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4.6.6 The Comment Field

The Conmment field allows assertions to be annotated with information
describing their purpose. It is of the form

<Comment Fi el d>:: "Comment:" <text> ;

No interpretation of the contents of this field is perforned by
KeyNote. Note that this is one of two mechani snms for including
coments in KeyNote assertions; comments can al so be inserted
anywhere in an assertion’s body by preceding themwith the "#"
character (except inside string literals).

4.6.7 The Signature Field

The Signature field identifies a signed assertion and gives the
encoded digital signature of the principal identified in the
Aut hori zer field. The Signature field is of the form

<SignatureField>:: "Signature:" <Signature>

<Si ghature>:: <StrEx> ;
The <Signature> string should be of the form
<IDString>: <ALGORI THW-":" <ENCODEDBI TS> ;

The formats of the "ALGORI THM' and "ENCODEDBI TS" substrings are as
described for Cryptographic Principal ldentifiers in Section 4.4.2
The al gorithm name shoul d be the sane as that of the principa
appearing in the Authorizer field. The I ANA (or sone other suitable
authority) will provide a registry of reserved nanes. It is not
necessary that the encodings of the signature and the authorizer key
be the sane.

If the signature field is included, the principal naned in the

Aut hori zer field nmust be a Cryptographic Principal ldentifier, the
al gorithm nust be known to the KeyNote inplenentation, and the
signature nust be correct for the assertion body and authorizer key.

The signature is conputed over the assertion text, beginning with the
first field (including the field identifier string), up to (but not
including) the Signature field identifier. The newine preceding the
signature field identifier is the last character included in
signature calculation. The signature is always the last field in a
KeyNote assertion. Text following this field is not considered part
of the assertion.
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The al gorithms for conputing and verifying signatures nust be
configured into each KeyNote inplenentati on and are defined and
docunent ed separately.

Note that all signatures used in exanples in this docunment are
fictitious and generally nuch shorter than would be required for
security in practice.

5. Query Eval uation Semantics

The KeyNot e conpliance checker finds and returns the Policy
Conpl i ance Val ue of queries, as defined in Section 5.3, bel ow

5.1 Query Paraneters
A KeyNote query has four paraneters:
* The identifier of the principal(s) requesting the action
* The action attribute set describing the action

* The set of conpliance values of interest to the application
ordered from_MN TRUST to _MAX TRUST

* The policy and credential assertions that should be included in
t he eval uati on.

The nechani sm for passing these paraneters to the KeyNote eval uat or
is application dependent. |In particular, an eval uator night provide
for sone paranmeters to be passed explicitly, while others are | ooked
up externally (e.g., credentials mght be | ooked up in a network-
based distribution systen), while still others m ght be requested

fromthe application as needed by the evaluator, through a ‘call back

mechani sm (e.g., for attribute values that represent val ues from
anong a very | arge nanespace).

5.1.1 Action Requester

At | east one Principal nmust be identified in each query as the
‘requester’ of the action. Actions nay be requested by severa
principals, each considered to have individually requested it. This
allows policies that require nultiple authorizations, e.g., ‘two

person control’. The set of authorizing principals is nade avail abl e
in the special attribute "_ACTI ON_ AUTHORI ZERS"; if several principals

are authorizers, their identifiers are separated w th conmas.
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5.1.2 Odered Conpliance Val ue Set

The set of conpliance values of interest to an application (and their
relative ranking to one another) is determ ned by the invoking
application and passed to the KeyNote eval uator as a paraneter of the
query. In many applications, this will be Boolean, e.g., the ordered
sets {FALSE, TRUE} or {REJECT, APPROVE}. O her applications nay
require a range of possible values, e.g., {No_Access, Limted_ Access,
Ful | _Access}. Note that applications should include in this set only
conpl i ance val ue nanmes that are actually returned by the assertions.

The | owest-order and hi ghest-order conpliance value strings given in
the query are available in the special attributes naned "_M N TRUST"
and " _MAX TRUST", respectively. The conplete set of query conpliance
val ues is nmade avail able in ascending order (from_MN TRUST to
_MAX_TRUST) in the special attribute named "_VALUES'. Values are
separated with conmas; applications that use assertions that nake use
of the _VALUES attribute should therefore avoid the use of conpliance
val ue strings that thensel ves contain commas.

5.2 Principal ldentifier Normalization

Principal identifier conparisons anong Cryptographic Principa
Identifiers (that represent keys) in the Authorizer and Licensees
fields or in an action’s direct authorizers are perfornmed after
normalizing them by conversion to a canonical form

Every cryptographic algorithmused in KeyNote defines a nethod for
converting keys to their canonical formand that specifies how the
comparison for equality of two keys is perforned. |If the algorithm
named in the identifier is unknown to KeyNote, the identifier is
treated as opaque.

Opaque identifiers are conpared as case-sensitive strings.
Notice that use of opaque identifiers in the Authorizer field
requires that the assertion’s integrity be locally trusted (since it
cannot be cryptographically verified by the conpliance checker).

5.3 Policy Conpliance Value Cal cul ation
The Policy Conpliance Value of a query is the Principal Conpliance

Val ue of the principal naned "POLICY'. This value is defined as
fol | ows:
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5.3.1 Principal Conpliance Val ue

The Conpliance Value of a principal <X> is the highest order
(maxi nun) of:

- the Direct Authorization Value of principal <X>; and

- the Assertion Conpliance Values of all assertions identifying
<X> in the Authorizer field.

5.3.2 Direct Authorization Val ue

The Direct Authorization Value of a principal <X>is _MAX TRUST if
<X>is listed in the query as an authorizer of the action
O herwi se, the Direct Authorization Value of <X>is _M N _TRUST.

5.3.3 Assertion Conpliance Val ue

The Assertion Conpliance Val ue of an assertion is the | owest order
(mnimn) of the assertion’s Conditions Conpliance Value and its
Li censee Conpliance Val ue.

5.3.4 Conditions Conpliance Val ue

The Conditions Conpliance Value of an assertion is the highest-order
(maxi mun) val ue anong all successful clauses listed in the conditions
section.

If no clause’s test succeeds or the Conditions field is enpty, an
assertion’s Conditions Conpliance Value is considered to be the
_M N_TRUST val ue, as defined Section 5.1.

If an assertion’s Conditions field is nmissing entirely, its
Condi tions Conpliance Value is considered to be the _MAX TRUST val ue,
as defined in Section 5.1.

The set of successful test clause values is calculated as foll ows:

Recall fromthe gramar of section 4.6.5 that each clause in the
conditions section has two |ogical parts: a ‘test’ and an optiona
‘value’, which, if present, is separated fromthe test with the "->"
token. The test subclause is a predicate that either succeeds
(evaluates to logical ‘true’) or fails (evaluates to |ogica

‘false’). The value subclause is a string expression that eval uates
to one value fromthe ordered set of conpliance values given with the
query. |f the value subclause is nmissing, it is considered to be
_MAX TRUST. That is, the clause
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foo=="bar";
is equivalent to

foo=="bar" -> _MAX_TRUST
If the value conponent of a clause is present, in the sinplest case
it contains a string expression representing a possible conpliance

val ue. For exanple, consider an assertion with the follow ng
Conditions field:

Condi ti ons:
@ser_id == -> "full _access"; # clause (1)
@iser _id < 1000 -> "user_access"; # clause (2)
@ser _id < 10000 -> "guest_access"; # clause (3)
user_nane == "root" -> "full _access"; # clause (4)

Here, if the value of the "user_id" attribute is "1073" and the
"user _nane" attribute is "root", the possible conpliance val ue set
woul d contain the values "guest access" (by clause (3)) and

"full _access" (by clause (4)). |If the ordered set of conpliance
val ues given in the query (in ascending order) is {"no_access"
"guest _access", "user_access", "full _access"}, the Conditions
Conpl i ance Val ue of the assertion would be "full _access" (because
"full __access" has a higher-order value than "guest _access"). If the
"user _id" attribute had the value "19283" and the "user_nane"
attribute had the val ue "nobody", no clause woul d succeed and the
Condi tions Conpliance Val ue would be "no_access”, which is the

| owest - order possible value (_M N_TRUST).

If a clause lists an explicit value, its value string nmust be naned
in the query ordered conpliance value set. Values not naned in the
query conpliance value set are considered equivalent to _M N TRUST.

The val ue conmponent of a clause can also contain recursively-nested
clauses. Recursively-nested clauses are evaluated only if their
parent test is true. That is,

a=="b" -> { b=="c" -> "valuel";
d=="e" -> "val ue2"
true -> "value3"; } ;
is equivalent to
(a=="b") && (b=="c") -> "valuel";

(a=="b") && (d=="e") -> "value2";
(a=="b") -> "value3";
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String conparisons are case-sensitive

A regul ar expression conparison ("~=") is considered true if the

| eft-hand-side string expression matches the right-hand-side regul ar
expression. |If the POSI X regul ar expression group nmatching schene is
used, the nunber of groups matched is placed in the tenporary neta-
attribute "_0" (dereferenced as _0), and each natch is placed in
sequence in the tenporary attributes (_1, 2, ..., _N. These

mat ch-attributes’ values are valid only within subsequent references
made within the sanme clause. Regul ar expression evaluation is case-
sensitive

A runtime error occurring in the evaluation of a test, such as
division by zero or an invalid regular expression, causes the test to
be considered fal se. For exanple:

foo == "bar" ->{
@ == 1/0 -> "oneval "; # subcl ause 1
@ == 2 -> "anotherval"; # subcl ause 2

s

Here, subclause 1 triggers a runtine error. Subclause 1 is therefore
fal se (and has the value _M N TRUST). Subclause 2, however, would be
eval uated normal ly.

An invalid <RegExpr> is considered a runtinme error and causes the
test in which it occurs to be considered false.

5.3.5 Licensee Conpliance Val ue

The Li censee Conpliance Value of an assertion is calculated by
evaluating the expression in the Licensees field, based on the
Princi pal Conpliance Value of the principals nanmed there.

If an assertion’s Licensees field is enpty, its Licensee Conpliance
Val ue is considered to be _MN_TRUST. |If an assertion’s Licensees
field is mssing altogether, its Licensee Conpliance Value is
considered to be _MAX TRUST

For each principal naned in the Licensees field, its Principa
Conpliance Value is substituted for its nane. |f no Principa
Conpl i ance Val ue can be found for some naned principal, its nane is
substituted with the _M N _TRUST val ue.

The |icensees expression (as defined in Section 4.6.4) is evaluated
as follows:
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* A"(...)" expression has the value of the encl osed subexpression

* A "&&" expression has the |ower-order (mninun) of its two
subexpressi on val ues.

* A "||" expression has the higher-order (maxinmun) of its two
subexpressi on val ues.

* A "<K>-of (<List>)" expression has the K-th highest order
conpliance value listed in <list>  Values that appear multiple
times are counted with multiplicity. For exanple, if K= 3 and
the orders of the listed conpliance values are (0, 1, 2, 2, 3),
the val ue of the expression is the conpliance val ue of order 2.

For exanpl e, consider the follow ng Licensees field:
Li censees: ("alice" && "bob") || "eve"
If the Principal Conpliance Value is "yes" for principal "alice"
"no" for principal "bob", and "no" for principal "eve", and "yes" is

hi gher order than "no" in the query’'s Conpliance Value Set, then the
resulting Licensee Conpliance Value is "no"

Cbserve that if there are exactly two possible conpliance val ues
(e.g., "false" and "true"), the rules of Licensee Conpliance Val ue
resol ution reduce exactly to standard Bool ean | ogic.

5.4 Assertion Managenent

Assertions may be either signed or unsigned. Only signed assertions
shoul d be used as credentials or transmitted or stored on untrusted
medi a. Unsigned assertions should be used only to specify policy and
for assertions whose integrity has already been verified as
conformng to local policy by some nechani smexternal to the KeyNote
systemitself (e.g., X. 509 certificates converted to KeyNote
assertions by a trusted conversion program.

I npl emrentations that permt signed credentials to be verified by the
KeyNot e conpliance checker generally provide two ‘channels’ through
whi ch applications can nake assertions avail able. Unsigned,
locally-trusted assertions are provided over a ‘trusted’ interface,
whil e signed credentials are provided over an ‘untrusted’ interface.
The KeyNote conpliance checker verifies correct signatures for al
assertions subnmitted over the untrusted interface. The integrity of
KeyNot e eval uation requires that only assertions trusted as
reflecting local policy are subnitted to KeyNote via the trusted

i nterface.
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Note that applications that use KeyNote exclusively as a local policy
speci ficati on nechani sm need use only trusted assertions. O her
applications mght need only a snmall nunber of infrequently changed
trusted assertions to ‘bootstrap’ a policy whose details are
specified in signed credentials issued by others and subm tted over
the untrusted interface.

5.5 Inplenentation |Issues

Informally, the semantics of KeyNote eval uation can be thought of as
i nvol ving the construction a directed graph of KeyNote assertions
rooted at a POLICY assertion that connects with at | east one of the
princi pals that requested the action

Del egation of sone authorization from principal <A> to a set of
principals <B> is expressed as an assertion with principal <A> given
in the Authorizer field, principal set <B> given in the Licensees
field, and the authorization to be del egated encoded in the
Conditions field. How the expression digraph is constructed is

i mpl enent ati on- dependent and i npl enmentations nmay use different
algorithms for optinizing the graph’s construction. Sone

i mpl enentations might use a ‘bottomup’ traversal starting at the
princi pals that requested the action, others mght followa ‘top
down’ approach starting at the POLICY assertions, and still others
m ght enpl oy other heuristics entirely.

| npl ement ati ons are encouraged to enpl oy nmechani snms for recording
exceptions (such as division by zero or syntax error), and reporting
themto the invoking application if requested. Such mechanisns are
out side the scope of this docunent.

6. Exanpl es

In this section, we give exanples of KeyNote assertions that m ght be
used i n hypothetical applications. These exanples are intended
primarily to illustrate features of KeyNote assertion syntax and
semantics, and do not necessarily represent the best way to integrate
KeyNote i nto applications.

In the interest of readability, we use nuch shorter keys than would
ordinarily be used in practice. Note that the Signature fields in
these exanples do not represent the result of any real signature
cal cul ati on.
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1. TRADITIONAL CA / EMAIL

A. A policy unconditionally authorizing RSA key abcl123 for al
actions. This essentially defers the ability to specify
policy to the holder of the secret key corresponding to
abc123:

Aut hori zer: "POLI CY"
Li censees: "RSA: abc123"

B. A credential assertion in which RSA Key abc123 trusts either
RSA key 4401ff92 (called ‘Alice’) or DSA key d1234f (called
‘Bob’) to performactions in which the "app_domain" is
"RFC822- EMAI L", where the "address"” matches the regul ar
expression "N, *@eynote\.research\.att\.con$". |n other
words, abcl123 trusts Alice and Bob as certification
authorities for the keynote.research.att.com donai n.

KeyNot e- Ver si on: 2
Local - Constants: Alice="DSA: 4401ff92" # Alice’ s key

Bob=" RSA: d1234f" # Bob’ s key
Aut hori zer: "RSA: abc123"
Li censees: Alice || Bob
Conditions: (app_domain == "RFC822-EMAIL") &&
(address ~= # only applies to one donain

"N *@xeynote\\.research\\.att\\.con$");
Si gnat ure: "RSA-SHALl: 213354f 9"

C. Acertificate credential for a specific user whose enai
address is mab@eynote.research. att.com and whose nane, if
present, must be "M Blaze". The credential was issued by the
“Alice’ authority (whose key is certified in Exanple B
above):

KeyNot e- Ver si on: 2
Aut hori zer: "DSA: 4401ff92" # the Alice CA
Li censees: "DSA: 12340987" # mab’ s key

Conditions: ((app_donain == "RFC822-EMAIL") &&
(nane == "M Blaze" || name == "") &&
(address == "mab@eynote.research.att.conl'));

Si gnature: "DSA-SHAL: ab23487"
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D. Another certificate credential for a specific user, also
i ssued by the ‘Alice’ authority. This exanple allows three
different keys to sign as jf @eynote.research.att.com (each
for a different cryptographic algorithm. This is, in
effect, three credentials in one:

KeyNot e- Ver si on: "2"

Aut hori zer: "DSA: 4401f f 92" # the Alice CA
Li censees: "DSA: abc991" || # jf’'s DSA key
"RSA: cde773" || # jf's RSA key
"BFI K: f d0O91a" # jf’'s BFIK key
Condi tions: ((app_domain == "RFC822-EMAIL") &&
(name == "J. Feigenbaumt || nane == "") &&
(address == "jf @eynote.research.att.cont'));

Si gnature: "DSA- SHAL: 8912aa"

bserve that under policy A and credentials B, C and D, the
followi ng action attribute sets are accepted (they return
_MAX_TRUST) :

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"

app_domai n = "RFC822- EMAI L"

address = "mab@eynote. research. att. cont
and

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"

app_domai n = "RFC822- EMAI L"

address = "nmab@eynote. research. att. cont

nane = "M Bl aze"

while the following are not accepted (they return
_M N_TRUST):

_ACTI ON_AUTHORI ZERS = "dsa: 12340987"
app_domai n = "RFC822- EMAI L"
address = "angel os@isl . ci s. upenn. edu"
and
_ACTI ON_AUTHORI ZERS = "dsa: abc991"
app_domai n = "RFC822- EMAI L™
address = "mab@eynote.research. att. conf
nane = "M Bl aze"
and
_ACTI ON_AUTHORI ZERS = "dsa: 12340987"
app_domain = "RFC822- EMAI L"
address = "mab@eynote.research. att. conf
nane = "J. Fei genbaunt
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2. WORKFLOW ELECTRONI C COMMERCE

E. A policy that del egates authority for the "SPEND' application
domain to RSA key dab212 when the anount given in the
"dollars" attribute is I ess than 10000.

Aut hori zer: "POLICY"
Li censees: "RSA: dab212" # the CFO s key
Conditions: (app_domai n=="SPEND") && (@lol |l ars < 10000);

F. RSA key dab212 del egates authorization to any two signers,
froma list, one of which nust be DSA key feed1234 in the
"SPEND" application when @ollars < 7500. |If the anmount in
@lol lars is 2500 or greater, the request is approved but
| ogged.

KeyNot e- Ver si on: 2
Comment: This credential specifies a spending policy
Aut hori zer: "RSA: dab212" # the CFO
Li censees: "DSA: feed1234" && # The vice president
("RSA:abc123" || # middle manager #1
"DSA: bcd987" || # middl e nanager #2
"DSA: cde333" || # m ddl e manager #3
"DSA: def 975" || # m ddl e manager #4
" DSA: 978add") # m ddl e manager #5
Condi tions: (app_domai n=="SPEND"') # note nested cl auses
->{ (@dollars) < 2500)
-> _MAX_TRUST;
(@dollars) < 7500)
-> " ApproveAndLog"

Si gnat ure: "RSA- SHAl: 9867al"

G According to this policy, any two signers fromthe |ist of
managers will do if @dollars) < 1000:

KeyNot e- Ver si on: 2
Aut hori zer: "POLICY"
Li censees: 2-of ("DSA: feed1234", # The VP
"RSA: abc123", # M ddl e managenent cl ones
"DSA: bcd987"
" DSA: cde333"
" DSA: def 975"
"DSA: 978add")
Condi tions: (app_domai n=="SPEND"') &&
(@dollars) < 1000);
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H A credential fromdab212 with a sinilar policy, but only one
signer is required if @dollars) < 500. A log entry is nade if
the amount is at |east 100.

KeyNot e- Ver si on: 2
Comrent: This one credential is equivalent to six separate
credentials, one for each VP and mi ddl e manager
I ndi vidually, they can spend up to $500, but if
it's $100 or nore, we log it.
Aut hori zer: "RSA: dab212" # From the CFO
Li censees: "DSA: feed1234" || # The VP
"RSA: abc123" || # The ni ddl e nanagenment cl ones
" DSA: bcd987" |
"DSA: cde333" |
"DSA: def 975" |
" DSA: 978add"
Condi tions: (app_domai n="SPEND') # nested cl auses
->{ (@dollars) < 100) -> _MAX TRUST;
(@dollars) < 500) -> "ApproveAndLog"

Signature: "RSA-SHAL: 186123"

Assune a query in which the ordered set of Conpliance Values is
{"Reject", "ApproveAndLog", "Approve"}. Under policies E and G
and credentials F and H, the Policy Conpliance Value is

" Approve" (_MAX_TRUST) when:

_ACTI ON_AUTHORI ZERS = " DSA: 978add"
app_domai n = " SPEND"
dollars = "45"
unnentioned_attribute = "what ever"
and
_ACTI ON_AUTHORI ZERS = " RSA: abc123, DSA: cde333"
app_domai n = " SPEND"
dollars = "550"

The follow ng return "ApproveAndLog"

_ACTI ON_AUTHORI ZERS = "DSA: f eed1234, DSA: cde333"
app_domai n = " SPEND'
dol lars = "5500"
and
_ACTI ON_AUTHORI ZERS = " DSA: cde333"
app_domai n = " SPEND"
dollars = "150"
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7.

However, the following return "Reject"” (_M N_TRUST):

_ACTI ON_AUTHORI ZERS = " DSA: def 975"
app_domai n = " SPEND"
dollars = "550"
and
_ACTI ON_AUTHORI ZERS = " DSA: cde333, DSA: 978add"
app_domai n = " SPEND"
dol lars = "5500"

Trust - Management Architecture

KeyNot e provides a sinple nmechani smfor describing security policy
and representing credentials. It differs fromtraditiona
certification systens in that the security nodel is based on binding
keys to predicates that describe what the key is authorized by policy
to do, rather than on resolving nanes. The infrastructure and
architecture to support a KeyNote systemis therefore rather
different fromthat required for a nane-based certification schene.
The KeyNote trust-nanagenent architecture is based on that of

Pol i cyMaker [ BFL96, BFS98] .

It is inportant to understand the separation between the
responsibilities of the KeyNote system and those of the application
and ot her support infrastructure. A KeyNote conpliance checker will
determi ne, based on policy and credential assertions, whether a
proposed action is permtted according to policy. The useful ness of
KeyNot e out put as a policy enforcenent mechani sm depends on a nunber
of factors:

* The action attributes and the assignment of their val ues nust
reflect accurately the security requirenments of the application
Identifying the attributes to include in the action attribute set
is perhaps the nost inportant task in integrating KeyNote into new
applications.

* The policy of the application nust be correct and well-fornmed. In
particular, trust nust be deferred only to principals that shoul d,
in fact, be trusted by the application

* The application itself nmust be trustworthy. KeyNote does not
directly enforce policy; it only provides advice to the
applications that call it. 1In other words, KeyNote assunes that
the application itself is trusted and that the policy assertions
it specifies are correct. Nothing prevents an application from
submitting msleading or incorrect assertions to KeyNote or from
i gnori ng KeyNote altogether
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It is also up to the application (or sone service outside KeyNote) to
sel ect the appropriate credentials and policy assertions wth which
to run a particular query. Note, however, that even if inappropriate
credentials are provided to KeyNote, this cannot result in the
approval of an illegal action (as long as the policy assertions are
correct and the the action attribute set itself is correctly passed
to KeyNote).

KeyNote i s nonotonic; adding an assertion to a query can never result
in a query s having a | ower conpliance value that it would have had
wi thout the assertion. Onritting credentials may, of course, result
in legal actions being disallowed. Selecting appropriate credentials
(e.g., froma distributed database or ‘key server’) is outside the
scope of the KeyNote |anguage and nmay properly be handled by a renpote
client making a request, by the local application receiving the
request, or by a network-based service, depending on the application

In addition, KeyNote does not itself provide credential revocation
services, although credentials can be witten to expire after sone
date by including a date test in the predicate. Applications that
require credential revocation can use KeyNote to hel p specify and
i mpl ement revocation policies. A future docunent will address
expiration and revocation services in KeyNote.

Because KeyNote is designed to support a variety of applications,
several different application interfaces to a KeyNote inplementation
are possible. Inits sinplest form a KeyNote conpliance checker
woul d exi st as a stand-al one application, with other applications
calling it as needed. KeyNote m ght also be inplenented as a |ibrary
to which applications are linked. Finally, a KeyNote inplenentation
m ght run as a local trusted service, with local applications

comruni cating their queries via some interprocess comruni cation
mechani sm

8. Security Considerations
Trust nanagenent is itself a security service. Bugs in or incorrect
use of a KeyNote conpliance checker inplenentation could have
security inplications for any applications in which it is used.

9. | ANA Consi derati ons
Thi s docunent contains three identifiers to be maintai ned by the

I ANA.  This section explains the criteria to be used by the ANA to
assign additional identifiers in each of these lists.
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9.1 app_domain ldentifiers

The only thing required of | ANA on allocation of these identifiers is
that they be unique strings. These strings are case-sensitive for
KeyNot e purposes, however it is strongly recommended that | ANA assign
different capitalizations of the sane string only to the sane

organi zati on.

9.2 Public Key Format ldentifiers

These strings uniquely identify a public key algorithmas used in the
KeyNot e system for representing keys. Requests for assignnent of new
identifiers nust be acconpani ed by an RFC- style docunent that
describes the details of this encoding. Exanple strings are "rsa-
hex:" and "dsa-base64:". These strings are case-insensitive.

9.3 Signature Algorithmldentifiers

These strings uniquely identify a public key algorithmas used in the
KeyNot e system for representing public key signatures. Requests for
assi gnnent of new identifiers nust be acconpanied by an RFC-style
document that describes the details of this encoding. Exanple strings
are "sig-rsa-nd5-hex:" and "sig-dsa-shal-base64:". Note that al

such strings nmust begin with the prefix "sig-". These strings are
case-insensitive.
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B. Full BNF (al phabetical order)
<ALGORI THW>: : {see section 4.4.2} ;

<Assertion>:: <VersionFiel d>? <Aut hFi el d> <Li censeesFi el d>?
<Local Const ant sFi el d>? <Condi ti onsFi el d>?
<Conment Fi el d>? <Si gnat ur eFi el d>? ;

<Assignnents>:: "" | <AttributelD> "=" <StringLiteral > <Assignnents>

<AttributelD>:: {Any string starting with a-z, A-Z, or the
underscore character, foll owed by any nunber of
a-z, A-Z 0-9, or underscore characters} ;

<Aut hFi el d>;: "Authorizer:" <AuthlD> ;

<Authl D>:: <Principalldentifier> | <DerefAttribute> ;

<C ause>:: <Test> "->" "{" <ConditionsProgram "}"
| <Test> "->" <Value> | <Test> ;

<Conmment >:: "#" {ASCI| characters} ;

<Comment Fi el d>:: "Conment:" {Free-formtext} ;
<Condi tionsField>:: "Conditions:" <ConditionsProgranp ;
<ConditionsProgrank:: "" | <C ause> ";" <ConditionsPrograns ;

<Deref Attribute>:: <Attributel D> ;

<ENCODEDBI TS>:: {see section 4.4.2} ;

<Fl oat Ex>:: <Fl oat Ex> "+" <Fl oat Ex> | <FloatEx> "-" <Fl oat Ex>
| <FloatEx> "*" <FloatEx> | <FloatEx> "/" <Fl oat Ex>
| <FloatEx> """ <FloatEx> | "-" <Fl oat Ex>
| "(" <FloatEx> ")" | <FloatLiteral> | "&" <StrEx> ;

<Fl oat Rel Expr>:: <Fl oat Ex> "<" <Fl oat Ex> | <Fl oat Ex> ">" <Fl oat Ex>
| <Fl oat Ex> "<=" <Fl oat Ex>
| <Float Ex> ">=" <Fl oat Ex> ;
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<FloatLiteral >:: <IntegerLiteral >"."<IntegerLiteral > ;

<IDString>:: <ALGORI THW>":" <ENCODEDBI TS> ;

<IntegerLiteral > : {Decimal nunber of at |east one digit} ;

<IntEx>:: <IntEx> "+" <IntEx> | <IntEx> "-" <IntEx>
<IntEx> "*" <IntEx> | <IntEx> "/" <|lntEx>

|
| <IntEx> "% <IntEx> | <IntEx> """ <|ntEx>

| "-" <IntEx> | "(" <IntEx> ")" | <lIntegerlLiteral >
|

"@ <StrEx> ;
<IntRel Expr>:: <IntEx> "==" <IntEx> | <IntEx> "!=" <|ntEx>

| <IntEx> "<" <IntEx> | <IntEx> ">" <IntEx>
| <IntEx> "<=" <IntEx> | <IntEx> ">=" <IntEx> ;

<K>:: {Decimal nunber starting with a digit from1 to 9} ;

<Keyl D>:: <StrEx> ;

<Li censeesExpr>:: "" | <PrincExpr> ;
<Li censeesFi el d>;: "Licensees:" <LicenseeskExpr> ;
<Local ConstantsFi el d>:: "Local - Constants:" <Assignnments> ;

<QOpaquel D>:: <StrEx> ;

<PrincExpr>:: "(" <PrincExpr> ")" | <PrincExpr> "&&" <PrincExpr>
| <PrincExpr> "||" <PrincExpr>
| <K>"-of (" <PrincList> ")" | <Principalldentifier>
| <DerefAttribute> ;

<Principal ldentifier>: <Opaquel D> | <KeylD> ;

<PrincList>: <Principalldentifier> | <DerefAttribute>
| <PrincList> "," <PrincList> ;

<RegExpr>:: {POCSI X 1003. 2 Regul ar Expression}

<Rel Expr>:: "(" <Rel Expr> ")" | <Rel Expr> "&&" <Rel Expr>
| <Rel Expr> "||" <Rel Expr> | "!" <Rel Expr>
| <IntRel Expr> | <Fl oatRel Expr> | <StringRel Expr>
| "true" | "false" ;

<Si ghature>:: <StrEx> ;

<SignatureField>: "Signature:" <Signature> ;
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<StrEx>:: <StrEx> "." <StrEx> | <StringLiteral> | "(" <Strkx> ")"
| <DerefAttribute> | "$" <StrEx> ;

<StringLiteral >:: {see section 4.3.1} ;

<StringRel Expr>:: <StrEx> "==" <StrEx> | <StrEx> "!=" <StrEx>
| <StrEx> "<" <StrEx> | <StrEx> ">" <StrEx>
| <StrEx> "<=" <StrEx> | <StrEx> ">=" <StrEx>
| <StrEx> "~=" <RegExpr> ;

<Test>:: <Rel Expr> ;

<Val ue>:: <StrEx> ;

<VersionFi el d>:: "KeyNote-Version:" <VersionString> ;

<VersionString>:: <StringLiteral> | <IntegerLiteral > ;
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Thi s docunent and translations of it nay be copied and furnished to
ot hers, and derivative works that comrent on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncl uded on all such copies and derivative works. However, this
docunment itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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