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Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are draft docunments valid for a maxi mum of six
nmont hs and nmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet- Drafts
as reference material or to cite themother than as "work in
progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

Abstract

Thi s docunent describes an IP Security Policy architecture that
conforns to the requirenents set forth in [IPSP-REQ. The
architecture defines the nmechani sns and protocols needed for

di scovering, accessing, and processing security policy information
of varying granularity. The architecture acconmpbdates topol ogy and
pol i cy changes without need of nanual reconfiguration of clients
and security gateways

1. Introduction

Consi der the sinple scenario represented by the figure above: Host
A wi shes to conmunicate with Host B; A only knows B s network
identifier (address) and what security requirements for such a
comrmuni cation itself requires (e.g., A wants to use strong
encryption when talking to B). Both hosts are connected to a w de
area network through their security gateways (SGL and S&



respectively). Hosts A and B may know about their local security
gat eways, because of l|ocal configuration; they do not know about
the other’s security gateway however (or any possible intervening
security gateways). |In sone cases, they nay not even know about
their local security gateways (e.g., in the case of a large
private network with outside |inks through a nunber of firewalls).
The security gateways may inpose certain restrictions on the
traffic they see (e.g., only encrypted traffic is allowed to

go between A and B)

In such a scenario, Host A needs to determ ne

- What its local policy with regards to end-to-end comuni cation
with Host Bis. This decision nmay be deferred to the network
administrator, as a matter of corporate policy.

- What B's policy with regards to the sanme end-to-end comruni cati on
is; if there is an intersection of the two policies, it has to
be determ ned, and the appropriate | Psec SAs have to be
negoti ated and establ i shed.

- What security gateways (if any) are in the path between A and B
and what their policies with respect to that conmunication is.
For exanple, SGL nmay allow any kind of traffic between A and B
whereas S& may require that any such traffic also be encrypted
toitself. O, SGL may require that traffic to Host B only be
aut henti cated but not encrypted end-to-end (e.g., certain
financial institutions inpose such requirenents on traffic as
a result of legislative controls), but that such traffic may be
encrypted from Host Ato SGL and then from SGL to Host B again.
Naturally, Host A needs to ensure that SGl actually has the
authority to make such statenents. Depending on the individua
policies involved, any conbination of these SAs nmay have to
be established by Host A

- SA between Host A and Host B
- SA between Host A and SGL

- SA between Host A and S&

- SA between SGL and S&

- SA between SGL and Host B

- SA between S& and Host B

- The sane requirenment with regards to communi cati on security
policy holds in the opposite direction as well (fromHost B to
Host A), since nost traffic is in fact bidirectional. Note
however that different requirenents nmay exist for the two
directions.

- If either of the Security Gateways decides to establish an SA
between itself and the end-host (or some other SG, it may have
to recursively invoke the discovery protocol

The scenario may be further conplicated by the fact that Host A,
Host B, SGL, and S& nay all lie in different adninistrative
dormains with correspondingly different security policies.

Manual configuration of policies and gateways is difficult even in
the sinple scenario described in this section. An architecture for
aut onat ed gat eway and policy discovery and resolution is

necessary. Automatic keying may then be used to establish the
necessary SAs, e.g., |KE [RFC-2409] or Photuris [Photuris].



Note that even in the trivial case of two hosts w thout an

i ntervening security gateway, the IPSP architecture allows the two
peers to determ ne what is necessary to establish a secure

communi cati on channel (e.g., what authorities or CAs they both
trust).

Furthernore, note that there are multiple aspects of the overal
security policy that applies to a particular conmuni cations that
has to be nade available in different parts of an |IPsec

i mpl enent ati on; packet selectors have to be specified in the SPD of
a security gateway (or end-host), whereas SA paraneters have to be
provi ded to the key managenent system (and ultimtely in the

SADB) .

Two nore caveats:

The Security Policy System (SPS) defines a distributed database of

security policy information. |t provides the nechani sns needed for
di scovering, accessing, and processing security policy information
of hosts, subnets, or networks.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in [RFC 2119].

Archi tecture Overview
The basic premises of the | PSP architecture are:

- Use of the SPP protocol [SPP] for gateway discovery and security
policy distribution.

- Use of a trust nanagenent system and | anguage [ RFC-2704] to
resol ve and exchange policies respectively. Section 4 gives nore
details.

- Most of the burden of discovering and processing policy is placed
on the initiator of a comunications. Thus, expensive operations
such as policy resolution is (optionally) perfornmed by the
initiator of a communi cations; security gateways need only
perform conpl i ance checking, which is conputationally cheaper
Policy Servers MAY optionally performpolicy resolution, to
i mprove cachi ng and accel erate conmuni cati on establishment.

- I Psec policy is defined in terns of |ocal policy (describing what
requi renents the host has for a particular comunications) and
signed policy statenents fromtrusted entities. Wat entities
(and to what extent) are trusted is a matter of |ocal policy;
signed policy statenents are acquired through the SPP protocol
These statenents may be used by an | PSP-conpliant systemin two
ways:

- To determine what traffic is allowed through a security gateway
or accepted by the renote host.

- To convince a security gateway or renpte host to allow traffic
t hr ough.

Local policy is expressed in a vendor-specific way. It MJST
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however be converted to a KeyNote | ocal policy for processing by
| PSP. The Policy Mdel [TDB] describes the semantics of the
conver si on.

(A "KeyNote local policy" is a policy statement that is
unconditionally trusted by the host. Such statenents MJST be
securely stored and protected fromtanpering. 1In their sinplest
form local policies reduce to a list of trusted keys or CAs.)

Use of SPP in | PSP

SPP is a security gateway and policy discovery protocol. It allows
a host to determ ne what security gateways lie in the path to a
specific destination, and what their security policies are. SPP
may al so be used to distribute certificates (or, nore generally,
credentials). Note that since trust nanagenent credentials are
signed, it may not be necessary to sign the entire SPP payl oad when
exchangi ng policies (to be resol ved before next version).

For nore details on SPP, see [SPP].

Conpl i ance Checking and | PSP

Pol i ci es exchanged in SPP are encoded in KeyNote [ RFC-2704]
credentials. These are signed statenments that describe the
accept abl e conbi nati ons of |Psec selectors (source/destination
address and nasks, transport protocol and ports, etc.) and SA
paraneters (encryption/authentication algorithns, key |engths,
etc.)

A host’s local policy specifies what public keys are trusted to
make such statenents; if KeyNote is used to specify local policy,
further restrictions on what these keys are all owed to mandate can
be expressed. Oher |anguages (or nmethods) nmay be used to express
| ocal security policy as well; however, these policies MJIST be
translated to KeyNote | ocal policies for processing by the trust
managenent system A separate docunment will describe the names and
semantics of the various action attributes used in the KeyNote
credentials used in I Psec, based on the |IPsec policy nodel
described in [TBD .

Policy servers in SPP store credentials (signed policy statenents)
created by the I ocal network security admnistrator, as well as
cached credentials acquired by querying other SPP servers. These
credentials are then provided to the security gateway that
forwarded the SPP query, and to the host that initiated the SPP

protocol. The credentials may then be used in the key managenent
protocol to authorize the host to establish SAs, if necessary, as
described in [IPSP-TRUST]. In particular, the end-host my:

- Anal yze the provided credentials to deternine what, if any, SAs
must be negotiated with a particular security gateway or end host
(policy resolution). The algorithmfor doing so is described in
a separate docunent [TBD).

- Sinply use the trust nmanagenent engine to determnmine which of its
I ocal policies with regards to a particular conmrunications is
acceptable by the security gateway or renote host. For this, the
end- host enul ates the conpliance checking process that the



security gateway or renote host will performwhen negotiating
SAs.

- The end-host may sinply use the acquired credentials in the key
managenent protocol. |f the necessary SAs are established, the
end- host may commence comuni cations (or proceed with the policy
di scovery); otherwise, an error is reported, or one of the
previ ous two approaches used.

The use of KeyNote credentials inside a key nmanagenent protocol is
described in [|PSP-TRUST] .

Security gateways downl oad policies fromtheir configured Policy
Servers, to initialize their SPD tables

Note that while KeyNote credentials may al so provi de authentication
information to be used by a key nanagenent protocol, other

aut henti cati on mechanisnms (e.g., PKIX certificates) can be used for
this purpose as well.

Policy decorrelation is necessary to ensure that no conflicting
policies exist. This process is desribed in [SPP] and is directly
applicable to policies expressed in terns of KeyNote credenti al s.

Trust relations between different donmains may al so be described in
terms of KeyNote credentials. A separate docunent wi |l describe
the operational inplications of this. |In particular, the

i nplications of delegation across donains and policy decorrelation
needs to be carefully exam ned and docunent ed.

5. Legacy End-hosts

This section describes | PSP operation when either or both of the
end- hosts (origin and/or destination end-hosts) are not |PSP-aware.

5.1 Legacy Oigin End-host

Wien an origin end-host operating inside a Security Domai n does not
i mpl ement the Security Gateway Di scovery Protocol, coordination
bet ween Security Gateways and the end-host is not possible.

A Security Gateway that intercepts a packet fromsuch a host MAY
initiate a Security Gateway di scovery process, specifying that it
will be proxying traffic for the end-host. This will allow the
Security Gateway to establish IPsec tunnels with other Security
Gateways (and potentially the destination end-host itself) that
protects the origin end-host’s traffic.

5.2 Legacy Destination End-host
When a destination end-host does not inplenment the SGDP, it is the
responsibility of the Policy Server of its Security Domain to
specify the end-to-end security paraneters (if any). This neans
that a Policy Server MJUST be aware of which hosts it is responsible
for.

6. Legacy Security Gateways

Legacy Security Gateways do not participate in the discovery



process, since they do not inplenment the SGDP. Such a system upon
recei pt of a discovery packet may drop it (which will cause the

di scovery process to tinme-out), forward it with no further
processing, or initiate an | Psec exchange with sone renote host or
Security Gateway, based on its local (non-IPSP-conformng) security
policy. |In the latter two cases, no further action is required by
any | PSP-conpliant system as the |egacy Security Gateway is
transparent to the discovery process.

If the legacy Security Gateway drops the discovery packets and
sends back an appropriate | CVP nmessage, the recipient of such a
nmessage (another SG or the origin end-host) MAY establish the
necessary |IPsec SAs with the legacy SGto allowtraffic to flow
through the legacy SG The legitimcy of the | CMP nessage MJST be
verified through cryptographic (or other) nmeans.
Alternatively, the Security Gateway or origin end-host MJST
term nate the discovery process and notify the Policy Servers, SGs,
and origin end-host involved in the discovery process.
No solution as yet exists if the | egacy Security Gateway silently
di scards packets.

Security Considerations
Thi s section has not been conpleted. It will be, in future versions
of this draft.

| ANA Consi derations

No actions by I ANA are required (yet).

ToDo Li st

- Describe semantics and operational requirenents for inter-donain
policies (delegation).

- Decorrelation in the context of del egation

- Describe the resolution algorithmin detail (very simlar to the
one described in SPP)

- Determ ne whether all SPP nessages nust be protected, given that
policies thensel ves are/ may be signed.

- Describe SPD initialization by gateways (and end-hosts ?)

- Policy Server -- how does a host find out which one is the |ocal
one ? DHCP, manual configuration, LDAP, Service Discovery
protocol, dedicated nulticast address, other ?

- Mobile hosts and PS determ nation (sane as above, nore issues).

- Flesh out m ssing docunents (find volunteers).

- Import policy nodel discussion

- More verbose description of SPP ? |Is reference sufficient ?



- Diagramwith all possible SAs/tunnels in the exanple in
I ntroducti on.
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