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| PSP Requirenents
Status of this Meno

This docunent is an Internet-Draft and is in full conformance with all
provi sions of Section 10 of RFC2026.

Internet-Drafts are draft docunments valid for a maxi mum of six

nmont hs and nmay be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet- Drafts
as reference material or to cite themother than as "work in
progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

To view the entire list of current Internet-Drafts, please check
the "lid-abstracts.txt” listing contained in the Internet-Drafts
Shadow Directories on ftp.is.co.za (Africa), ftp.nordu. net
(Northern Europe), ftp.nis.garr.it (Southern Europe), nunnari.oz.au
(Pacific Rim, ftp.ietf.org (US East Coast), or ftp.isi.edu (US
West Coast).

Abstract

Thi s docunent describes the problem and solution requirements for
the I Psec Policy Protocol.

1.0 Introduction
1.1 Security Policy and | PSEC

Net wor k- | ayer security now enjoys broad popularity as a tool for
protecting Internet traffic and resources. Security at the network
| ayer can be used as a tool for at |east two kinds of security
architecture:

a) Security gateways. Security gateways (including "firewalls") at
t he edges of networks use | PSEC to enforce access control, protect
the confidentiality and authenticity of network traffic entering
and |l eaving a network, and to provide gateway services for virtual
private networks (VPNs).

b) Secure end-to-end conmuni cation. Hosts use | PSEC to inplenent
host -1 evel access control, to protect the confidentiality and
authenticity of network traffic exchanged with the peer hosts with



whi ch they comunicate, and to join virtual private networKks.

On one hand, |1 PSEC provides an excellent basis for a very w de rage of
protection schenes; on the other hand, this w de range of applications
for | PSEC creates conpl ex managenment tasks that become especially
difficult as networks scale up and require different security
policies, controlled by different entities, for different kinds of
traffic in different parts of the network.

As organi zations depl oy security gateways, the Internet divides into
het er ogeneous regi ons that enforce different access and security
policies. Yet it is often still necessary for hosts to comuni cate
across the network boundaries controlled by several different
policies. The wi de range of choices of cryptographic paraneters (at
mul ti ple protocol |ayers) conplicates matters and introduces the need
to for hosts and security gateways to identify and negotiate a set of
security paraneters that neets each party’s requirenents. Even nore
conplexity arises as | PSEC becones the neans through which firewalls
enforce access control and VPN nenbership; two | PSEC endpoi nts that
want to establish a security association nust identify not only the
mut ual Iy acceptabl e cryptographic paraneters, but al so exactly what
ki nd of access the conbi ned security policy provides.

Whil e the negotiation of cryptographic and other security paraneters
for I PSEC security associations (SAs) is supported by key nanagenent
protocols (e.g., |SAKMP [RFC-2408]), the | PSEC key managenent | ayer
does not provide a schenme for nmanagi ng, negotiating and enforcing the
security policies under which SAs operate.

| PSP provides the franmework for managi ng | PSEC security policy,

negoti ating security association (SA) paraneters between | PSEC

endpoi nts, and distributing authorization and policy informtion anong
hosts that require the ability to conmunicate via | PSEC.

1.2 The I PSP Probl em Space

IPSP ainms to provide a scal able, decentralized franework for managi ng,
di scovering and negotiating the host and network | PSEC policies that
govern access, authorization, cryptographic nmechani sns,
confidentiality, data integrity, and other |IPSEC properties.

The central problemto solved by IPSP is that of controlling security
policy in a manner that is useful for the wi de range of |PSEC
applications and nodes of operation. |In particular

- I PSP hosts may be serve as | PSEC endpoints, security gateways,
net wor k management hubs, or a conbi nation of these functions.
| PSP wi I | manage end-users conputers (which may be fixed
wor kst ations controlled by a single organization or nobile | aptops
that require renote access to a corporate VPN), firewalls (which
provide different services and allow different |evels of access to
different classes of traffic and users), VPN routers (which
support links to other VPNs that might be controlled by a
different organization’ s network policy), web and other servers
(which might provide different services depending on where a
client request canme from, and so on

- I PSP adm nistration will be inherently heterogeneous and
decentralized. A basic feature of IPSEC is that two hosts can
establish a Security Association even though they m ght not share



a conmon security policy, or, indeed, trust one another at all.
This property of | PSEC beconmes even nore pronounced at the higher
| evel abstraction managed by | PSP

- The SA paraneters acceptable to any pair of hosts (operating under
different policies) will often not be specified in advance. |PSP
will often have to negotiate and di scover the nutually-acceptable
SA paraneters on-the-fly when two hosts attenpt to create a new SA

- Sone hosts will be governed by policies that are not directly
specified in the I PSP | anguage. For exanple, a host’s |PSEC
policy might be derived froma nore conprehensive higher-|ayer
security policy managed by sonme other system Sinilarly, sone
vendors ni ght devel op specialized (and proprietary) tools for
managi ng policy in their products. In such cases, it is
necessary to to derive an | PSP policy specification only for
those aspects of a host’s policy that involve interoperability
with other hosts running | PSP

- I PSP nust scale to support conplex policy adninistration schenes.
In even nodest-size networks, one adm nistrator must often contro
policy renotely, and nmust have the ability to change the policy
on many different hosts at the sane tinme. |In larger networks (or
t hose bel onging to | arge organi zations), a host’s policy mght be
governed by several different authorities (e.g. several different
departnents night have the authority to add users to a firewall or
open access to new services). Different parts of a policy m ght
be "owned" by different entities in a conplex hierarchy. |PSP
nmust provide a nechani smfor del egating specific kinds of
authority to specific entities.

- The semantics of | PSP nust be well defined, particularly with
respect to any security-critical aspects of the system

- I PSP nust be secure, sound, and conprehensible. 1t should be
possi ble to understand what an | PSP policy does; the difficulty of
under standi ng an | PSP policy should be sonmewhat proportional to
the conplexity of the problemit solves. It should also be
possi ble to have confidence that an I PSP policy does what it
clains to and that and I PSP inplenentation is correct;
architecturally, the security-critical parts of |IPSP should be
snmall and wel | -specified enough to allow verification of their
correct operation. ldeally, |IPSP should be conpatible with formal
nmet hods such as inplenmenting security policies with provable
properties.

2 Requirenents for | PSP
2.1 General Requirenents

An | PSP sol ution nust include

- Apolicy nodel with well-defined semantics that captures the
rel ati onship between | PSEC SAs and hi gher-1evel security policies

- A gateway di scovery nechanismthat allows hosts to discover
where to direct IPSEC traffic intended for a specific endpoint.

- A well-specified |anguage for describing host policies



A nmeans for distributing responsibility for different aspects of
policy to different entities

- A nechani smfor discovering the policy of a host

- A nechanismfor resolving the specific |IPSEC paraneters to be used
bet ween two hosts governed by different policies (and for
determ ni ng whet her any such paraneters exist)

and

- A well-specified mechani smfor checking for conpliance with a
host’s policy when SAs are created

The mechani snms used in | PSP nust not require any protocol

nodi fications in any of the |IPsec standards (ESP, AH, IKE). The
mechani snms nust be i ndependent of the SA-negotiation protocol, but nmay
assunme certain functionality fromsuch a protocol (this is to ensure
that future SA-negotiation protocols are not inconpatible with | PSP)

2.2 Description and Justification
2.2.1 Policy Model

A Policy Mddel defines the semantics of | Psec policy. Policy

speci fication, checking, and resolution should inplenment the semantics
defined in the nodel. The nodel should, however, be independent of
the specific policy distribution nechani smand policy discovery
schene, to the extent possible.

2.2.2 Gat eway Di scovery

The gateway di scovery nmechani sm may be i nvoked by any host or gateway.
Its goal is to determ ne what | PSEC gat eways exi st between the
initiator and the intended communicati on peer. The actual nechanism
enpl oyed nmay be used to piggyback information necessary by other
conponents of the IPSP architecture (e.g., policy discovery, as is
done in [SPP]). The discovery nechani smnay have to be invoked at any
time, independently of existing security associations or other

communi cati on, to detect topol ogy changes.

2.2.3 | PSP Language

In order to allow for policy discovery, conpliance checking, and

resol ution across a range of hosts, a common | anguage i s necessary in
which to express the policies of hosts that need to communicate with
one another. Statenents in this |anguage are the output of policy

di scovery, and provide the input to the policy resolution and
conmpl i ance checking systens. Note that a host’'s or network’s security
policy may be expressed in a vendor-specific way, but would be
translated to the common | anguage when it is to be managed by the | PSP
services

2.2.4 Distributed policy

As di scussed above, it nust be possible for all or part of a host’s
policy to be nmanaged renotely, possible by nore than one entity. This
is a basic requirenent for |arge-scale networks and systens.

2.2.5 Policy Discovery



A policy discovery nechani sm nust provide the essential infornmation
that two | PSEC endpoi nts can use to deternine what kinds of SAs are
possi bl e between one another. This is especially inportant for hosts
that are not controlled by the sane entity, and that m ght not
initially share any comon information about each other. Note that a
host need not reveal its entire security policy, only enough
information to support the SA resolution systemfor hosts that m ght
want to communicate with it.

2.2.6 SA Resol ution

Once two hosts have | earned enough about each other’s policies, it
must be possible (and conputationally feasible) to find an acceptabl e
set of SA paraneters that neets both host’s requirenents and will | ead
to the successful creation of a new SA

2.2.7 Conpliance Checking

When a host proposes the output of the SA resolution schenme, it nust
be checked for conpliance with the local security policy of each host.
The security and soundness of the SAs created by | PSP-managed

comruni cati on shoul d depend only on the correctness of the conpliance

checking stage. |In particular, the even if the SA resol ution schene
(which is likely to be conputationally and conceptually conpl ex)
produces an incorrect result, it should still not be possible to

violate the specified policy of either host.
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