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6.8.1  Authentication and key agreement of UMTS subscribers

6.8.1.1 General
For UMTS subscribers, authentication and key agreement will be performed as follows:
- UMTSAKA shall be applied when the user is attached to a UTRAN.

- UMTS AKA shall be applied when the user is attached to a GSM BSS, in case the user has R99+
ME capable of UMTS AKA and also the VLR/SGSN is R99+. In this case, the GSM cipher key Kc
is derived from the UMTS cipher/integrity keys CK and IK, by the VLR/SGSN on the network side
and by the USIM on the user side.

- GSM AKA shal be applied when the user is attached to a GSM BSS, in case the user has R98- ME
not capable of UMTS AKA .~In this case, the GSM user response SRES and the GSM cipher key
Kc are derived from the UMTS user response RES and the UMTS cipher/integrity keys CK and IK.
A R98- VLR/SGSN uses the stored Kc and SRES and a R99+ VLR/SGSN derives the SRES from
RES and K¢ from CK, IK.

NOTE: To operate within a R98- ME not capable of UMTS AKA, the USIM may support the SIM-
ME interface as defined in GSM 11.11, and support GSM AKA which provides the
corresponding GSM functionality for calculating SRES and K¢ based on the subscriber36
authentication key K and the 3G authentication agorithm implemented in the USIM. Dueto
the fact that the 3G authenti cation a gorithm only computes CK/IK and RES, conversion of
CK/IK to Kc shall be achieved by using the conversion function ¢3, and conversion of RES
to SRES by c2.

- GSM AKA shall be applied when the user is attached to a GSM BSS, in case the VLR/SGSN is
R98-. In this case, the USIM derives the GSM user response SRES and the GSM cipher key Kc
from the UMTS user response RES and the UMTS cipher/integrity keys CK, IK.

The execution of the UMTS (resp. GSM) AKA resultsin the establishment of aUMTS (resp. GSM)
security context between the user and the serving network domain to which the VLR/SGSN belongs. The
user needs to separately establish a security context with each serving network domain.

Figure 18 shows the different scenarios that can occur with UM TS subscribers using either R98- or R99+
ME in amixed network architecture.
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Figure 18: Authentication and key agreement of UMTS subscribers

Note that the UMTS parameters RAND, AUTN and RES are sent transparently through the UTRAN or
GSM BSS and that the GSM parameters RAND and SRES are sent transparently through the GSM BSS.

In case of a GSM BSS, ciphering is applied in the GSM BSS for services delivered viathe MSC/VLR, and
by the SGSN for services delivered viathe SGSN. In the latter case the GSM cipher key Kc is not sent to
the GSM BSS.

In case of aUTRAN, ciphering and integrity are always applied in the RNC, and the UMTS
cipher/integrity keys CK an IK are always sent to the RNC.

6.8.1.2 R99+ HLR/AuC

Upon receipt of an authentication data request from a R99+ VLR/SGSN for aUMTS subscriber, a R99+
HLR/AUC shall send quintets, generated as specified in 6.3.

Upon receipt of an authentication data request from a R98- VLR/SGSN for a UMTS subscriber, a R99+
HLR/AUC shall send triplets, derived from quintets using the following conversion functions:

a) cl: RAND[GSM] = RAND
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b) c2: SRES;gsw; = XRES*; xor XRES*, xor XRES* 5 xor XRES*4
c) ¢3: Kggsmy = CKy xor CK; xor 1K xor 1K,

whereby XRES* is 128 hitslong and XRES* = XRES if XRESis 128 bitslong and XRES* = XRES || 0...0
if XRES s shorter than 128 bits, XRES*; are all 32 bit long and XRES* = XRES*, || XRES*,, || XRES*; ||
XRES*,, CK; and IK; are both 64 bitslong and CK = CK, || CK, and IK = 1K || IK».

6.8.1.3 R99+ VLR/SGSN

The AKA procedure will depend on the terminal capabilities, as follows:

- UMTS subscriber with R99+ ME

Whenthe user-has R99+ME-A R99+ VLR/SGSN shall aways send a UMTS challenge (Rand And
AUTN) to a UMTS subscriber)JMFS-AKA-shal-beperformed using a quintet that is either:

a) retrieved from thelocal database,

b) provided by the HLR/AUC, or
¢) provided by the previoudly visited R99+ VLR/SGSN.
Note: Origindly all quintets are provided by the HLR/AuC.

When the ME is capable of the USIM-ME interface, UMTS AKA is performed and the VLR/SGSN
receives the UMTS response RES.

UMTS AKA resultsin the establishment of a UMTS security context; the UMTS cipher/integrity keys CK
and IK and the key set identifier KSI are stored in theVLR/SGSN.

When the user is attached to a UTRAN, the UMTS cipher/integrity keys are sent to the RNC, where the
cipher/integrity algorithms are allocated.

When the user is attached to a GSM BSS, UMTS AKA isfollowed by the derivation of the GSM cipher
key from the UMTS cipher/integrity keys. When the user receives service from an MSC/VLR, the derived
cipher key Kc isthen sent to the BSC (and forwarded to the BTS). When the user receives service from an
SGSN, the derived cipher key Kc is applied in the SGSN itself.

——When the ME is not capable of the USIM-ME interface, the AUTN isignored and GSM AKA is
performed. The VLR/SGSN receives the GSM response SRES.

A R99+ VLR/SGSN shall accept both the UMTS response RES (max. 128 hits) and the GSM response

SRES (32 bits).
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UMTS authentication and key freshness cannot be provided to UMTS subscriber with R98- ME or R99+
GSM only ME.

6.8.1.4 R99+ ME

Release 99+ ME that has UTRAN radio capability shall support the USIM-ME interface as specifiedin TS
31.102 [20].

Release 99+ ME that has no UTRAN radio capabilities may support the USIM-ME interface as specified in
TS31.102[20Q].

R99+ ME that supports the USIM-ME interface with aUSIM inserted and attached to a UTRAN shall only
participatein UMTS AKA and shall not participatein GSM AKA.

R99+ ME that supports the USIM-ME interface with a USIM inserted and attached to a GSM BSS shall
participatein UMTS AKA and may participatein GSM AKA. Participationin GSM AKA isrequired to
allow registration in aR98- VLR/SGSN.

R99+ ME that does not support the USIM-ME interface with a USIM inserted shall only participatein
GSM AKA

The execution of UMTS AKA resultsin the establishment of a UM TS security context; the UMTS
cipher/integrity keys CK and IK and the key set identifier KSI are passed to the ME. If the USIM supports
conversion function ¢3 and/or GSM AKA, the ME shall also receive a GSM cipher key Kc derived at the
USIM.

The execution of GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key
K¢ and the cipher key sequence number CKSN are stored in the ME.
6.8.1.5 USIM

The USIM shall support UMTS AKA and may support backwards compatibility with the GSM system,
which consists of:

Feature 1: GSM cipher key derivation (conversion function c3) to access GSM BSS attached to a
R99+ VLR/SGSN using a dua-mode R99+ ME;

Feature 2: GSM AKA to accessthe GSM BSS attached to a R98- VLR/SGSN or when using
R98- ME_or R99+ GSM only ME without USIM/ME Interface.:

Feature 3: SIM-ME interface (GSM 11.11) to operate within R98- ME or R99+ GSM only ME
without USIM/ME Interface.

When the ME provides the USIM with RAND and AUTN, UMTS AKA shall be executed. If the
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verification of AUTN is successful, the USIM shall respond with the UMTS user response RES and the
UMTS cipher/integrity keys CK and IK. The USIM shall store CK and IK as current security context data.
If the USIM supports access to GSM cipher key derivation (feature 1), the USIM shall also derive the GSM
cipher key Kc from the UMTS cipher/integrity keys CK and IK using conversion function ¢3 and send the
derived Kc to the R99+ ME. In case the verification of AUTN is not successful, the USIM shall respond
with an appropriate error indication to the R99+ ME.

When the ME provides the USIM with only RAND, and the USIM supports GSM AKA (Feature 2), GSM
AKA shall be executed. The USIM first computes the UMTS user response RES and the UMTS
cipher/integrity keys CK and IK. The USIM then derives the GSM user response SRES and the GSM
cipher key Kc using the conversion functions c2 and c3. The USIM then stores the GSM cipher key Kc as
the current security context and sends the GSM user response SRES and the GSM cipher key Kc to the
ME.

In case the USIM does not support GSM cipher key derivation (Feature 1) or GSM AKA (Feature 2), the
R99+ ME shall beinformed. A USIM that does not support GSM cipher key derivation (Feature 1) cannot
operatein any GSM BSS. A USIM that does not support GSM AKA (Feature 2) cannot operate under a
R98- VLR/SGSN or inaR98- ME or in aR99+ GSM only ME without USIM/ME interface.-

6.8.2  Authentication and key agreement for GSM subscribers

6.8.2.1 General
For GSM subscribers, GSM AKA shall always be used.

The execution of the GSM AKA resultsin the establishment of a GSM security context between the user
and the serving network domain to which the VLR/SGSN belongs. The user needs to separately establish a
security context with each serving network domain.

WheninaUTRAN, the UMTS cipher/integrity keys CK and IK are derived from the GSM cipher key Kc
by the ME and the VLR/SGSN, both R99+ entities.

Figure 19 shows the different scenarios that can occur with GSM subscribers using either R98- or R99+
ME in amixed network architecture.
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Figure 19: Authentication and key agreement for GSM subscribers

Note that the GSM parameters RAND and RES are sent transparently through the UTRAN or GSM BSS.

In case of aGSM BSS, ciphering is applied in the GSM BSS for services delivered viathe MSC/VLR, and
by the SGSN for services delivered viathe SGSN. In the latter case the GSM cipher key Kc is not sent to
the GSM BSS.

In case of aUTRAN, ciphering is always applied in the RNC, and the UMTS cipher/integrity keys CK an
IK are dways sent to the RNC.

6.8.2.2 R99+ HLR/AuC

Upon receipt of an authentication data request for a GSM subscriber, a R99+ HLR/AuC shall send triplets
generated as specified in GSM 03.20.

6.8.2.3 VLR/SGSN
The R99+ VLR/SGSN shall perform GSM AKA using atriplet that is either:

a) retrieved from thelocal database,
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b) provided by the HLR/AUC, or
¢) provided by the previoudy visited VLR/SGSN.
NOTE: All triplets are originally provided by the HLR/AuC.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher
key sequence number CKSN are stored in the VLR/SGSN.

When the user is attached to a UTRAN, the R99+ VLR/SGSN derives the UMTS cipher/integrity keys
from the GSM cipher key using the following conversion functions:

a) c4. CK[UMTS] =Kc ” Kc;
b) c5: IKumtg = Key xor K, || Ke || Key xor Kc,;
whereby in c5, K¢; are both 32 bitslong and Kc = K¢, || Kc,.

The UMTS cipher/integrity keys are then sent to the RNC where the ciphering and integrity algorithms are
allocated.

When the user is attached to a GSM BSS and the user receives service from an MSC/VLR, the cipher key
Kcissent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the
cipher key Kcisappliedin the SGSN itself.

6.8.2.4 R99+ ME
R99+ ME with a SIM inserted, shall participate only in GSM AKA.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher
key sequence number CKSN are stored in the ME.

When the user is attached to aUTRAN, R99+ ME shall derive the UMTS cipher/integrity keys CK and IK
from the GSM cipher key Kc using the conversion functions ¢4 and c5.

6.8.3 Distribution and use of authentication data between
VLRs/SGSNs

The distribution of authentication data (unused authentication vectors and/or current security context data)
between R99+ VL Rs/SGSNs of the same service network domain is performed according to chapter 6.3.4.
The following four cases are distinguished related to the distribution of authentication data between
VLRS/SGSNs (of the same or different releases). Conditions for the distribution of such dataand for its use
when received at VLRN/SGSNn are indicated for each case:

a) R99+ VLR/SGSN to R99+ VLR/SGSN

UMTS and GSM authentication vectors can be distributed between R99+ VLRs/SGSNs. Note that
originally all authentication vectors (quintuplets for UMTS subscribers and triplets for GSM
subscribers) are provided by the HLR/AuC.

Current security context data can be distributed between R99+ VLRs/SGSNs. VLRn/SGSNn shall
not use current security context data received from VLRo/SGSNo to authenticate the subscriber
using loca authentication in the following cases:

i) Security context to be established at VLRN/SGSNn requires a different set of keys than the one
currently in use at VLRo/SGSNo. This change of security context is caused by a change of ME
release (R'99 ME € R'98 ME) when the user registers at VLRn/SGSNn.
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b)

d)

i) Authentication data from VLRo includes Kc+CK SN but no unused AV's and the subscriber has a
R'99 ME (under GSM BSS or UTRAN). In this situation, VLRn have no indication of whether
the subscriber is GSM or UMTS and it is not able to decide whether Kc received can be used (in
case the subscriber were a GSM subscriber).

In these two cases, received current security context data shall be discarded and anew AKA
procedure shall be performed.

R98- VLR/SGSN to R98- VLR/SGSN

Only triplets can be distributed between R98- VLRS/'SGSNs. Note that originally for GSM
subscribers, triplets are generated by HLR/AuC and for UMTS subscribers, they are derived from
UMTS authentication vectors by R99+ HLR/AuC. UMTS AKA is not supported and only GSM
security context can be established by a R98- VLR/SGSN.

R98- VLRs are not prepared to distribute current security context data.

Since only GSM security context can be established under R98- SGSNs, security context data can
be distributed and used between R98- SGSNs.

R99+ VLR/SGSN to R98- VLR/SGSN

R99+ VLR/SGSN can distribute to anew R98- VLR/SGSN triplets originally provided by
HLR/AuC for GSM subscribers or can derive triplets from stored quintuplets originally provided by
R99+ HLR/AUC for UMTS subscribers. Note that R98- VLR/SGSN can only establish GSM
security context.

R99+ VLRs shall not distribute current security context datato R98- VLRs.

Since R98- SGSNs are only prepared to handle GSM security context data, R99+ SGSNs shall only
distribute GSM security context data (Kc, CKSN) to R98- SGSNs.

R98- VLR/SGSN to R99+ VLR/SGSN.

In order to not establish a GSM security context for a UMTS subscriber, triplets provided by a R98-
VLR/SGSN can only be used by a R99+ VLR/SGSN to establish a GSM security context under
GSM-BSS with aR98- ME.

In al other cases, R99+ VLR/SGSN shall request fresh AVs (either triplets or quintuplets) to HE. In
the event, the R99+ VLR/SGSN receives quintuplets, it shall discard the triplets provided by the
R98- VLR/SGSN.

R98- VLRs are not prepared to distribute current security context data.

R98- SGSNs can distribute GSM security context data only. The use of thisinformation at R99+
SGSNn shall be performed according to the conditions stated in a).

6.8.4 Intersystem handover for CS Services — from UTRAN to

GSM BSS

If ciphering has been started when an intersystem handover occurs from UTRAN to GSM BSS, the
necessary information (e.g. Kc, supported/allowed GSM ciphering algorithms) is transmitted within the
system infrastructure before the actual handover is executed to enable the communication to proceed from
the old RNC to the new GSM BSS, and to continue the communication in ciphered mode. The RNC
requests the MSto send the MS Classmark, which includes information on the GSM ciphering algorithm
capabilities of the MS. The intersystem handover will imply a change of ciphering algorithm from a UEA
toaGSM A5. The GSM BSS includes the selected GSM ciphering mode in the handover command
message sent to the M S viathe RNC.
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The integrity protection of signalling messages is stopped at handover to GSM BSS.

The highest hyperframe number value reached for all signalling and user data bearers during the RRC
connection shall be stored in the ME/USIM at handover to GSM BSS.

6.8.4.1 UMTS security context

A UMTS security context in UTRAN is only established for aUMTS subscriber with a R99+ ME that
supports the USIM/ME interface. At the network side, three cases are distinguished:

a) In caseof ahandover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derivesthe
GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion
function ¢3) and sends K ¢ to the target BSC (which forwards it to the BTS).

b) In case of ahandover to a GSM BSS controlled by other R98- MSC/VLR, theinitid MSC/VLR
derivesthe GSM cipher key from the stored UMTS cipher/integrity keys (using the conversion
function ¢3) and sendsit to the target BSC viathe new MSC/VLR controlling the BSC. The initia
M SC/V LR remains the anchor point throughout the service.

¢) Incaseof ahandover to a GSM BSS controlled by another R99+ MSC/VLR, theinitial MSC/VLR
sends the stored UMTS cipher/integrity keys CK and IK to the new MSC/VLR. Theinitial
MSC/VLR aso derives K¢ and sends it to the new MSC/VLR. The new MSC/VLR store the keys
and sends the received GSM cipher key Kc to the target BSC (which forwards it to the BTS). The
initiadl MSC/VLR remains the anchor point throughout the service.

At the user side, in either case, the ME applies the derived GSM cipher key Kc received from the USIM
during the last UMTS AKA procedure.

6.8.4.2 GSM security context

A GSM security context in UTRAN is only established for a GSM subscribers with a R99+ ME. At the
network side, two cases are distinguished:

a) In caseof ahandover to aGSM BSS controlled by the same MSC/VLR, the MSC/VLR sends the
stored GSM cipher key Kc to the target BSC (which forwardsit to the BTS).

b) In case of ahandover to a GSM BSS controlled by another MSC/VLR (R99+ or R98-), theinitia
MSC/VLR sends the stored GSM cipher key Kc to the BSC via the new MSC/VLR controlling the
target BSC. Theinitial MSC/V LR remains the anchor point throughout the service.

If the non-anchor MSC/VLR is R99+, then the anchor MSC/VLR also derives and sends to the non-
anchor MSC/VLR the UMTS cipher/integrity keys CK and IK. The non-anchor MSC/VLR stores all
keys. Thisisdone to alow subsequent handovers in a non-anchor R99+ MSC/VLR.

At the user side, in either case, the ME applies the stored GSM cipher key Kc.

6.8.5 Intersystem handover for CS Services — from GSM BSS to
UTRAN

If ciphering has been started when an intersystem handover occurs from GSM BSSto UTRAN, the
necessary information (e.g. CK, IK, initid HFN value information, supported/allowed UMTS al gorithms)
is transmitted within the system infrastructure before the actual handover is executed to enable the
communication to proceed from the old GSM BSS to the new RNC, and to continue the communication in
ciphered mode. The GSM BSS requests the MSto send the UMTS capability information, which includes
information on theinitial HFN and UMTS security capabilities of the MS. The intersystem handover will
imply a change of ciphering algorithm from aGSM A5 to aUEA. Thetarget UMTS RNC includes the
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selected UMTS ciphering mode in the handover to UTRAN command message sent to the M S viathe GSM
BSS.

The integrity protection of signalling messages shall be started immediately after that the intersystem
handover from GSM BSSto UTRAN is completed. The Serving RNC will do this by initiating the RRC
security mode control procedure when the first RRC message (i.e. the Handover to UTRAN complete
message) has been received from the MS. The UE security capability information, that has been sent from
MSto RNC viathe GSM radio access and the system infrastructure before the actual handover execution,
will then be included in the RRC Security mode command message sent to MS and then verified by the MS
(i.e. verified that it is equal to the UE security capability information stored in the MS)

6.8.5.1 UMTS security context

A UMTS security context in GSM BSSis only established for UMTS subscribers with R99+ ME that
support USIM/ME interface under GSM BSS controlled by a R99+ VLR/SGSN. At the network side, two
cases are distinguished:

a) Incaseof ahandover to aUTRAN controlled by the ssme MSC/VLR, the stored UMTS
cipher/integrity keys CK and IK are sent to the target RNC.

b) In case of ahandover to aUTRAN controlled by another MSC/VLR, theinitial MSC/VLR sends the
stored UMTS cipher/integrity keys CK and IK to the new RNC viathe new MSC/VLR that controls
the target RNC. Theinitial MSC/V LR remains the anchor point for throughout the service.

The anchor MSC/VLR aso derives and sends to the non-anchor MSC/VLR the GSM cipher key Kc.
The non-anchor MSC/VLR stores al keys. Thisisdone to allow subsequent handoversin a non-
anchor R99+ MSC/VLR.

At the user side, in either case, the ME appliesthe stored UMTS cipher/integrity keys CK and IK.

6.8.5.2 GSM security context

Handover from GSM BSSto UTRAN with a GSM security context is only possible for aGSM subscriber
with a R99+ ME. At the network side, two cases are distinguished:

a) In caseof ahandover to aUTRAN controlled by the same MSC/VLR, UMTS cipher/integrity keys
CK and IK are derived from the stored GSM cipher key Kc (using the conversion functions ¢4 and
¢5) and sent to the target RNC.

b) In case of ahandover to aUTRAN controlled by another MSC/VLR, theinitial MSC/VLR (R99+ or
R98-) sends the stored GSM cipher key Kc to the new MSC/VLR controlling the target RNC. That
MSC/VLR derives UMTS cipher/integrity keys CK and IK which are then forwarded to the target
RNC. Theinitial MSC/VLR remains the anchor point for throughout the service.

At the user side, in either case, the ME derives the UMTS cipher/integrity keys CK and IK from the stored
GSM cipher key Kc (using the conversion functions ¢4 and ¢5) and applies them.

6.8.6 Intersystem change for PS Services — from UTRAN to GSM
BSS

6.8.6.1 UMTS security context

A UMTS security context in UTRAN is only established for UMTS subscribers. At the network side, three
cases are distinguished:

a) Incaseof anintersystem change to a GSM BSS controlled by the same SGSN, the SGSN derives



3GPP TS 33.102 V3.6.0 (2000-10) 54

the GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the
conversion function ¢3) and appliesit.

b) In case of anintersystem change to a GSM BSS controlled by another R99+ SGSN, the initial
SGSN sends the stored UMTS cipher/integrity keys CK and IK to the new SGSN. The new SGSN
stores the keys, derives the GSM cipher key Kc and applies the latter. The new SGSN becomes the
new anchor point for the service.

¢) Incaseof anintersystem changeto a GSM BSS controlled by a R98- SGSN, theinitial SGSN
derives the GSM cipher key K¢ and sends the GSM cipher key Kc to the new SGSN. The new
SGSN stores the GSM cipher key Kc and appliesit. The new SGSN becomes the new anchor point
for the service.

At theuser side, in all cases, the ME applies the derived GSM cipher key K¢ received from the USIM
during thelast UMTS AKA procedure.
6.8.6.2 GSM security context

A GSM security context in UTRAN is only established for GSM subscribers. At the network side, two
cases are distinguished:

a) Incaseof anintersystem changeto a GSM BSS controlled by the same SGSN, the SGSN startsto
apply the stored GSM cipher key Kc.

b) In case of anintersystem changeto a GSM BSS controlled by another SGSN, the initial SGSN
sends the stored GSM cipher key K¢ to the (new) SGSN controlling the BSC. The new SGSN stores
the key and appliesit. The new SGSN becomes the new anchor point for the service.

At the user side, in both cases, the ME applies the GSM cipher key Kc that is stored.

6.8.7 Intersystem change for PS services — from GSM BSS to
UTRAN

6.8.7.1 UMTS security context

A UMTS security context in GSM BSSis only established for UMTS subscribers with R99+ ME that
support USIM/ME interface connected to a R99+ VLR/SGSN. At the network side, two cases are
distinguished:

a) Incaseof anintersystem changeto a UTRAN controlled by the same SGSN, the stored UMTS
cipher/integrity keys CK and IK are sent to the target RNC.

b) Incase of an intersystem change to a UTRAN controlled by another SGSN, the initial SGSN sends
the stored UMTS cipher/integrity keys CK and IK to the (new) SGSN controlling the target RNC.
The new SGSN becomes the new anchor point for the service. The new SGSN then stores the
UMTS cipher/integrity keys CK and IK and sends them to the target RNC.

At the user side, in both cases, the ME applies the stored UMTS cipher/integrity keys CK and IK.

6.8.7.2 GSM security context
A GSM security context in GSM BSS can be either:
- Established for a UM TS subscriber
A GSM security context for aUMTS subscriber is established in case the user has a R98- ME or
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R99+ GSM only M E without USIM/ME interface, where intersystem change to UTRAN is not
possible, or in case the user has a R99+ ME but the SGSN is R98-, where intersystem change to
UTRAN implies a change to a R99+ SGSN.

Asresult, in case of intersystem change to a UTRAN controlled by another R99+ SGSN, the initia
R98- SGSN sends the stored GSM cipher key Kc to the new SGSN controlling the target RNC.

Since the new R99+ SGSN has no indication of whether the subscriber is GSM or UMTS, a R99+
SGSN shall perform anew UMTS AKA when receiving Kc from a R98- SGSN. A UMTS security
context using fresh quintuplets is then established between the R99+ SGSN and the USIM. The new
SGSN becomes the new anchor point for the service.

At the user side, new keys shall be agreed during the new UMTS AKA initiated by the R99+ SGSN.
- Established for a GSM subscriber

Handover from GSM BSS to UTRAN for GSM subscriber is only possible with R99+ ME. At the
network side, three cases are distinguished:

a) Incaseof anintersystem change to a UTRAN controlled by the same SGSN, the SGSN derives
UMTS cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the
conversion functions ¢4 and c5) and sends them to the target RNC.

b) In case of an intersystem change from a R99+ SGSN to a UTRAN controlled by another SGSN,
theinitiadl SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the target
RNC. The new SGSN becomes the new anchor point for the service. The new SGSN stores the
GSM cipher key Kc and derives the UMTS cipher/integrity keys CK and IK which are then
forwarded to the target RNC.

c) Incaseof anintersystem change from an R98-SGSN to a UTRAN controlled by another SGSN,
theinitiadl SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the target
RNC. The new SGSN becomes the new anchor point for the service. To ensure use of UMTS
keys for a possible UMTS subscriber (superfluous in this case), a R99+ SGSN will perform a
new AKA when a R99+ ME is coming from a R98-SGSN.

At the user side, in all cases, the ME derivesthe UMTS cipher/integrity keys CK and IK from the stored
GSM cipher key K¢ (using the conversion functions ¢4 and ¢5) and applies them. In case c) these keys will
be over-written with anew CK, IK pair due to the new AKA.



