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6.4.7 Signalling procedure for periodic local authentication 

The following procedure is used by the RNC to periodically perform a local authentication. At the same time, the 
amount of data sent during the RRC connection is periodically checked by the RNC and the UEME. The RNC is 
monitoring the COUNT-C and COUNT-I value associated to each radio bearer. The procedure is triggered whenever 
any of these values reaches a critical checking value. The granularity of these checking values and the values themselves 
are defined by the visited network. All messages in the procedure are integrity protected. 

 

UE RNC

1. Counter Check

2. Counter Check
Response

3. (in the case of unacceptable
difference:) Release RRC
connection

UE RNC

1. Counter Check message

2. Counter OK or Counter
Check Response

3. (in the case of Counter Check
Response:) Counter OK or
release connection

 

Figure 15a: RNC periodic local authentication procedure 

1. When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is 
changed), a Counter Check message is sent by the RNC. The Counter Check message contains the most 
significant parts of the COUNT-Ccounter values (which reflect amount of data sent and received) from each 
active radio bearer. 

2. If the number of radio bearers using UM or AM RLC mode or any of the COUNT-C MSB values is different, the 
mismatched COUNT-C values shall be included in the Counter Check Response message. The UE sends the Counter 
Check Response message to the RNC. 

The counter values in the Counter Check message are checked by ME and if they agree with the current status in the 
ME, a ’Counter OK’ message is returned to the RNC. If there is a difference between the counter values in the ME 
and the values indicated in the Counter Check message, the ME sends a Counter Check response to the RNC. The 
form of this message is similar to the Counter Check message. 

 

3. In case the RNC receives the ’Counter OK’ message the procedure is completed. In case the RNC receives the 
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Counter Check response it compares the counter values indicated in it to counter values in the RNC. If there is no 
difference or if the difference is acceptable then the RNC completes the procedure by sending the ’Counter OK’ 
message. Otherwise, the connection is released. If the RNC receives a Counter Check Response message that does not 
contain any COUNT-C values, the procedure ends. 

If the RNC receives a Counter Check Response message that contains one or several COUNT-C values, it should 
compare the COUNT-C values in the message to the COUNT-C values which were used in forming the Counter Check 
message. 

If there is no difference or if the difference is acceptable, the procedure ends. If there is a difference that is not 
acceptable, the RNC should initiate the release of the RRC connection. 

If there is no Counter Check Response, the RNC should initiate the release of the RRC connection.  

 

 


