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Proposal

This document proposes to introduce optional network element to network element (NE-NE) core network security using IPsec. This is in addition to network to network security provided at the edge of the network. The reasons for giving this option are:

· Increased granularity of security services.

· Provides end-to-end inter-network signalling security.

AH (that is, message authentication without encryption) can be used to protect the internal network from malicious modification, insertion and replay of messages. If end to end encryption is desired, then ESP can be used.

The architecture proposed to do this is the architecture to maintain full IPsec security services in the 3 layer key distribution architecture. This was introduced in Tdoc412 (attached). Briefly, KACs negotiate IPsec SAs at Layer I and then distribute them to the appropriate NEsat Layer II. The NEs can then communicate using these SAs.

The mechanism is primarily intended for securing GTP messages but can be used for any messages sent over IP.

