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Introduction

The following is a proposed update of the WI on network domain security. As announced on the S3 mailing list there are some minor changes:

· Changing the name of the WI from Core Network Security to Network Domain Security. The motivation is mainly to make it clear that the Iu-interface properly belongs to this WI, and it was though that the new name better reflects this. 

· It has been further clarified that this WI covers the Iu-interface. The motivation here is to include all interfaces where CK/IK is transported. Strictly speaking, this also means that the Iur-interface must be protected (as far as I understand it, RNC's exchange keys over Iur during handover). 

· The rapporteur name has been changed according to the decision made at SA3#15

Since the changes are minimal I have not included revision marking to the main text. The change in the time plan is marked. 

Decisions to be made 

CAP security?

S3 is asked to make a decision on whether or not we shall try to secure CAP. This far nobody has actually produced any input on either requirements or feasibility of securing CAP. According to our time plan we should by now be ready to specify CAP security. Given this, S3 is asked to reconsider:

a) Should we still include CAP, but with revised time plan?

b) Should we remove CAP from the time plan?

Security for the A-interface?

S3 should also consider whether it is a good idea to try to retrofit security for the A interface. The A-interface is based on SS7 and a solution should probably be found on the application level (BSSAP). If the main purpose is to protect the key Kc, it will be enough to provide confidentiality for the BSSMAP information element ENCRYPTION INFORMATION (which contains Kc), but if generic security is required a lot of work is required here.

a) Shall we exclude the A-interface from this WI?

b) Shall we limit our scope to only protect the key transfer?

c) Shall we try to secure the A-interface (BSSAP) on the same level as we do for MAP?
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