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1 Introduction

The scope of this contribution is to start a discussion regarding the basic principles on which the “complete” solution, used to secure core network communications, should be based.

With the introduction of IP based transport to most, if not all, interfaces of the 3GPP specified network reference model follows new vulnerabilities of the network as well as new potential threats directed towards the network from outside. Instead of building, and managing, their own “private” transport networks, operators have a possibility to rent the transport capacity required between any two nodes of the reference model from virtually any ISP. Similarly also inter-network communications should not be considered unlikely to exploit the already existing transport network commonly known as Internet.

The most obvious security issue with such a view is that virtually any network connection could, in some sense, be considered “publicly” accessible and thus possible to exploit not only with the purpose of eavesdropping and fraud, but also with the purpose to attack the very business or reputation of the operator by means of e.g. hi-jacking, halting or in other ways disturbing the packet flow over such a connection.

This contribution discuss a basic architecture designed to support protected inter-network communications considering a scenario like the one described above. The very same principles might be applied, though, also for connections between e.g. two geographically separated sites within the same network. 

The Security Architecture

When IP based transport is introduced to the cellular networks one could say that the network concept shifts from being a telecom centric one to a more datacom centric concept. The telecom network concept comprises fairly “private” networks initially built and maintained by a limited number of national telcos with their own infrastructure. In such a network based on timeslots or “fixed” communication lines (such as e.g. leased lines or AMT VPCs) it is relatively easy to employ strict access control.

The datacom centric concept, on the other hand, is to much bigger extent built on available, often fairly “public”, transport. In such a network there is no way to distinguish one packet from another unless special care has been taken during the design of the network. Furthermore it was once designed to autonomously find a viable communication path between two points of the network, which makes it much more difficult to force the packet flow through special point where e.g. access policy can be enforced.

When designing the security architecture for this “new” type of cellular network, it is wise to base it on the already existing knowledge from the datacom industry of today. The cellular network can from a security point of view be considered analogue to a corporate intranet. The entrance point of today’s corporate networks typically consist of an “air-gap” architecture with logically two firewalls creating a so called demilitarized zone, DMZ, between them. In this zone are resources required to be accessible from outside placed. In the corporate datacom world such resources typically includes e.g. a web-server and a mail-server.

We envision a DMZ based entrance point also in the security architecture of the new IP based cellular networks. In this DMZ should typically resources like e.g. KACs, NATs, DNSes, I-CSCFs and other types of proxies be placed.
In order to get a simpler architecture we propose to introduce a new entity, the Security Gateway, SGW.
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Fig. 1 An example security architecture

This SGW should be seen upon as a new node placed on the boarder of the network with the task to enforce the security policy of the network. Typical responsibility/functionality of the SGW would thus include:

· Negotiation, establishment and maintenance of the security relationships (Security Associations, SAs) with other networks, represented by their respective SGW, by usage of IKE. 

· Establishment and maintenance of the secured IP tunnels that realizes the negotiated SAs between two networks. 
We propose IPsec to be used for this purpose.

· Establishment and maintenance of other more optimal paths for certain packets flows as allowed by the security policy of the operator in question, e.g. packets from a subscriber desiring a raw, “open” and direct connection to Internet could be tunneled directly between the two firewalls as indicated by the green line in the figure above.

Note that the SGW, as opposed to the previously introduced KAC (see e.g. T-Doc S3-000432), is able to maintain several different SAs where each is taylored for a certain type of packet flow, i.e. MAP could use a separate SA in respect to GTP-C.

Since the SGW internally handles all data in clear, i.e. unless the traffic is truly end-to-end encrypted, this would be a natural point to also locate functionality necessary to support eventual Lawful Interception requirements.

2 Conclusions

We believe that the security architecture presented in this contribution including the introdcution of a DMZ together with the proposed new entity, the SGW, comes with several important benefits, such as:

· The security strategy regarding the intra-network connections remains clearly separated from the inter-network security strategy. This allows an operator to independantly choose his/her own security strategy for the internal network, while still maintaining inter-operability with e.g. roaming partners by adopting the proposed architecture for the inter-network communications.

· Many “original” network elements/nodes can be leveraged from the processing burden and complex functionality imposed by many security functions and procedures, such as encryption, decryption, authentication etc.

· Due to the network-to-network approach of the architecture, as opposed to a generic node-to-node approach, the total number of required keys to manage decrease significantly, which allows for an operator to start off with a simple pre-shared keys strategy and wait with the deployment of PKI till a later stage.

· The point for key management as well as policy enforcement in this architecture is centralized, i.e. in the SGW(s),  which makes operation and maintenance easier to handle.

· The proposed security architecture can be seen as a natural migration from the architecture presented in the key management solution for MAP as proposed by Ericsson (see T-Doc S3-000432), which ensures the ability to still employ node-to-node security in cases where this would be prefered.

We encourage the S3 delegates to review and comment this proposal especially with respect paid to scalability, service transparancy, migration and maintenance issues.
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