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1 Introduction

This document is the result of a review of TS 24.008. Most of the security is well-implemented but there are some incosistencies and some open issues, which are listed below. On the following pages the relevant clauses of TS 24.008 are presented as well as suggested changes.

2 Inconsistencies

1. In TS 33.102 the parameter AUTN has a fixed length of 16 octets (6 octets for SQN, 2 octets for AMF and 8 octets for MAC-A), in TS 24.008 the parameter AUTN has a variable length of 14 to 18 octets. This is due to the late decision of SA-3 to fix the length of SQN, a change that has not been carried out in TS 24.008.

2. In TS 33.102 the re-synchronisation parameter AUTS has a fixed length of 14 octets (6 octets for SQN-MS, 8 octets for MAC-S), in TS 24.008 the parameter AUTS has a variable length of 12 to 16 octets. This is again due to the late decision of SA-3 to fix the length of SQN, a change that has not been carried out in TS 24.008.

3. In TS 33.102 the derivation of a GSM cipher key when UMTS AKA is executed is optional, in TS 24.008 it is considered mandatory. 

4. In TS 33.102 the authentication failure message indicating a MAC failure does not contain a parameter, in TS 24.008 it does.

5. In TS 33.102 the authentication failure message indicating a sync failure contain the parameter AUTS, in TS 24.008 it carries "parameters".

6. TS 33.102 specifies that while the VLR or SGSN waits for an authentication response, no further authentica​tion requests must be sent out. There is no mention of that in TS 24.008.

7. TS 33.102 specifies that quintets must be deleted after use and must never be re-used. There is no mention of that in TS 24.008. On the contrary, for the PS domain it is described that the authentication and ciphering command can be repeated several times after time-out. Surprisingly, for the CS domain no such repetition is foreseen. The repetition in the PS domain may lead to unnecessary re-synchronisation procedures.

8. TS 33.102 specifies that the VLR or SGSN must delete all quintets in storage at the receipt of new quintets after the MS signalled a synchronisation failure. There is no mention of that in TS 24.008.

3 Open issues

9. TS 24.008 does not specify what the VLR or SGSN should do when the MS rejects a UMTS authentication token indicating a MAC failure. 

10. TS 24.008 does not fully specify what the VLR or SGSN should do when the MS indicates a synchronisation failure to the network.

