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The change in this contribution is based on NESASG input. 
* * * The first Change * * * *

4.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements in clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU by changing the gNB to gNB-CU for the entity under test in the test cases and with the below change to threat references and in some cases small changes specific to the gNB-CU:

4.2.2.1.1
Integrity protection of RRC-signalling


Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.2
Integrity protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.4
RRC integrity check failure


Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.5
UP integrity check failure


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.6
Ciphering of RRC-signalling


Threat References: TR 33.926 [4], clause R.2.2.1 – Control plane data confidentiality protection.

4.2.2.1.7
Ciphering of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.3 – User plane data confidentiality protection at gNB.

4.2.2.1.8
Replay protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.

4.2.2.1.9
Replay protection of RRC-signalling

Threat References: TR 33.926 [4], clause R.2.2.2 – Control plane data integrity protection.

4.2.2.1.10
Ciphering of user data based on the security policy sent by the SMF


Threat References: TR 33.926 [4], clause R.2.2.8 – Security Policy Enforcement.

4.2.2.1.11
Integrity of user data based on the security policy sent by the SMF


Threat References: TR 33.926 [4], clause R.2.2.8 – Security Policy Enforcement.

4.2.2.1.12
AS algorithms selection


Threat References: TR 33.926 [4], clause R.2.2.5 – AS algorithm selection and use.

4.2.2.1.13
Key refresh at the gNB


Threat References: TR 33.926 [4], clause R.2.2.7 – Key Reuse.

4.2.2.1.14
Bidding down prevention in Xn-handovers


Threat References: TR 33.926 [4], clause R.2.2.6 – Bidding Down on Xn-Handover.
4.2.2.1.15
AS protection algorithm selection in gNB change


Threat References: TR 33.926 [4], clause R.2.2.5 – AS algorithm selection and use.

4.2.2.1.18
Key update at the gNB on dual connectivity


Threat References: TR 33.926 [4], clause R.2.2.7 – Key Reuse.

4.2.2.1.19
UP security activation in Inactive scenario

Threat Reference: TR 33.926 [4], clause R.2.2.9 – State transition from inactive state to connected state.
4.2.2.1.22
Checking expiry certificate

Threat Reference
: TR 33.926 [4], clause R.2.2.. 11 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking

Threat Reference
: TR 33.926 [4], clause R.2.2. 10 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU are AMF, SEG/UPF, gNB and gNB-DU, and N2, N3, Xn and F1 interfaces respectively.
* * * The second change * * * *

5.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements from clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU-CP by changing the gNB to gNB-CU-CP for the entity under test in the test cases and with the below changes of threat reference and in some cases small changes specific to the gNB-CU-CP: 

4.2.2.1.1
Integrity protection of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.4
RRC integrity check failure


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.6
Ciphering of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.1 – Control plane data confidentiality protection.

4.2.2.1.9
Replay protection of RRC-signalling


Threat References: TR 33.926 [4], clause S.2.2.2 – Control plane data integrity protection.

4.2.2.1.12
AS algorithms selection


Threat References: TR 33.926 [4], clause S.2.2.3 – AS algorithm selection and use.

4.2.2.1.13
Key refresh at the gNB


Threat References: TR 33.926 [4], clause S.2.2.5 – Key Reuse.

4.2.2.1.14
Bidding down prevention in Xn-handovers


Threat References: TR 33.926 [4], clause S.2.2.4 – Bidding Down on Xn-Handover.
4.2.2.1.15
AS protection algorithm selection in gNB change


Threat References: TR 33.926 [4], clause S.2.2.3 – AS algorithm selection and use.

4.2.2.1.18
Key update at the gNB on dual connectivity


Threat References: TR 33.926 [4], clause S.2.2.5 – Key Reuse.

4.2.2.1.19
UP security activation in Inactive scenario


Threat Reference: TR 33.926 [4], clause S.2.2.7 – State transition from inactive state to connected state.
4.2.2.1.22
Checking expiry certificate


Threat Reference: TR 33.926 [4], clause S.2.2.9 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking


Threat Reference: TR 33.926 [4], clause S.2.2.8 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU-CP are AMF, gNB, gNB-CU-UP and gNB-DU, and N2, Xn, E1 and F1 interfaces respectively.
* * * The third change * * * *

6.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements from clause 4.2.2.1 of TS 33.511 [6] apply to the gNB-CU-UP by changing the gNB to gNB-CU-UP for the entity under test in the test cases and with the below changes of threat reference and in some cases small changes specific to the gNB-CU-UP: 

4.2.2.1.5
UP integrity check failure


Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.

4.2.2.1.8
Replay protection of user data between the UE and the gNB


Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.
4.2.2.1.22
Checking expiry certificate


Threat Reference: TR 33.926 [4], clause T.2.2.6 – Certificate expiry checking.
4.2.2.1.23
Peer certificate checking


Threat Reference: TR 33.926 [4], clause T.2.2.5 – Peer certificate validity checking.
Possible peers and interfaces for the gNB-CU-UP are SEG/UPF, gNB, gNB-CU-CP and gNB-DU, and N3, Xn, E1 and F1 interfaces respectively.
* * * End of Changes * * * *
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