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1. Background
On the 5:th of May 2024, an attack sketch on the AES-GCM-SST integrity algorithm was published in an email on the IETF CFRG mailing list [1]. The attack is described for tag lengths of 32 bits, and it uses a verification oracle that has the correct key and iv to ask approximately 2^40 verification questions to the oracle in order to derive enough information to further forge any amount of message/tag pairs under that specific key and iv in time O(1). The session key is not recovered by this attack. The tag length of 32 is just an example and can be any length. The attack roughly requires 2^(tag_length+8) questions to the oracle. 
The AES-GCM-SST integrity algorithm is based on polynomial evaluation, and the 3GPP integrity algorithms: 
GIA5
UIA2
EIA1
EIA3
128-NIA1
128-NIA3
256-NIA4/5/6, and 256-NCA4/5/6
are all based on polynomial evaluation. They are all verified by SAGE to be susceptible to a similar attack where the forgery is achieved with O(2t) or O(2t+n) queries (depending on the algorithm, and n being the length of the message) to the verification oracle with the correct key/iv, and when the MAC size is t=32 bits.

2. Contents of this liaison statement
SAGE would like to inform SA3 about the attack and at the same time try to provide some help in analysing the impact. The crucial part of the attack is the ability to ask a verification oracle whether a guessed tag is correct or not, under the specific key/iv. The iv in this context is the COUNT value. In practice, this means that the attacker needs to query either the UE or the network if an authentication tag is correct or not, and somehow be able to obtain the answer Yes or No. The attacker needs to perform many, O(232), queries using the same key and COUNT value. As stated before, neither the session key nor the long-term key are recovered by the attack, only intermediate values used in the integrity algorithm, which are unique to that particular session key and COUNT value. 
The mitigation already in place for this attack is the replay protection.  
Here is an extract from 33.401 (similar text can be found in 33.501):
The user plane data is integrity-protected by the PDCP protocol between the RN and the DeNB as specified in TS 36.323 [12]. Replay protection shall be activated when integrity protection is activated. Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context. 

Similarly for the control plane:
RRC integrity protection shall be provided by the PDCP layer between UE and eNB and no layers below PDCP shall be integrity protected. Replay protection shall be activated when integrity protection is activated (except for when the selected integrity protection algorithm is EIA0, see Annex B). Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context. 

The specification clearly states that a receiver shall only accept a particular incoming COUNT value once. This requirement ensures that the receiver cannot be used as an oracle to verify integrity tags for more than a single message, and hence the attack is void. 
The recommendation for polynomial-based MACs that not only sender but also the receiver should ensure/verify the uniqueness of nonces is not new [2], but in this LS SAGE would like to reiterate the importance of the Replay Protection to be implemented and in place. Also, SAGE would like to stress that a larger MAC, e.g. t=64 bits, would make this vector of attacks much harder in practice.
Note also that using the same key and COUNT value for multiple messages on the sender side would compromise the confidentiality, since encrypting two messages with the same keystream using an additive stream cipher (as done in 3GPP) would make it easy to break the messages. So, it is important that both the sender and the receiver adhere to this principle. 
Furthermore, SAGE recommends that 3GPP checks the actions taken for an integrity check failure, so that a receiver encountering a previously used COUNT (in a given security context) does not reveal the result of the integrity verification, but just throws away the PDCP PDU. During SAGE’s examination of the impact, it appeared the specifications seem not sufficiently clear what should happen. 
In TS 38.323 (page 21) it is stated that:
- perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT; 
- if integrity verification fails: 
-  indicate the integrity verification failure to upper layer; 
-  discard the PDCP Data PDU and consider it as not received; 
-  if RCVD_COUNT < RX_DELIV; or 
-  if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before: 
- discard the PDCP Data PDU; 

For example, SAGE found it unclear about the order in the above, e.g., whether a previously seen COUNT take precedence over a failed integrity check, so that the PDU is discarded before the integrity check is performed or reported?
Also, if integrity check failure takes precedence and the failure is reported to the upper layer, what is the action of the upper layer? For the signalling plane and RRC it seems like the connection is taken down and must be re-established with a new security context. But for the User Plane, the stipulated action of the upper layer was not so clear. There are also some corner cases (like emergency calls, etc) that probably also need additional analysis. 
For the new 256-bit algorithms, SAGE’s opinion is that Mac5G is fully capable of providing the integrity protection given that replay protection is in place. An additional mitigation would be to increase the tag size to 64 bits.
Note that replay protection is in any case crucial for the confidentiality, integrity, and availability of the upper layers.
Actions:
SAGE is not in a position to instigate studies in SA3, but we strongly recommend 3GPP to have a look at what is specified when a COUNT value is received more than once in the receiver, for both User Plane and Control Plane. 
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