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1
Decision/action requested

It is proposed to approve this pCR to update solution#7 in TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29 Study on Security Aspects of 5G Satellite Accessin the 5G architecture
3
Rationale

This pCR proposes a solution to protect the partial registration/attach accept message in S&F. 
4
Detailed proposal

*** Start of Change ***
6.7
Solution #7: Optimization of authentication procedure in S&F operation
6.7.1
Introduction

This solution addresses the security requirement of key issue#1. The solution assumes that atleast gNB and AMF are on-board on satellite.
6.7.2
Solution details

6.7.2.1 
Provisioning of authentication vectors
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Figure 6.7.2.1-1: Provisioning of Authentication Vectors
0. The UE and the 5G CN performs the Initial Registration procedure and NAS security context exists between the UE and AMF when the service link is available. The identifier of the serving AMF serving the UE in the access through which the UE has registered is registered in the UDM.

1. Upon receiving the request from the AMF, based on the TAI received in Nudm_UECM_Registration the UDM/ARPF generates a set of authentication vectors as defined in TS 33.102 [7]. 

2. Upon generating AVs, the UDM sends the list of AVs to the AUSF. 

3. Upon receiving the list of 5G HE AVs and SUPI, the AUSF stores list of 5G HE AVs and the corresponding SUPI.

4. Further the AUSF performs the protection of AUTNs and RANDs (as like in SoR or UPU procedure) and send it to the UDM. The UDM performs the UE Parameters Update (UPU) using the control plane procedure while the UE is registered to the 5G system as detailed in 6.15.2.1 of TS 33.501 [4] and provides the list of RANDs and AUTNs to the UE. Upon receiving the list of RANDs and AUTNs, the UE verifies the received AUTNs and calculate the RES and stores it.

6.7.2.2 
Optimized authentication procedure
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Figure 6.7.2.2-1: Optimized authentication method
0. In a N1 message to the UE, the SEAF includes the authentication request indication and the ciphering and the integrity algorithm. Authentication request indication is to indicate the UE to perform authentication when performing next NAS procedure (i.e., Registration or PDU session establishment). 

1. When initiating a NAS procedure, the UE selects an unused SQN/AUTN and corresponding RAND from the stored values.

2. UE derives the RES* from the selected AUTN and RAND, if not derived when storing the received AUTN and RAND.

Based on the keys derived from the selected AUTN/SQN and RAND and the network indicated integrity algorithm (non-current 5G security context), the UE derives the MAC-I on the N1 request message.

3. The UE then sends an N1 message request to the SEAF. The message includes the SUCI or 5G-GUTI, RES*, RAND, SQN and NAS MAC-I. The NAS MAC-I is used for integrity protection of the message. 

4. Upon receiving the N1 message request from the UE, the SEAF stores the NAS MAC-I for the later integrity check.

5. The SEAF invokes the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the SEAF wants to initiate an authentication. This message includes SUCI or SUPI, SN-name, RAND, SQN and RES*. 

6. Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF sends Nudm_UEAuthentication_Get Request to the UDM, if there is no 5G HE AV available with the AUSF for the SUPI. If the AUSF able to retrieve the 5G HE AV for the received SUPI, RAND and SQN, then the AUSF performs the step 10, (skipping steps 6, 7, 8 and 9).

The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

- 
RAND and SQN 

7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF if a SUCI is received. SIDF de-conceals SUCI to gain SUPI before UDM can process the request. 

8. The UDM/ARPF generates the authentication vectors for the received RAND and SQN and the SUPI.

9. The UDM subsequently sends the 5G HE AV to the AUSF using a Nudm_UEAuthentication_Get Response message.

10. The AUSF compared the XRES* with the RES* received from the SEAF in the Nausf_UEAuthentication_Authenticate Request message.

11. The AUSF then generates the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* (according to Annex A.5 of TS 33.501[4]) and KSEAF from KAUSF (according to Annex A.6 of TS 33.501), and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

12. The AUSF indicates to the SEAF in the Nausf_UEAuthentication_Authenticate Response whether the authentication was successful or not from the home network point of view. If the authentication was successful, the KSEAF is sent to the SEAF in the Nausf_UEAuthentication_Authenticate Response. The AUSF also includes the 5G SE AV (RAND, AUTN, HXRES*) in the response message.  In case the AUSF received a SUCI from the SEAF in the authentication request, and if the authentication was successful, then the AUSF also includes the SUPI in the Nausf_UEAuthentication_Authenticate Response message.

13. The SEAF then computes HRES* from RES* according to TS 33.501[4], and the SEAF compares HRES* and HXRES*. If successful, the SEAF considers the authentication successful from the serving network point of view. The SEAF derives further keys to establish the NAS security context.

14. The SEAF verifies NAS MAC-I received in Step 3 with the NAS MAC-I calculated at the network side, using the derived NAS security context.  

15. Once the verification is successful, the SEAF starts Integrity protection, uplink deciphering and downlink ciphering. 

16. The SEAF sends the N1 message to the UE. This message includes ngKSI (either generated or the received ngKSI from the UE), UE security capabilities and NAS MAC-I.

17. Upon receiving the N1 message from the SEAF, the UE verifies the NAS message integrity and if successful, it starts the uplink ciphering and the downlink deciphering  (i.e., UE makes the non-current 5G security context to current 5G security context). 

Editor's Note: Possibility of UEs injecting many Authentication Requests (in loop or random) towards the satellite which can lead to an indirect DoS attack on AUSF/UDM is FFS.
6.7.3
Evaluation


This solution addresses the first and second requirements of key issue#1.

This solution mostly follows inverse AKA procedure, but is applicable only for subsequent authentication. The solution requires the UE to be provisioned with the required one or more AVs to be utilized during subsequent authentication.
*** End of Change ***
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