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1	Overall description
3GPP SA3 would like to thank ETSI CYBER QSC for their LS making 3GPP SA3 aware of “ETSI TR 103 619 V1.1.1 (2020-07) Migration strategies” and the new work item to develop a protocol inventory. SA3 would like to provide the following responses to the questions raised in the LS:
Question 1: The leading working groups / committees leading on QSC implementation.
Answer: 3GPP SA3 will lead the work to introduce Post-Quantum Cryptography in 3GPP specifications. 

Question 2: Information relating to any similar current or planned activity underway in your organisation to build a similar protocol list. 
Answer: Only public-key cryptography is affected by Cryptographically Relevant Quantum Computers (CRQCs). Recent developments confirm that symmetric algorithms with at least 128-bit keys (such as AES) can continue to be used [8]. Algorithms with quadratic (𝑛2) speedup like Grover’s algorithm (which is proven to be optimal) will not provide any practical quantum advantage for breaking symmetric cryptography or any other problems [9-10]. The symmetric algorithms (AES-128, SNOW 5G, ZUC, MILENAGE, TUAK, SHA-256, etc.) used in 4G and 5G are quantum-resistant and will continue to be used for decades. 6G will very likely use 256-bit algorithms. Therefore, the public key cryptosystems used in 3GPP specifications constitute the list (see below).

Question 3: A detailed list of all cryptographic algorithms and / or protocol implementations that your organisation is responsible for and the quantum safe cryptographic status of each. This may include the current guidance on algorithm exposure, effective key lengths, potential for hybrid deployment and potential for cryptoagility. 
Answer: 3GPP specifications do not use any public-key cryptosystem that is specified by 3GPP. For public key cryptography, 3GPP specifications mostly use IETF standards such as TLS, IKEv2, X.509, MIKEY, JOSE, and COSE. Encryption of SUPI into SUCI [2] uses ECIES, which is standardized by SECG [3] with P-256 and Curve25519. 3GPP maintains profiles for the protocols, such as TLS and IKEv2, to ensure the secure usage of these protocols.

3GPP SA3 conducted a study in its Release-16 work and the result was captured in 3GPP TR 33.841 — clause 6 provides a list (not exhaustive) of impacted use of cryptography. Please note that this study was conducted before it was understood that symmetric-key cryptosystems were not under the threat of CRQCs.

3GPP SA3 is aware of the ongoing work of NIST algorithms [1] and of their inclusion in the IETF security protocols. 3GPP SA3 expects ML-KEM and ML-DSA [1] to be suitable for all 3GPP use cases except MIKEY-SAKKE [4], which uses pairing-based cryptography. 3GPP SA3 expects IETF to standardize the use of ML-KEM and ML-DSA in all public-key security protocols that 3GPP relies upon. Hybrid Public Key Encryption [5] with ML-KEM is a likely quantum-resistant replacement for ECIES.
Regarding the effective key length, 3GPP SA3 has not discussed security levels and hybrid modes. Current 5G standards specify use of algorithms with different security levels. All three security levels of ML-KEM and ML-DSA use the same mathematical ring and the same Keccak function — therefore, it is easy to support various security levels when these algorithms are used.
Question 4: The website address(es) that provide historical QSC information, current development of guidance / standards and future updates (these can include both public and member-only addresses). 
Answer: There is no specific website for such information. However, all the technical reports and specifications for security aspects developed or being developed in SA3 are available at https://www.3gpp.org/dynareport?code=33-series.htm

Question 5: A summary of the current quantum safe cryptography work status within your organisation. 
Answer: 3GPP SA3 closely monitors the developments of security protocols, which are used in 3GPP specifications, in other SDOs, and regularly updates the 3GPP cryptographic profiles of the security protocols. 3GPP SA3 plans to start the work to introduce PQC in 3GPP specifications as soon as NIST algorithms [1] and their inclusion into IETF security protocols have been standardized. 

Question 6: A summary of any anticipated future roadmap. 
Answer: 3GPP SA3 is not expecting to introduce quantum-resistant signature and key encapsulation methods (KEMs) in 5G Rel-19 as algorithms and protocol standard are not finalized by NIST and IETF. 3GPP SA3 might introduce quantum-resistant signatures and KEMs in Rel-20 if algorithms and protocol standard are finalized. NIST is planning to publish final versions of ML-KEM, ML-DSA, and SLH-DSA in the summer of 2024.

Question 7: A contact point(s) for clarification. 
Answer: 3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Since the TR 103 619 intends to be an industry-wide relevant framework, 3GPP SA3 kindly suggests that ETSI CYBER QSC consider the following updates/corrections in the next revision of TR 103 619 for the sake of avoiding ambiguity and disconfirming misconception:
· SA3 suggests that ETSI CYBER QSC uses the established term Cryptographically Relevant Quantum Computers (CRQCs) instead of Quantum Computers. It is important that readers understand that there is a huge difference between current quantum computers and CRQCs.

· SA3 suggests that ETSI CYBER QSC use another term than “classical cryptography”. Quantum-resistant cryptography like ML-KEM and ML-DSA runs on classical computers and code-based cryptography and hash-based cryptography was invented in the late 1970s.

· As ETSI Cyber QSC mentions that Quantum Key Distribution is not vulnerable to attacks from CRQCs, ETSI Cyber should also mention that Quantum Key Distribution is neither a practical nor a secure solution [6-7].

· The name of the X.509 field is “Subject Public Key Info”, not “Subject Key Info”.
3GPP SA3 asks ETSI CYBER QSC to take this information into account.
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2	Actions
To ETSI TC CYBER QSC WG (ETSI QSC) 
ACTION: 	3GPP SA3 asks ETSI CYBER QSC to take this information into account.

3	Dates of next TSG SA WG 3 meetings
SA3#117	19 - 23 August 2024		Maastricht (Netherlands)
SA3#118	14 - 18 October 2024		TBD (India)
