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1	Decision/action requested
Approve the solution and include in TR 33.794[1]
2	References
[1]	3GPP TR 33.794 Study on enablers for Zero Trust Security
3	Rationale
eZTS [1] has identified Key Issue 2 which looks to find security mechanisms for policy enforcement.  
Policy enforcement application requires at least 2 functional entities that can communicate with each other.  The first is a function that collects data from one or more sources, processes that data and determines the current security posture based on that data i.e. makes the “decision”.  The 2nd function takes the “decision” and executes a defined action.  These 2 entities are called the Policy Decision Point (PDP) and Policy Enforcement Point (PEP)[footnoteRef:2], respectively.   [2:  In some texts a Policy Enforcement Point may also provide data to the PDP so the PEP acts as a data gathering function that then receives instructions to enforce something.] 

KI#2 has 2 notes that imply that the operator security function makes decisions and is qualified as the PDP, but there are no requirements for this.  While the PDP as described currently in KI#2 is outside the scope of 3GPP, it could be logically broken into smaller functional components. Figure 1 provides a pictorial view. 
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Figure 1 – Example in scope/out of scope
Observation #1:	Only the decision-making part of the PDP is outside scope of 3GPP.
As written above PDP and PEP communicate, there is a need to identify what this communication looks like and to define the attributes and data exchange models.
Observation #2:	What does the communications look like between PDP and PEP and what data needs to be sent from a PDP to a PEP, and vice versa.
There is also a need to identify where the PEPs are in the SBA. Is there 1, 2 or many?  Do they need to communicate between each other or is the communication solely with the PDP.
Observation #3:	PEPs/ PDP should live within the SBA architecture. Define where PEPs / PDP can be placed in the SBA architecture.
Finally, any communications between PEP and PDP needs to be secure.
Observation #4:	Data-in-transit security is present between the PEP and PDP.

4	Detailed proposal
SA3 is kindly requested to approve the below change to TR 33.794[1]
[bookmark: definitions]****First CHANGE****
[bookmark: _Toc164678925]6.2	Key Issue #2: Security mechanisms for policy enforcement at the 5G SBA
[bookmark: _Toc164678926]6.2.1	Key issue details
[bookmark: _Toc164678927]Security evaluation and monitoring can lead to theenable the identification and potential mitigation of an  potential attack in a 5G network. After the immediate actions on the OAMinfrastructure layers such as shutting down relevant virtual machines or containers, long-term actions on the 5G SBA based on operator policies are necessary (e.g., such as updating the NF profiles related to NFs that were affected by the attack).
NIST SP 800-207 [8] performs policy enforcement via two functional components, the Policy Decision Point (PDP) and the Policy Enforcement Point (PEP). Policy decisions are made within the PDP while enforcement of a policy is done at the PEP. In the 5GC, policies are the allowed behaviour between NF service producer and NF service consumer and the PDP and PEP help enforce the policy. Both the PDP and PEP conform to the SBA method of software development making it possible to either add them as new 5G NFs, add their functionality to existing NFs, or perform some combination of the two. Like other 5G NF there can be one or multiple instances of the PDP and PEP.
Solutions to this key issue need to address one or more of the following aspects: 
(1)	Where PEPs / PDP(s) can be placed in the SBA architecture
(2) If there is more than one PDP, should those PDPs communicate with each other, what data should they send and how should they communicate.
(3)	What does the communications look like between PDP and PEP and what data needs to be sent from a PDP to a PEP, and vice versa.
(4)	Secure transport of data sent to the PEP/PDP.
6.2.2	Security threats
Until the OAM can take actions towards mitigating the threat of a compromised NF, if the NRF does not receive updated information about NFs that have been compromised then it cannot apply policies that may reduce the effect of the attack (e.g., isolate the NF).If, for example, the NRF is not updated with information about an NF that has been subject to an attack and mitigations are only performed at infrastructure layers, an attacker could reuse information gained during the attack for extending or re-newing the attack.

[bookmark: _Toc164678928]6.2.3	Potential security requirements
TBD
The 5GS should provide the means for one or more Policy Decision Points (PDP) to mitigate the threat of a compromised NF. 
NOTE 1: 	The logic / policy engine component of the policy decision point (PDP) i.e., Operator’s Security Function, needs to take into account information from layers outside the 3GPP scope and is subject to operators' overall operational security policies, and is hence outside of 3GPP scope.
NOTE 2:	Solutions should take into account the use case described in clause 5.2.1 of the present document.
The 5GS should provide the means for one or more Policy Enforcement Points (PEP) to mitigate the threat of a compromised NF. 
 ****End of First CHANGE****
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