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1
Decision/action requested

Approve the pCR on new solution for key issue of AIoT device authentication and authorization.
2
References

3

Rationale

This contribution proposes a new solution for AIoT device authentication and authorization.
4
Detailed proposals
*** BEGIN CHANGES ***
6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues
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Editor’s Note: Each solution should be mapped here.

*** Second CHANGE (all new text) ***
6.Y
Solution #Y: Authentication and authorization for AIoT device
6.Y.1
Introduction

This solution addresses KI#X to propose an authentication and authorization procedure for AIoT devices considering the capability and power limitation of AIoT devices.
6.Y.2
Solution details

6.Y.2.1
UE reader case
The following figure shows the call flow for optimized AIoT device authentication and authorization via UE reader.
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Figure 6.Y.2.1-1: Authentication and authorization for AIoT device via UE reader
0.
The device has limited capability that it may support only one confidentiality algorithm and/or one integrity algorithm. The UE reader is pre-configured with the device supported algorithms since UE reader and AIoT device may be owned by the same vendor.

1.
The AAA-S sends RAND to the AMF via NEF to trigger AIoT paging for one or multiple AIoT device(s).
2.
The AMF selects a UE reader, and sends a NAS message with the RAND to the UE reader.

3.
The UE reader pages the AIoT devices with the RAND.

4.
If the AIoT device accepts the paging, it calculates RES* based on the received RAND.

5.
If the AIoT device needs to send AIoT data, it derives SKey based on the RAND, SQN and K, and derives keys to establish the security context based on the SKey and the supported algorithms.

6.
The AIoT device may start integrity protection for the AIoT message, and may cipher the AIoT data using the security context. 

7.
The AIoT device sends AIoT message (Device ID, RES*, [SQN-enc], [AIoT data], [MAC-I]) to the UE reader. If the AIoT device wants to authenticate the UE reader or needs to send AIoT data, the SQN-enc (i.e., SQN ( AK) is included. 
8.
If AIoT data and MAC-I received, the UE reader stores the AIoT data and the MAC-I for the later decryption and integrity check. The UE reader sends a UE NAS message (Device ID, RES*, [SQN-enc]) to the AMF.
9.
The AMF determines the Reader type. If the Reader type is UE reader, the AMF sends Authentication Request (UE GPSI, Device ID, RES*, [SQN-enc]) to the AAA-S via NSSAAF.

10.
The AAA-S verifies the RES*.
11.
If the verification succeeds in step 10 and SQN-enc received, the AAA-S decrypts SQN-enc and derives SKey based on the RAND and SQN. The AAA-S derives SKey based on the RAND, SQN and K.
12.
The AAA-S sends Authentication Response (result, [SKey]) to the AMF via NSSAAF. The result indicates whether the authentication is successful or not. The SKey may be included when authentication is successful.


The AMF sends the result and the optional SKey to the UE via a UE NAS message.

13.
If the SKey is received, the UE reader derives keys to establish the security context based on the SKey and the selected algorithms.
14.
If AIoT data and MAC-I are stored in step 8, the UE reader may decrypt the AIoT data using the security context. The UE reader verifies MAC-I using the security context.  
15.
Once the MAC-I verification is successful in step 15, the UE reader starts integrity protection, uplink deciphering and downlink ciphering. 
16.
The AIoT AF may send command with AIoT data to the AMF via NEF. The AMF sends the AIoT data to the UE via a UE NAS message. This step may be combined with steps 1 and 2, in this case, the command is stored in the UE reader.
17.
The UE reader may send an AIoT message ([AIoT data], MAC-I) to the AIoT device. The AIoT data is received in step 17, and may be encrypted and integrity protected by the UE reader.

18.
The AIoT device verifies the MAC-I received in step 18. 

6.Y.2.2
RAN reader case
The following figure shows the call flow for optimized AIoT device authentication and authorization via RAN reader.
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Figure 6.Y.2.2-1: Authentication and authorization for AIoT device via RAN reader
0.
The device has limited capability that it may support only one confidentiality algorithm and/or one integrity algorithm. The AMF is configured with the device supported algorithms by the AF via NEF.
1.
Same as described in steps 1 in clause 6.Y.2.1.

2.
The AMF selects a RAN reader, and sends a N2 message with the RAND to the RAN reader.

3-6.
Same as described in steps 3-6 in clause 6.Y.2.1.

7.
Same as described in steps 7 in clause 6.Y.2.1 with the exception that the AIoT message is forwarded by the RAN reader to the AMF.

8.
If AIoT data and MAC-I received, the AMF stores the AIoT data and the MAC-I for the later decryption and integrity check.

9.
The AMF determines the Reader type. If the Reader type is RAN reader, the AMF sends Authentication Request (Device ID, RES*, [SQN-enc]) to the AUSF. The UE GPSI is not included due to RAN reader is selected. The AUSF forwards the Authentication Request to the UDM. The UDM sends response to the AUSF to indicate running authentication with a AAA Server. The AUSF sends the Authentication Request to the AAA-S via NSSAAF.

10-11.

Same as described in steps 10-11 in clause 6.Y.2.1.
12.
The AAA-S sends Authentication Response (result, [SKey]) to the AUSF via NSSAAF, then the AUSF sends the Authentication Response to the AMF. The result indicates whether the authentication is successful or not. The SKey may be included when authentication is successful.

13-15.
Same as described in steps 13-15 in clause 6.Y.2.1 with the exception that they are executed by the AMF.

16.
The AIoT AF may send command with AIoT data to the AMF via NEF. This step may be combined with steps 1, in this case, the command is stored in the AMF until handled in step 17.
17.
The AMF may send an AIoT message ([AIoT data], MAC-I) to the AIoT device. The AIoT data is received from the AIoT AF, and may be encrypted and integrity protected by the AMF.

18.
The AIoT device verifies the MAC-I received in step 17. 

6.Y.3
Evaluation

TBA
*** END OF CHANGES ***
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