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1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.702: "Study on Security for mobility over non-3GPP access to avoid full primary authentication."

3
Rationale

· Editorial clean up
4
Detailed proposal

**** START OF CHANGE ****

Key issues


5.2
Key issue #2: Security aspect of AUN3 device connecting to a new 5G-RG within the same W-AGF. 
5.2.1
Key issue details 

When AUN3 device moves from 5G-RG1 to 5G-RG2, where both 5G-RG are nearby or overlapping, the AUN3 device connectivity can break while connecting to the new 5G-RG2. Additionally, AUN3 also goes through another full primary authentication procedure, even though both 5G-RGs connect to the same W-AGF.

A new full primary authentication may lead to additional signalling and may cause latency in the AUN3 device connection. If we skip the full primary authentication, it provides connection time optimisation, but then the security aspect of the AUN3 device to target 5G-RG should be studied.

5.2.2
Threats

Not applicable. 
5.2.3
Potential security requirements 

The 5GS should support a mechanism to establish secure connection for the AUN3 device switching from one 5G-RG to another 5G-RG within the same W-AGF without performing full primary authentication.
While switching from one 5G-RG to another 5G-RG within the same W-AGF, the interface between AUN3 device and the new 5G-RG shall be confidentiality, integrity, and replay protected.
**** NEXT CHANGE ****
5.4
Key issue #4: Security aspect of UE connecting to a new WLAN AP connected via the same NSWOF. 
5.4.1
Key issue details 

When UE moves from WLAN AP1 to WLAN AP2, where both WLAN APs are nearby or overlapping, the UE connectivity can break while connecting to the new WLAN AP. Additionally, UE also goes through another full authentication procedure at the NSWOF as defined in Annex S of TS 33.501 [3], even though both WLAN APs connect to the same NSWOF.

A new full authentication may lead to additional signalling and may cause latency in the UE connection. This is inefficient and disrupts the user experience. If we skip the full authentication, it provides connection time optimisation, but then the security aspect of the UE to target WLAN should be studied.

5.4.2
Threats

Not applicable. 
5.4.3
Potential security requirements 

The 5GS should support a mechanism to authenticate the UE switching from one WLAN AP to another WLAN AP connected to the same NSWOF without performing full authentication. 





**** NEXT CHANGE ****
6.0
Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4

	Solution #1: TNAP mobility solution with rand
	X
	
	
	

	Solution #2: TNAP mobility solution with count
	X
	
	
	

	Solution #3: Using Fast BSS Transition for TNAP mobility
	X
	
	
	

	Solution #4: Security Establishment for TNAP Mobility
	X
	
	X
	

	Solution #5: TNAP mobility solution without full authentication
	X
	
	
	

	Solution #6: TNAP mobility using modified ERP
	X
	
	
	

	Solution #7: Using Fast BSS Transition for N5CW mobility
	
	
	X
	

	Solution #8: N5CW device reconnecting
	
	
	X
	

	Solution #9: N5CW device mobility solution with Nonce
	
	
	X
	

	Solution #10: FBSS over 5G architecture
	X
	
	X
	

	Solution #11: Mobility of N5CW devices
	
	
	X
	

	Solution #12: AUN3 device mobility solution with Nonce
	
	X
	
	

	Solution #13: ERP based re-authentication for NSWO
	
	
	
	X

	Solution #14: solution for UE connecting to a new WLAN AP connected via the same NSWOF.
	
	
	
	X

	Solution #15: Using FT for NSWO
	
	
	
	X

	


	
	
	
	


**** NEXT CHANGE ****
6.1
Solution #1: TNAP mobility solution with rand
6.1.1
Introduction 

This solution addresses the security solution of TNAP mobility as defined in KI#1.
6.1.2
Solution details

6.1.2.1
Procedure 
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Figure 6.1.2-1 TNAP mobility procedure

UE is connected to TNAP#1 via the procedure defined in TS 33.501 [3] figure 7A.2.1-1. Once authenticated, TNGF sends the reauth Id to UE over the protected interface. Reauth Id can be a generated as <PLMNID><TNGF_ID> <Temp Id>.

Note: TNGF Id could be TNGF address (like fqdn) already defined by SA2. Temporary number can also be generated at UE and the network independently.

2, 3.
UE decides to move from TNAP#1 to TNAP#2 and creates an L2 connection with TNAP#2.

4, 5, 6.

TNAP#2 sends the L2 EAP-Request for Identity towards the UE and the UE responds back with an L2 EAP-Response with Identity and a TNAP_Mobility_Indication flag. The TNAP2 forwards the EAP response with reauth Id and the TNAP_Mobility_Indication flag towards TNGF. The UE response shall contain reauth Id if available from the previous connection, otherwise, UE response shall contain SUCI or 5G-GUTI.

7,8. 
 Based on the reauth Id, TNFG identifies the UE and retrieves the context and TNAP_Mobility_Indication, the TNGF checks if the stored context in step 1 is valid and then derives the TNAP’ keys as described in section 6.1.2.2 of this document. The TNGF responds back to TNAP#2 with the generated key RAND value and MAC for the RAND value in EAP-5G notification. Message Authentication Code (MAC) is derived by using the TNGF key stored in TNGF. In TNAP#2, the newly received TNAP key is considered as Pairwise Master Key (PMK). If the TNGF is not able to identify the context based on the reauth Id, then TNGF rejects the request and then UE provides the SUCI or 5G-GUTI.
9, 10,11.
The TNAP#2 sends an EAP-5G notification back to the UE with the RAND value along with MAC. If MAC validation is successful then based on the RAND value, UE derives the keys. A 4-way handshake is executed (see IEEE 802.11) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air.

Once the procedure is complete, the TNGF sends the new reauth Id to UE over the secure interface that UE can use for the next interaction. 

NOTE: If the UE gets the new IP configurations from TNAP2, then the UE updates the SA address using an IKE informational request "UPDATE_SA_ADDRESS" to TNGF for further communications.

6.1.2.2
Key derivation 
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Figure 6.1.2.2-1 TNAP Mobility Key Derivation
Derivation of KTNAP' from KTNGF during mobility use the following input parameters.

-
FC = 0xWX

-
P1 = RAND,

-
L1 = length of RAND (i.e. 0x00 0x04)

The input key KEY shall be KTNGF.

When KTNAP' is derived in Mobility, and RAND shall be generated and shared with UE.

6.1.3
Evaluation

The solution addresses KI#1. 

UE and TNGF perform mutual authentication during UE TNAP mobility without performing the full authentication.

Impact on the nodes/UE:

	Node/UE/NF
	solution

	UE 
	-
Derive new TNAP keys 

-
receive reauth Id from TNGF and provide the same as  NAI to next TNAP 

	TNGF
	-
Derive new TNAP keys 

-
provide reauth id and RAND to UE after authentication.

-
need to find a stored UE context based on Reauth-ID



**** NEXT CHANGE ****
6.2
Solution #2: TNAP mobility solution with count
6.2.1
Introduction 

This solution addresses the security issue due to  TNAP mobility defined in KI#1.
6.2.2
Solution details

6.2.2.1
Procedure 
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1. UE is connected to TNAP#1 (1 to 19 steps of Figure 7A.2.1-1 from TS 33.501), TNGF provides reauth Id to UE
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Figure 6.2.2-1 TNAP mobility procedure

1)
UE is connected to TNAP#1 via the procedure defined in TS 33.501[3] figure 7A.2.1-1. Once authenticated, TNGF sends the reauth Id to UE over the protected interface. Reauth Id can be a generated as <PLMNID><TNGF_ID> <Temp Id>.

Note: TNGF Id could be TNGF address (like fqdn) already defined by SA2.

2, 3.
UE decides to move from TNAP#1 to TNAP#2 and creates an L2 connection with TNAP#2.

4, 5, 6.

TNAP#2 sends the L2 EAP-Request for Identity towards the UE and the UE responds back with an L2 EAP-Response with Identity and a TNAP_Mobility_Indication flag. The TNAP2 forwards the EAP response with reauth Id and the TNAP_Mobility_Indication flag towards TNGF.

7,8. 
 Based on the reauth Id, TNFG identifies the UE and retrieves the context and  checks if the stored context in step 1 is valid and then derives the TNAP’ keys as described in section 6.2.2.2 of this document. The TNGF responds back to TNAP#2 with the generated key. In TNAP#2, the newly received TNAP key is considered as Pairwise Master Key (PMK). 

9, 10,11.
The TNAP#2 sends back to the UE with the update flag. Based on the flag, UE updates the counter and derives the keys. A 4-way handshake is executed (see IEEE 802.11) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air.

Once the procedure is complete, the TNGF sends the new reauth Id to UE over the secure interface that UE can use for the next interaction. 

NOTE: If the UE gets the new IP configurations from TNAP2, then the UE updates the SA address using IKE informational request "UPDATE_SA_ADDRESS" to TNGF for further communications.

6.2.2.2
Key derivation 
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Figure 6.2.2.2-1 TNAP mobility key derivation

Derivation of KTNAP' from KTNGF during mobility use the following input parameters.

-
FC = 0xWX

-
P1 = COUNT,

-
L1 = length of COUNT (i.e. 0x00 0x04)

The input key KEY shall be KTNGF.

In this case, the COUNT shall be the downlink NAS COUNT of the Non-3GPP access.

6.2.3
Evaluation

TNGF and UE: Generate new keys based on the count value and handle the reauth Id.

TNAP: use updated keys for the mobility scenario.
NOTE: Count desynchronization issue is not addressed in this solution.

**** NEXT CHANGE ****
6.5
Solution #5: TNAP mobility solution without full authentication 

6.5.1
Introduction

This solution addresses key issue #1: Security aspect of TNAP mobility.

In this solution, the TNAP is the EAP authenticator and the TNGF is the authentication server. The full authentication means the UE runs an EAP-5G authentication with the TNGF and run a primary authentication with the AUSF that is encapsulated in the EAP-5G authentication. Compared to the full authentication, this procedure does not need to run the primary authentication with AUSF, thus it is referred to as the non-full (without full) authentication procedure.

6.5.2
Solution details
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Figure 6.5.2-1: TNAP mobility procedure
1-3. UE connected to TNAP#1 by performing the procedure defined in TS33.501[3] 7A.2.1 step1- step19.

4. The TNGF knows the UE reconnect to the TNGF again, but via TNAP#2 by receiving the same UE ID in the previous connection. The UE ID is the SUCI or 5G-GUTI used in step1.

5. TNGF finds the UE security context based on the UE ID, and determines to perform re-authentication procedure based on UE ID. The TNGF generates KTNGF’ that is equivalent to the EAP 5G reauthentication root key by using the method in A.22 of TS 33.501[3] with the usage type distinguisher set to 0x03, with the input key KTNGF

Note: whether the additional key KTNGF is needed is not addressed in this solution.

6. TNGF sends EAP-REQ message to start the re-authentication procedure, a, Nonce-TNGF and the HMAC are carried in this message. HMAC is generated by using fresh parameter and KTNGF’. TNAP#2 forward this message to UE.

7. UE finds the KTNGF by using TNGF ID in step 4, and generates KTNGF’ by using the same method in step5, and verifies the HMAC. if the verification passes, perform next steps. 

8. UE sends EAP-RES message, Nonce-UE and HMAC are carried in AN-Parameters of this message, HMAC is generated by using Nonce-UE parameter and KTNGF’ , TNAP#2 forward this message to TNGF.

9. TNGF verifies the HMAC, if the verification passes, TNGF generates KTNAP’ by using method defined in TS33.501[3] A.22.

10. TNGF sends EAP-Success message to TNAP#2, KTNAP’ generated in step 9 is carried in this message. TNAP#2 forward EAP-Success message to UE. 

11. After receiving EAP-Success message, UE generates KTNAP’ by using the same method in step 9.

12. UE and TNAP#2 establish security association by using the newly generated KTNAP’.

13. TS33.501[3] 7A.2.1 step12- step19.

6.5.3
Evaluation

This solution addresses the requirement of KI #1 by generating a new KTNGF’.

This solution impacts UE and TNGF without affecting other NFs.

This solution proposes to use the SUCI or 5G-GUTI used in the IDi of IPsec as the key identifier in the non-full authentication procedure to locate the key KTNGF. In case the UE used SUCI in the primary authentication it needs to store the SUCI and use it when it wants to TNAP mobility.

**** END OF CHANGE ****
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