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1
Decision/action requested

This contribution proposes initial conclusion to KI#1 in TR 33.794.
2
References

[1]
3GPP TR 33.794, 'Study on enablers for Zero Trust Security', (Release 19). 

3
Rationale

KI#1 is predominantly about 2 things – 1st main thing - identifying the potential scenarios (i.e., security events) and related data to consider for collection and exposure to Operator’s security function – inorder to let it do the timely threat detection. 2nd thing – to identify and plot the workable procedure to collect and expose the security event related data to the Operator security function. Here in this process, the potential scenarios for data collection has been discussed and available in TR 33.794 and further the detailed solution options will explore the 2nd thing listed above and where relevant further clarifications on finer details of the data to be exposure for the identified scenario can also happen. So, to efficiently utilize the time units available, this contribution proposes an initial conclusion for KI#1 based on the TR 33.794 progress.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
8
Conclusions






Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
Key Issue #1: Data exposure for security evaluation and monitoring
The following aspects are recommended for the normative work:

· The security incidents/scenarios in SBA where data need to be collected includes authentication and authorization failure event; unintended operation i.e., TLS session and API invocation related to reconnaissance event; malformed message event; excess message and service load event, abnormal SBI call flow event.

Editor’s Note: Any additional security event scenario in SBA where data need to be collected is FFS.

Editor’s Note: Details of data collected for these security event scenarios in SBA is FFS.
Editor’s Note: Further aspects for KI#1 is FFS.

*****End of Change 1*****
