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1
Decision/action requested

This contribution proposes to update conclusion on KI#1.
2
References

3
Rationale

The contribution proposes to update conclusion on KI#1 to address the first security requirement:"5GS shall support confidentiality, integrity, and replay protection for data and analytics exchange between PLMNs.".
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

7.1
Conclusion on Key Issue #1 "Protection of data and analytics exchange in roaming case”

For Key Issue #1, it is recommended to use the following principles as the baseline for protection of data and analytics exchange in roaming case:

-
The NRF uses token-based authorization to restrict the access to services of NWDAF from outside the own PLMN only to the new service(s) of the NWDAF described in TR 23.700-81 [2], clause 8.3. 

Editor's Note: Which entity (NRF or NWDAF) performs more fine-grained authorization is ffs.

Editor's Note: Whether the NWDAF enforces security policies (e.g. restriction and/or anonymization of the data) is ffs.
-
5GS uses the N32 interconnection security mechanism to support confidentiality, integrity, and replay protection for data and analytics exchange between PLMNs.
*************** End of the change ****************

