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1
Decision/action requested

This contribution proposes to conclude KI#4 in the FS_ACM_SBA study TR 33.876
2
References
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3GPP TR 33.876 v0.6.0: "Study on Automated Certificate Management in SBA"

3
Rationale
This pCR proposes to add conclusion on KI#4 in TR 33.876 [1].
4
Detailed proposal

*************** Start of the Change ****************

7.4 
KI#4: Trust Chain of Certificate Authority Hierarchy 
7.4.1
Analysis

This key issue addresses the establishment of trust chain of Certificate Authority Hierarchy, which ensures the legitimacy and credibility of the certificate authority. Based on the trust chain, each TLS entity in 5G SBA is able to obtain its certificates and verify the certificates of other TLS entities.

Two solutions have been proposed to establish the trust chain of Certificate Authority Hierarchy.
Solution #4 describes the cross-certification based trust chain in the SBA Architecture, which supports the intra-domain SBA connection and the inter-domain SBA connection. Cross-certification enables the users under each of the authorities to trust the other authority's certificates, which could benefit the certificate verification between SEPPs. 

Solution #5 describes the interconnection CA based trust chain in the SBA Architecture, which supports the intra-domian SBA connection and the inter-domain SBA connection. The interconnection CA can be used to issue certificates to the SEG CAs, TLS client CA or TLS server CA of other domains, with which the operator’s SEGs and TLS entities have interconnection.
7.4.2
Conclusion

It is concluded that the following principles are adopted in normative work:
· The provisioning of TLS certificate for the TLS entity in the 5G SBA architecture:
·     The 5G NF producers (e.g., AMF, SMF) are provisioned with the TLS server certificate, which is signed by the TLS server CA.
·     The 5G NF consumers (e.g., AMF, SMF) are provisioned with the TLS client certificate, which is signed by the TLS client CA.
·     The proxy function in SBA Architecture for intra-domain communication (i.e. SCP) is provisioned with the intra-domain certificate, which is signed by the SCP TLS client/server CA.
·     The proxy function in SBA architecture for inter-domain communication (i.e. SEPP) is provisioned with the inter-domain certificate, which is signed by the SEPP TLS client/server CA.
· The verification of the received TLS certificate for establishing the TLS connection:
·     For intra-domain communication, the TLS entity can verify the received TLS certificate based on the transitive trust relationship of the CA Hierarchy and the implicit trust of the root certificate. The root certificate is self-signed by the root CA and provisioned to all the TLS entities and CAs of this security domain.
·     For inter-domain communication, the TLS entity can verify the received TLS certificate based on the transitive trust relationship of the CA Hierarchy and the trust of the cross certificate or interconnection CA’s certificate. The cross certificate and interconnection CA’s certificate can be used to establish the trust relationship between two authorities.
· NOTE x:
Each security domain only has one Root CA, which is the trust anchor in the trust chain. All TLS certificates in this security domain are signed by the root certificate directly or indirectly.
· NOTE y:
The TLS certificates used for intra-domain communication are from different trust anchors than the TLS certificates used for inter-domain communication.
*************** End of the Change ****************
