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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue in TR 33.700-28.
2
References

[1]
S2-2303429



Transfer of Satellite Coverage Data to a UE and AMF
[2]
TR 33.700-28 v0.3.0

Study on security aspects of satellite access
3
Rationale

As per the current SA2 R18 specification for satellite access with discontinuous satellite coverage agreed in S2-2303429 [1], it is specified that satellite coverage information can be provisioned to the UE by an external server via a PDU session over user plane. The provisioned satellite coverage information is used by the UE to determine its out-of-coverage period in the case of discontinuous satellite coverage.

If the transfer of satellite coverage information from the external server to the UE is not properly protected, the UE may receive false coverage information tampered by attackers, then the UE will not be able to determine correct UE out-of-coverage period information. With incorrect UE out-of-coverage period, the UE may be misled to deactivate its AS functions when it is still in satellite coverage, leading to service interruption; or the UE may be misled to keep active with AS functions when it is already out of coverage, leading to unnecessary power consumption. Both cases are a type of DoS attack on the UE.

This pCR intends to introduce a new key issue into TR 33.700-28 [2] on protection of satellite coverage information received by the UE.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key issue #X: Protection of satellite coverage information received by the UE
5.X.1
Key issue details 

According to the current SA2 specification for satellite access with discontinuous satellite coverage agreed, it is specified that satellite coverage information can be provisioned to the UE by an external server via a PDU session over user plane. The provisioned satellite coverage information is used by the UE to determine its out-of-coverage period in the case of discontinuous satellite coverage.
It is possible that the satellite coverage information is protected on application layer between the UE and the server if the UE and server are preconfigured with the required credentials for establishing the application layer security. However, as the UE may be moving from place to place and the satellite coverage information sent to the UE is area dependent, it is possible that the UE needs to obtain satellite coverage information in different areas from different servers. For example, the UE camped in a network in country A will obtain satellite coverage information from the server deployed by a satellite provider in country A, while the same UE moving to a network in country B will obtain satellite coverage information from the server deployed by a satellite provider in country B. It would then be difficult for the UE to be preconfigured with all the credentials for establishing application layer security with various servers deployed by different satellite providers. Therefore, assuming application layer security may not always be available, the satellite coverage information transferred via PDU session over user plane could not always be guaranteed with protection.
5.X.2
Threats

If the transfer of satellite coverage information from the external server to the UE is not properly protected, the UE may receive false coverage information tampered by attackers, then the UE will not be able to derive correct UE out-of-coverage period information. With incorrect UE out-of-coverage period, the UE may be misled to deactivate its AS functions when it is still in satellite coverage, leading to service interruption; or the UE may be misled to keep active with AS functions when it is already out of coverage, leading to unnecessary power consumption. Both cases are a type of DoS attack on the UE.
5.X.3
Potential security requirements 
The 5GS/EPS shall provide a means to protect the integrity of the PDU session transferring satellite coverage information from an AF/external server to the UE. 
*************** End of the Change ****************
