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1
Decision/action requested

SA3 is kindly asked to approve the resolution of the editor’s note in solution #8 in TR 33.893.
2
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3
Rationale

In clause 5.6.2.3 of TS 23.586 [1] for Ranging/SL positioning service exposure to a UE, it is concluded that, when Ranging/SL positioning result is exposed to the SL Positioning Client UE through 5GC network, either Application exposure API or enhanced MO-LR procedure can be used. 
-
For enhanced MO-LR case over control plane, the Ranging/SL positioning result is sent by the AMF to the Client UE in NAS signalling. Hence NAS security can ensure the confidentiality and integrity protection of the Ranging/SL positioning result. 
-
For Application exposure API case over user plane, the Client UE invokes Ranging/SL positioning service by using the Application exposure API over the application layer message, i.e. the Ranging/SL positioning result is sent to the Client UE over application layer. Therefore, the confidentiality and integrity protection of the Ranging/SL positioning result can be provided by the application layer. 
This pCR proposes to slightly update solution #8 in TR 33.893 [2] and resolve the editor’s note by updating the evaluation.

4
Detailed proposal

*************** Start of the Change ****************

6.8
Solution #8: Security policy based protection for ranging result sent to SL Positioning Client UE
6.8.1
Introduction 

This solution addresses Key Issue #1 on Privacy protection for Ranging/SL Positioning services. Specifically, it addresses the second requirement in KI#1: “The 5G Ranging/SL Positioning system shall provide means to mitigate trackability and linkability attacks of the UE during communication for Ranging/SL positioning”.
In clause 8.6 of TR 23.700-86 [2], it is concluded that SL Positioning Client UE can invoke Ranging/SL positioning service for obtaining the Ranging/SL positioning result between two other UEs. SL Positioning Client UE does not have to support Ranging/SL positioning capability, but the communication between the SL Positioning Client UE and Reference/Target UE has to be established for the transmission of Ranging/SL positioning result, either via PC5 or via 5GC. If the communication can be established directly between the SL Positioning Client UE and Reference/Target UE, the ranging result is carried over PC5 link. If the communication between the SL Positioning Client UE and Reference/Target UE is established via 5GC, the ranging result transmitted from Reference/Target UE to SL Positioning Client UE is carried over the Uu link between Reference/Target UE and the network and the Uu link between SL Positioning Client UE and the network. 

As ranging result contains UE location information which is security/privacy sensitive, this solution is introduced to ensure that the ranging result sent to the SL Positioning Client UE via PC5/5GC is confidentiality protected by configuring proper security policies. 

6.8.2
Solution details

6.8.2.1
Security policy configuration for ranging result sent via PC5

As per TR 23.700-86 [2], SL Positioning Client UE may not be Ranging/SL positioning capable, but should be ProSe/V2X capable to establish PC5 communication with Reference/Target UE. When ranging result is transmitted to SL Positioning Client UE via PC5, the PC5 link protection is based on PC5 security policies for ProSe/V2X layer, as specified in TS 33.503 [6] and TS 33.536 [5].
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Figure 6.8.2-1: Ranging Result sent to SL Positioning Client UE via PC5
On ProSe/V2X layer, ranging result should be transmitted as the payload of PC5 direct communication. It means that, for protecting ranging result, integrity and confidentiality protection should always be activated for PC5 user plane. Therefore for ranging result transmission via PC5, the PC5 UP security policies on SL Positioning Client UE and the Reference/Target UE sending ranging result should to be configured as “REQUIRED” only for both integrity protection and confidentiality protection. The solution could be either 5GC-based or UE-based.
5GC-based solution:

For Ranging/SL positioning service exposed to SL Positioning Client UE, the network (e.g. PCF) sets the PC5 UP security policies as “REQUIRED” only for both integrity protection and confidentiality protection, and sets the PC5 CP security policies as “REQUIRED” only for integrity protection. The network (e.g. PCF) provisions such security policies to the involve UEs based on the Role of the UEs in the Ranging/SL Positioning Service, i.e. SL Positioning Client UE and Reference/Target UE sending the ranging result.

UE-based solution:
If there is no PC5 security policies provisioned from the network for Ranging/SL Positioning Service exposed to SL Positioning Client UE, the UE sending the ranging result (either Reference or Target UE) and the SL Positioning Client UE should always activate integrity and confidentiality protection on PC5 user plane, and always activate integrity protection on PC5 control plane.

6.8.2.2
Security policy configuration for ranging result sent via 5GC
When ranging result is transmitted to SL Positioning Client UE via 5GC, the Uu link between the UE sending ranging result (Reference/Target UE) and the network should be integrity and confidentiality protected and the Uu link between the SL Positioning Client UE and the network should also be integrity and confidentiality protection.
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Figure 6.8.2-2: Ranging Result sent to SL Positioning Client UE via 5GC
Ranging result/measurement from the Reference/Target UE to the network is always carried using LCS procedure, hence the integrity and confidentiality protection of ranging result on Uu interface can be ensured by NAS security.
For ranging result exposed by the network to the SL Positioning Client UE, either enhanced MO-LR procedure or Application exposure API can be used.

-
When enhanced MO-LR procedure is used, ranging result is sent to the SL Positioning Client UE by the AMF in NAS signalling, hence the integrity and confidentiality protection of ranging result on Uu interface can be ensured by NAS security. 

-
When Application exposure API is used, ranging result is sent to the SL Positioning Client UE over application layer. Therefore, the confidentiality and integrity protection of the Ranging/SL positioning result can be provided by the application layer. If application layer protection is not available, the integrity and confidentiality protection of ranging result on Uu interface rely on the UP security policies provided to the RAN by the 5GC (e.g. SMF) during PDU session establishment procedure, as specified in TS33.501 [8]. In this case, the SMF should be able to set the UP security policies for integrity protection and confidentiality protection to “REQUIRED” when establishing a PDU session for the Ranging/SL Positioning service exposed to SL Positioning Client UE.
6.8.3
Evaluation

The solution addresses the following key issue and requirement:

-
The second requirement in KI#1: “The 5G Ranging/SL Positioning system shall provide means to mitigate trackability and linkability attacks of the UE during communication for Ranging/SL positioning”;

It largely reuses the security policy based protection defined for ProSe/V2X services by configuring proper PC5 security policies on the involved UEs, hence has minimum impact on the network and the UE. For ranging result exposed through the network, NAS security is available when using enhanced MO-LR procedure and application layer security should be available when using Application exposure API. Uu UP security policies setting is used only when application layer security is not available.
For PC5 communication established for ranging result transmission, if no PC5 security policies are provisioned by the network to the UE for Ranging/SL Positioning service exposure, the involved UEs simply activate integrity and confidentiality protection on PC5 user plane and integrity protection on PC5 control plane, without negotiation on security policies.


*************** End of the Change ****************
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