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6.28
Solution #28: UE-to-UE relay discovery security
6.28.1
Introduction

This solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key issue #3: Authorization in the UE-to-UE Relay Scenario. For Key Issue #1, this solution specifically addresses the security requirement: 
The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery messages for UE-to-UE Relay discovery.
In clause of 8.1 of TR 23.700-33 [2], there are the following conclusions about 5G ProSe UE-to-UE Relay discovery:
-
The 5G ProSe UE-to-UE Relay discovery message contains two sets of elements, i.e. direct discovery set(s) and a U2U discovery set.

-
The direct discovery set of elements can be part of the contents of 5G ProSe Direct Discovery message as defined in Rel-17. This includes for example the User Info ID of Source UE and Target UE.

-
The U2U discovery set contains the information to support the discovery of the UE-to-UE relay and extensions of the direct discovery. This includes for example Type of Discovery Message, RSC, User Info ID of the relay, etc.

-
5G ProSe UE-to-UE relay only modifies the U2U set of the elements, and forwards the end-to-end elements during the discovery procedures.

In clause 5.1.3 of this TR, there are the following security requirements for 5G ProSe UE-to-UE Relay discovery:
The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery messages for UE-to-UE Relay discovery.

The 5G System shall provide a means to protect the privacy sensitive information of source UE and target UE during UE-to-UE Relay discovery procedure.
This solution proposes reusing the existing security mechanism specified in TS 33.503 [6] to protect the direct discovery set and U2U discovery set in U2U relay discovery messages.
The security requirements for U2U relay discovery messages may vary, such as in a U2U relay application, all the UEs can be the role of Source, Target or Relay UE, and all of them have the same security parameters used to protect discovery messages. In this case, no additional security protection may be required for the direct discovery message. In other cases, only confidentiality or integrity protection may be required. In addition, when the UE is in a low power situation, it may want to disable some security functions, such as direct discovery message security, because in this case, communication capability is more important than security. Therefore, the flexibility of controlling the message security of U2U relay discovery should be considered to meet the requirements of various application scenarios. A security policy indicator is introduced into the U2U relay discovery message to control how to handle the security of the direct discovery set to avoid unnecessary security protection in some scenarios.
This solution introduces two sets of security parameters, one for protecting the direct discovery set and the other for protecting U2U discovery set. In this way, the Source/Target UE and the Relay UE can be authorized in the UE-to-UE relay scenario.
6.28.2
Solution details

6.28.2.1
UE-to-UE relay discovery security of Model A
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 Figure 6.28.2-1: Security procedure of UE-to-UE relay discovery of Model A
0.
Key management function (PCF/5G DDNMF/PKMF) is responsible for provisioning discovery security parameters to the UEs involved in direct discovery and U2U relay discovery. The key management functions used to provision direct discovery security parameters and U2U relay discovery security parameters can be different. Direct discovery security parameters are provisioned to the Source UE (Monitoring UE) and Target UE (Announcing UE). U2U relay discovery security parameters are provisioned to the Source UE, Target UE and Relay UE, and are associated with a RSC. The security related parameters used in U2U relay discovery are the same as those used in direct discovery specified in TS 33.503 [6].


For U2U relay discovery Model A, there are:
-
Code-Sending Security Parameters and other security related parameters used in direct discovery are provisioned to the Target UE (Announcing UE).
-
Code-Receiving Security Parameters and other security related parameters used in direct discovery are provisioned to the Source UE (Monitoring UE).
-
Code-Sending Security Parameters and other security related parameters used in U2U relay discovery are provisioned to the Target UE (Announcing UE) and Relay UE. These parameters are associated with a RSC.
-
Code-Receiving Security Parameters and other security related parameters used in U2U relay discovery are provisioned to the Source UE (Monitoring UE) and Relay UE. These parameters are associated with a RSC.
NOTE:
More details about how to provision discovery security parameters to the Source UE, Target UE, and Relay UE are not addressed in this solution.

U2U relay discovery security policy can be provisioned or preconfigured in the Source UE. U2U relay discovery security policy specifies what security protection should be applied to the direct discovery message carried in the relay discovery message. Security protection can be confidentiality protection, integrity protection, scrambling protection, or none. The U2U relay discovery security policy can also indicate that a preconfigured security policy will be used to protect U2U relay discovery message. The method of including security policies in U2U relay discovery messages can provide maximum security control flexibility for ProSe relay discovery scenarios.

1.
The Target UE (Announcing UE) generates U2U relay discovery message as follows:
-
Generate direct discovery set (see clause 8.1 of TR 23.700-33 [2]) , and then protect it with the direct discovery security parameters by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] according to the U2U relay discovery security policy.



-
Generate the plaintext of relay discovery message sent to the Relay UE as specified in clause 8.1 of TR 23.700-33 [2], and then protect it with the relay discovery security parameters associated with the RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] with the following extensions:
-
RSC indicates which relay discovery security parameters are used to protect the relay discovery message.
-
Message sender indicator indicates this message is generated by the Target UE.
-
U2U Relay discovery security policy indicator indicates how the direct discovery message is protected.
-
Direct discovery set.
-
U2U relay control parameter indicates how the Relay UE handles discovery message it receives. The U2U relay control parameter can specify: message validity period, maximum forwarding delay, message forwarding frequency, stop forwarding messages, etc. The detailed specification of this parameter is left to normative work. 
NOTE:
How the direct discovery set and U2U discovery set are protected by the direct discovery security parameters and U2U relay discovery security parameters is left to the normative phase.
2.
The Target UE sends the relay discovery message to the Relay UE.
3.
The Relay UE receives the relay discovery message, and knows that the relay discovery message is targeted at it by checking the Message sender indicator which shows the generator is a Target UE, and then perform the following operations:
-
The Relay UE undoes the received U2U relay discovery message with relay discovery security parameters associated with RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6].
-
According to the U2U relay control parameter carried in the message, the Relay UE generates a new plaintext of relay discovery message sent to the Source UE as specified in clause 8.1 of TR 23.700-33 [2], and then protect it with the relay discovery security parameters associated with the RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] with the following extensions:
-
RSC indicates which relay discovery security parameters are used to protect the relay discovery message.
-
Message sender indicator indicates this message is generated by the Relay UE.
-
U2U Relay discovery security policy indicator obtained from the received relay discovery message.
-
Direct discovery set obtained from the received U2U relay discovery message.
4.
The Relay UE sends the new generated relay discovery message to the Source UE.
5.
The Source UE receives the relay discovery message and knows that the relay discovery message is targeted at it by checking the Message sender indicator, which shows the generator is a Relay UE, and then perform the following operations:
-
Undo the received relay discovery message with the relay discovery security parameters associated with the RSC.
-
If the U2U relay discovery security policy indicator shows that the direct discovery message is protected, undo the direct discovery message or the direct discovery set with the direct discovery security parameters.
6.28.2.2
UE-to-UE relay discovery security of Model B
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 Figure 6.28.2-2: Security procedure of UE-to-UE relay discovery of Model B
0.
Key management function (PCF/5G DDNMF/PKMF) is responsible for provisioning discovery security parameters to the UEs involved in direct discovery and U2U relay discovery. The key management functions used to provision direct discovery security parameters and U2U relay discovery security parameters can be different. Direct discovery security parameters are provisioned to the Source UE and Target UE. U2U relay discovery security parameters are provisioned to the Source UE, Target UE and Relay UE, and are associated with a RSC. The security related parameters used in U2U relay discovery are the same as those used in direct discovery specified in TS 33.503 [6].


For U2U relay discovery Model B, there are:
-
Code-Sending Security Parameters, Code-Receiving Security Parameters and other security related parameters used in direct discovery are provisioned to the Source UE (Discoverer UE) and Target UE (Discoveree UE).
-
Code-Sending Security Parameters, Code-Receiving Security Parameters and other security related parameters used in U2U relay discovery are provisioned to the Source UE (Discoverer UE), Target UE (Discoveree UE) and Relay UE. These parameters are associated with a RSC.
NOTE:
More details about how to provision discovery security parameters to the Source UE, Target UE, and Relay UE are not addressed in this solution.

U2U relay discovery security policy can be provisioned or preconfigured in the Source UE and Target UE. U2U relay discovery security policy specifies what security protection should be applied to the direct discovery message carried in the relay discovery message. Security protection can be confidentiality protection, integrity protection, scrambling protection, or none. The U2U relay discovery security policy can also indicate that a preconfigured security policy will be used to protect U2U relay discovery message. The method of including security policies in U2U relay discovery messages can provide maximum security control flexibility for ProSe relay discovery scenarios.

1.
The Source UE (Discoverer UE) generates relay discovery message as follows:
-
Generate direct discovery set (see clause 8.1 of TR 23.700-33 [2]) , and then protect it with the direct discovery security parameters by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] according to the U2U relay discovery security policy.



-
Generate the plaintext of relay discovery message sent to the Relay UE as specified in clause 8.1 of TR 23.700-33 [2], and then protect it with the relay discovery security parameters associated with the RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] with the following extensions:
-
RSC indicates which relay discovery security parameters are used to protect the relay discovery message.
-
Message sender indicator indicates this message is generated by the Source UE.
-
U2U Relay discovery security policy indicator indicates how the direct discovery message is protected.
-
Direct discovery set.
-
U2U relay control parameter indicates how the Relay UE handles discovery message it receives. The U2U relay control parameter can specify: message validity period, maximum forwarding delay, message forwarding frequency, stop forwarding messages, etc. The detailed specification of this parameter is left to normative work.
NOTE:
How the direct discovery set and U2U discovery set are protected by the direct discovery security parameters and U2U relay discovery security parameters is left to the normative phase.
2.
The Source UE sends the relay discovery message to the Relay UE.
3.
The Relay UE receives the relay discovery message, and knows that the relay discovery message is targeted at it by checking the Message sender indicator which shows the generator is a Target UE, and then perform the following operations:
-
The Relay UE undoes the received U2U relay discovery message with relay discovery security parameters associated with RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6].
-
According to the U2U relay control parameter carried in the message, the Relay UE generates a new plaintext of relay discovery message sent to the Source UE as specified in clause 8.1 of TR 23.700-33 [2], and then protect it with the relay discovery security parameters associated with the RSC by using the procedures defined in 6.1.3.2.3 of TS 33.503 [6] with the following extensions:
-
RSC indicates which relay discovery security parameters are used to protect the relay discovery message.
-
Message sender indicator indicates this message is generated by the Relay UE.
-
U2U Relay discovery security policy indicator obtained from the received relay discovery message.
-
Direct discovery set obtained from the received U2U relay discovery message.
4.
The Relay UE sends the new generated relay discovery message to the Target UE.
5.
The Target UE receives the relay discovery message and knows that the relay discovery message is targeted at it by checking the Message sender indicator, which shows the generator is a Relay UE, and then perform the following operations:
-
Undo the received relay discovery message with the relay discovery security parameters associated with the RSC.
-
If the U2U relay discovery security policy indicator shows that the direct discovery message is protected, undo the direct discovery message with the direct discovery security parameters.
6-10.The Target UE sends discovery response message to the Source UE via the Relay UE. The security process is similar to the steps 1-5.
6.28.3
Evaluation

Solution #28 addresses the first security requirement of key issue #1 and Key issue #3.

This solution uses two sets of security parameters to protect the direct discovery set and U2U discovery set defined by SA2 respectively. The security parameters used to protect the direct discovery set are not newly defined. They are the security parameters used in the direct discovery scenario. The security parameters used to protect the U2U discovery set are newly defined. The details of which parameters in the direct discovery set and U2U discovery set need to be protected and how to protect them will be determined according to SA2's definition of the two discovery sets and SA3's decision in the normative phase.
This solution introduces a security policy, which can flexibly control how to protect the direct discovery set in U2U discovery message according to the security requirements in various situations. For example, all UEs can play the roles of Source, Target and Relay UEs, or the Source/Target UEs are in a low power situation and Source/Target turn off some security functions in order to save some power, etc.
Because the direct discovery security parameters are used to protect the data exchanged between the Source UE and the Target UE, while the U2U discovery security parameters are used to protect the data exchanged between the Source/Target UE and the Relay UE, the authorization requirements described in KI#3 can be met through the key provision process (not addressed in this solution) and the cryptographic technology applied to U2U discovery messages.
This solution does not support Source/Target UE and Relay UE authorization during communication establishment. This authorization may depend on the application layer or other specific solutions.
*** END OF CHANGES ***
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