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1
Decision/action requested

It is proposed to endorse this discussion paper.
2
References

NA
3
Rationale

SA3 is currently discussing conclusion for Key Issue #2.1: Authentication and authorization of the EEC/UE by the ECS/EES. 

Currently the key issue is in conclusion phase, below is the conclusion captured until now:


SA3 is considering to reuse the authentication and authorization mechanism specified in TS 33.558 for mutual authentication between UE and ECS/EES and server side certificate based TLS authentication is mandatory to be supported in case if there is no common mutual authentication method selected. 

Below are the excerpts from TS 23.558.
	5.2.6.2
Requirements

[...snip...]
[AR-5.2.6.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f]
The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.


	5.2.7.2
Requirements
[AR-5.2.7.2-a]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in dynamic information of EASs from an EES.

[AR-5.2.7.2-b]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in availability of EASs from an EES.

[AR-5.2.7.2-c]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in EES's information and availability status (e.g. EES endpoint change or EES is about to become unavailable due to overload, maintenance window, etc.) from an ECS. 


From SA6 requirements [AR-5.2.6.2-e & AR-5.2.6.2-f], application layer architecture shall support mutual authentication (use of either 3GPP credentials or application specific credentials or both) and authorization between client and servers. 

From Subscription service requirements, it is clear that application layer architecture shall support subscription and notification mechanism triggered by the servers to update the provisioned information at EEC. When such notification is triggered from the server end, it is required that only authenticity verified client to get subscription and notification service to mitigate (D)DoS attack on the servers.

For the subscribe service provided by the ECS to EEC, it is required that ECS creates and stores the subscription for provisioning of the EECs that are authenticity verified, as to mitigate (D)DoS attack on the servers and also to avoid provisioning of unauthenticated EECs.

When there is a trigger to update configuration information, the ECS sends list of EDN configuration information to the EEC. As ECS may identify the EES(s) based on the UE-specific service information at the ECS, it is required for the ECS to verify the authenticity of the UE during subscription creation to retrieve valid service information specific to the UE.
From above requirements, it is clear that both client and server needs to mutually authenticate each other. However, since SA3 concluded to perform only server-side certificate based authentication it is required to evaluate the information shared to the EEC by the ECS and EES. If there is no EEC/UE side authentication performed and only Server side certificate-based TLS authentication is performed, then the privileged services, subscribe service and UE specific information (specifically access token) are not provided by the ECS/EES to the UE.
Further from the below excerpt from TS 33.558 (highlighted text) it is clear that the ECS provides token, which will include EEC ID, GPSI, expected service name, like so which are UE specific information. Hence, sending these UE specific information will lead to privacy issues and also allows unauthorized access, if client is not authenticated.
	6.2
Authentication and authorization between EEC and ECS

[...snip...]
After successful authentication and authorization, the ECS decides whether OAuth 2.0 [15] access tokens are required for the candidate EESes using the configuration information and issues separate EES access tokens to be used for each candidate EESes that use token-based authorization. The ECS, EEC and EES respectively assume the role of authorization server, client and resource server roles defined in [15]. "Client Credentials" grant type and bearer tokens [16] shall be used. JSON Web Token (JWT) as specified in IETF RFC 7519 [17] for encoding and the JSON signature profile as specified in IETF RFC 7515 [18] for protection of tokens shall be followed. This token profile also applies for clause 6.3 of the present document. The claims of the EES service tokens in the form of JWT [17] shall include the ECS FQDN (issuer), EEC ID (client_id), GPSI (subject), expected EES service name(s) (scope), EES FQDN (audience), expiration time (expiration). The ECS shall send the service response back to the EEC, which may include EES access token(s).
[...snip...]


In TS 23.558 clause 8.3 specifies the procedures, information flows and APIs for service provisioning. Below are the excerpts from TS 23.558.
	[----snip---]

8.3.3.3.3
Service provisioning response

Table 8.3.3.3.3-1 describes the information elements for service provisioning response from the ECS to the EEC.
Table 8.3.3.3.3-2: EDN configuration information
Information element

Status

Description

EDN connection information (NOTE 1)

M 

Information required by the UE to establish connection with the EDN.

> DNN/APN
M

Data Network Name/Access Point Name

> S-NSSAI

O

Network Slice information

> EDN Topological Service Area

O 

The EDN serves UEs that are connected to the Core Network from one of the cells included in this service area. See possible formats in Table 8.2.7-1.
List of EESs

M

List of EESs of the EDN.

> EESID 

M
The identifier of the EES

> EES Endpoint 

M

The endpoint address (e.g. URI, IP address) of the EES

> EASIDs (NOTE 2)

O

List of EASIDs registered with the EES.

> instantiable EAS information
O
The EAS instantiation status per EASID (e.g. instantiated, instantiable but not be instantiated yet)
> EES Provider identifier

O

The identifier of the EES Provider (such as ECSP) 

> EES Topological Service Area

O

The EES serves UEs that are connected to the Core Network from one of the cells included in this service area. EECs in UEs that are located outside this area shall not be served. See possible formats in Table 8.2.7-1. 

> EES Geographical Service Area

O

The area being served by the EES in Geographical values (as specified in clause 7.3.3.3)

> List of EES DNAI(s)

O

DNAI(s) associated with the EES/EAS. This IE is used as Potential Locations of Applications in clause 5.6.7 of 3GPP TS 23.501 [2].

> EES Service continuity support
O

Indicates if the EES supports service continuity or not. This IE also indicates which ACR scenarios are supported by the EES.
> EEC registration configuration

M

Indicates whether the EEC is required to register on the EES to use edge services or not.

> Security Credential
O
Indicates the security credential sent by the ECS. The security credential is used by EEC to communicate with the EES as specified in 3GPP TS 33.558 [23], clause 6.2.
Lifetime

O

Time duration for which the EDN configuration information is valid and supposed to be cached in the EEC.
NOTE 1:
If the UE is provisioned or pre-configured with URSP rules by the HPLMN, the UE handles the precedence between EDN connection info and URSP rules as defined in 3GPP TS 23.503 [12] clause 6.1.2.2.1. EDN connection info is considered to be part of UE Local Configurations. 
NOTE 2:
EAS information is limited to the EEC requested applications. If no AC profiles were present in the service provisioning request, the EAS information is subject to the ECSP policy (e.g. no EAS information or a subset of EAS information related to the EES).

[----snip---]


Observation: The EDN configuration information includes security credential sent by the ECS. This security credential corresponds to the access token which is used by the EEC to communicate with the EES as specified in TS 33.558, clause 6.2. Here, access token will be provided to an unauthenticated UE/EEC if there is no client side authentication.
Proposal: As SA3 decided to support only server side authentication, we propose that, if no EEC/UE side authentication is performed and only Server side certificate-based TLS authentication is performed, then the privileged services, subscribe service and UE specific information (for example, Access token ) are not provided by the ECS/EES to the unauthenticated EEC/UE.

4
Detailed proposal

Proposal: From above observations, it is clear that both client and server needs to mutually authenticate each other. Therefore, having only server-side certificate based authentication need restriction on the information provided to the unauthenticated EEC/UE. Therefore, if no EEC/UE side authentication performed and only Server side certificate-based TLS authentication is performed, then the privileged services, subscribe service and UE specific information (for example, access token) are not provided by the ECS/EES to the unauthenticated EEC/UE.
7.5		Conclusions for Key Issue #2.1


It is concluded to reuse authentication and authorization mechanism specified in TS 33.558 to realize authorization and mutual authentication between UE and ECS/EES.


Server side certificate-based TLS authentication is mandatory supported.


It is concluded to clarify in the normative work that ECS/EES can retrieve the GPSI from the core network if necessary and the ECS/EES should not trust the GPSI received from the EEC/UE.


NOTE: Token-based solutions (e.g., Solution #25 for EEC/UE authentication by the ECS/EES) are left to implementation.


Editor’s Note: If no EEC/UE side authentication and authorization performed and only Server side certificate-based TLS authentication is performed, then details on restricting the privileged services and/or UE specific information that to be provided from ECS/EES to the UE to be considerd in collobration with SA6 is FFS


Editor’s Note: Further conclusion is FFS.











