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1
Decision/action requested

This contribution proposes to update evaluation for solution#3.
2
References

3
Rationale

According to conclusion on KI#2, the common ground for all solutions is the involvement of the OAM system and solution #3 is the basis for the normative work. But in the current version of solution #3, OAM is not involved yet. The contribution proposes to update evaluation for solution#3 and clarify the relation between the private CA and OAM .
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.3.3
Evaluation

The solution addresses the first security requirement of KI#2 related to building the initial trust with the operator CA/RA. It proposes a procedure to secure the initial enrolment of the NF certificates, as a pre-requisite to proceed with the certificate enrolment procedure when the NF fetches an operator certificate. 

NOTE 1:
The term ‘Private CA’ refers to a local CA used for NFs within SBA domain and may be managed by OAM system.

The procedure proposes to use an initial certificate for authentication to the operator CA, signed by a private CA within the same security trust domain of the NF. 

This solution proposes as an alternative and/or complementary implementation, to use a certificate management NF to act on behalf of other SBA NFs. This would have limited impact on these NFs.

NOTE 2:
The prerequisite of acquiring trustworthiness of the NF that is requesting the initial certificate to the private CA is assumed to be viable since the private CA may be managed by OAM system.

The solution requires the implementation of a private CA within the same security trust domain of the NF, so implicit trust between the private CA and NF is assumed. The root certificate of that private CA is pre-configured as trust anchor in the operator CA to enable the authentication of the NF during the initial certificate enrolment in operator CA.   

The introduction of a local CA in the same trust domain as the NF may increase the threat surface, since the local CA is subject to the same threats and attack vectors as the NF. If multiple local CAs need to be implemented, the risk may consequently increase.  

*************** End of the change ****************

