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1
Decision/action requested

Approve the update to the conclusion of KI#1 in 33.737.
2
References

[1]
3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2"
3
Rationale

This pCR proposes to add conclusion for KI #1 in TR 33.737 [1].

4
Detailed proposal

**** START OF CHANGE ****
7.1
Conclusion to Key Issue#1 

Regarding AKMA roaming architecture, AKMA architecture defined in TS 33.535[2] can be reused.
For case 1 (UE is in VPLMN and accessing an internal HPLMN AF), to support LI, AAnF in HPLMN should send encryption keys to the visited network. AAnF in HPLMN should enforce that encryption is not started until it received confirmation from the VPLMN that everything has been received OK. Alternatively, HPLMN may decide to disable encryption or UE services if the HPLMN is unable to provide the key material to the VPLMN.

For case 2 (UE in VPLMN accessing an internal AF of the VPLMN), since the AF knows the encryption key used between the UE and the AF, the LI requirements can be fulfilled by the AF, thus no normative work is needed.


For case 3 (UE is in VPLMN and accessing an external AF in the Data Network to support LI, the following principle applies:

· AAnF in HPLMN should send AKMA related keys to the visited network.
· AAnF in HPLMN should be able to find the AF is an external AF in the data network rather a vPLMN AF via NEF. .

· The external AF indicates to AAnF whether the encryption is 1) based on KAF, 2) derived from KAF. Based on this indication, the AAnF decides to send the key material to the VPLMN's NF (enable the LI).

**** END OF CHANGE ****
