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1
Decision/action requested

Approve the changes in clause 4 for inclusion in 33.737.
2
References

[1]
3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2"
3
Rationale

This pCR proposes to update solution 7 in TR 33.737 [1].

As defined in the solution 7:
If the Ua* is HTTP based, the UE is configured with the FQDN of AF, and the AP is a reverse proxy to handle the communication between the UE and the AF. The AP takes the role of an AF. The AKMA Application Key (i.e. KAF), which is utilized between the UE and the AP, is derived based on the FQDN of the AF.

Let's walk through an example where UE will connect to multiple AFs behind the same AP. Here, AFs and AP have relationship then only AP will suppose those AFs.The UE and AP will be configured with AF1, AF2.. AFn fqdn, and these AFs will reside behind the AP. 

· UE wants to connect to AF1, then the UE sends a session request to AF1 with A-KID, this request lands on AP(reserve proxy). The AP downloads the KAF1 (AF1 fqdn) from the AAnF (normal AKMA procedure), caches it, and then uses it.
· UE wants to connect to AF2, then the UE sends a session request to AF2 with A-KID, this request lands on AP(reserve proxy). The AP downloads the KAF2 (AF2 fqdn) from the AAnF (normal AKMA procedure), caches it, and then uses it.

· UE wants to connect to AFn, then the UE sends a session request to AFn with A-KID, this request lands on AP(reserve proxy). The AP downloads the KAFn (AFn fqdn) from the AAnF (normal AKMA procedure), caches it, and then uses it.
UE may want to connect multiple AFs together as well over a shared TLS or separate TLS (As defined in the GBA, TS 33.222). Therefore, the existing procedure in Solution 7 requires AP to download the keys (KAF1.. KAFn) one by one. However, AP should have the flexibility to download multiple KAF(s) together in a single request to AAnF, which is not defined in solution 7.

Therefore, we want to extend the solution so that AP can download multiple KAFs together in a single request to AAnF.

.

4
Detailed proposal

**** START OF CHANGE ****
6.7
Solution #7: Introducing AP into AKMA
6.7.1
Introduction

TS 33.222 specifies the use of Authentication Proxy in GBA [3], where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures, and relieves the AS of security tasks. Similarly, introducing such an authentication proxy in AKMA is beneficial where different application servers reside in the same trust domain or in the same edge node. With the AP, these application servers can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately. AKMA is a potential solution in MEC, and it is possible that different application servers reside in the same edge cloud or belong to the same service vendor, it is beneficial to consider the feasibility of introducing a similar proxy in AKMA.
6.7.2
Solution details
6.7.2.1 
Architecture of using AP
An Authentication Proxy (AP) is a proxy which takes the role of an AF and delegates a group of ASs. It may reside between the UE and the AS as depicted in the figures below. The AP helps the ASs behind the AP to execute AKMA procedures to save the consumption of signalling resources and AAnF computing resources. It may also relieve the AS of security tasks. The use of an AP is fully compatible with the architecture specified in TS 33.535 [2].  
The AP can assure the ASs that the request is coming from an authorized subscriber of the MNO.
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Figure 6.7.2.1-1: Use of AP when AP is internal 
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Figure 6.7.2.2-1: Use of AP when AP is external
If the Ua* is HTTP based, the UE is configured with the FQDN of AS, and the AP is a reverse proxy to handle the communication between the UE and the AS. The AP takes the role of an AF. The AKMA Application Key (i.e. KAF), which is utilized between the UE and the AP, is derived based on the FQDN of the AS.

If the Ua* is not HTTP based, it’s left to implementation, e.g., how the AP identifies the traffic towards corresponding AS may be pre-configured in the AP by the operator who deploys the AP.
The AP may retrieve multiple AKMA Application Key (i.e. KAF) in a single request towards AAnF. This may be possible when UE initiates multiple application session request to multiple AFs (AF1, AF2.. AFn) sitting behind the same AP. 
6.7.2.2 
AP-AS reference point
The HTTP protocol is run over the AP-AS reference point. Confidentiality and integrity protection can be provided for the reference point between the AP and the AS using NDS/IP mechanisms as specified in TS 33.210 [5]. For traffic between different security domains, the Za reference point shall be operated. For traffic inside a security domain, it is up to the operator to decide whether to deploy the Zb reference point. 
6.7.2.3 
Example of using AP for TLS tunnels
When the TLS based protocol is used as Ua* profile, the AP can be used to handle the TLS security relation with the UE and relieves the application server (AS) of this task. When an HTTPS request is destined towards an application server (AS) behind an AP, the AP terminates the TLS tunnel and performs UE authentication. The AP proxies the HTTP requests received from UE to one or many application servers. The AP may add an assertion of identity of the subscriber for use by the AS, when the AP forwards the request from the UE to the AS.
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Figure 6.7.2.3-1: Use of AP for TLS tunnels when AP is internal
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Figure 6.7.2.3-2: Use of AP for TLS tunnels when AP is external
6.7.2.4
API updates

6.7.2.4.1
Naanf_AKMA_ApplicationKey_Get service operation 

Service operation name: Naanf_AKMA_ApplicationKey_Get.

Description: The NF consumer requests AKMA Application Key and UE ID from the AAnF.

Input, Required: A-KID, AF_ID(s) 

Input, Optional: None. 

Output, Required: KAF (s), KAF expiration time associated with KAF and SUPI or GPSI.
Output, Optional: None.
6.7.2.4.2
Naanf_AKMA_ApplicationKey_ AnonUser_Getservice operation 

Service operation name: Naanf_AKMA_ApplicationKey_AnonUser_Get.

Description: The NF consumer requests only the AKMA Application Key from the AAnF. This service is for allowing anonymous user access to the AF based on A-KID (i.e., UE identification is not required at the AF). The A-KID functions as a temporary user identifier.

Input, Required: A-KID, AF_ID(s)  

Input, Optional: None. 

Output, Required: KAF(s), KAF expiration time associated with KAF.
Output, Optional: None.
6.7.3
Evaluation

The solution fulfills the requirements in key issue#2. The solution enables the application servers relying on the authentication proxy to execute AKMA procedures.
**** END OF CHANGE ****
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