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1
Decision/action requested

This contribution proposes an update to the DTLS text. 
2
References

[1]
S3-231476 draft CR for DTLS with GBA
3
Rationale

This contribution proposes a few changes to the existing text on DTLS. 
4
Detailed proposal

It is proposed to include the below changes in the draft CR [1]. 
**** START OF CHANGES ****

Annex X (normative): 
GBA Ua protocol based on DTLS
X.1
General
This Annex covers the aspects specific to the GBA Ua protocol based on DTLS. This feature is optional to be supported for the UE and NAF. If the feature is supported, the following clauses apply.
Editor’s Note:  Whether the Annex should target to TS 33.220 is FFS.

X.1.1
Requirement on the UE
UE hosts the DTLS client. The DTLS client may reside in the ME,  in the UICC or both might host an DTLS client independently of each other.

The UE should be able to indicate to the NAF which key (Ks_(ext)_NAF or Ks_int_NAF) the UE intends to or can use to secure the Ua reference point based on DTLS.

X.1.2
Requirement on the NAF
DTLS should be supported by the NAF for the UE-NAF reference point (Ua).
The NAF should be able to require that a certain key (i.e., Ks_(ext)_NAF or Ks_int_NAF) used to secure the Ua reference point based on DTLS.
X.2
Shared key-based mutual authentication between UE and AF
X.2.1
General
The TLS profile specified in TS 33.210 [13] clause 6.2 apply to DTLS 1.3 [x].
X.2.2
Procedures for DTLS 1.3
The procedures and PSK identities given in clause 5.4.0.2 of TS 33.222 for TLS 1.3 are also applicable for DTLS 1.3, with the following changes.


At step 1, If the DTLS client resides in the ME, Ks_(ext)_NAF shall be used as the GBA shared key. If the DTLS client resides in the UICC, Ks_int_NAF shall be used as the GBA shared key

The UE derives the DTLS premaster secret from the NAF specific key (Ks_(ext)_NAF if the initiating DTLS client resides on the ME or Ks_int_NAF if the initiating DTLS client resides on the UICC).


PSK identities should be delivered via DTLS message.

Editor’s Note: The steps are to be updated to remove any dependency on application layer protocol (here HTTPS)

**** END OF CHANGES ****

