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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.737
2
References

[1]
3GPP TR 33.737: "Study on Authentication and Key Management for Applications (AKMA) phase 2"
3
Rationale
This contribution proposes to add a new solution to KI #1 of TR 33.737 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************
6.X
Solution #X: AKMA roaming in multiple registration scenarios
6.X.1
Introduction

This solution addresses the KI #1.
This solution considers AKMA roaming in multiple registration scenarios. 
According to TS 33.501 [4], in multiple registration scenarios, UE can be multiple registered in different PLMN's serving networks.
Though UE can connect to two different visited networks, UE may only leverage one visited network to connect to the target AF. In this case, it is unreasonable to send AKMA-related keys to the visited network that does not participate in building the connection to the AF.
This contribution leverages information from PCF to identify the visited network that participates in building the connection between the UE and the AF. And AKMA-related keys are only sent to the identified visited network.
In specific, according to sub clause 6.1.3.18 of 3GPP TS 23.503 [X], AF can obtain visited network identifier from PCF using the AF session related to a specific UE. As described in clause 6.1.3.2.2 of 3GPP TS 23.503 [X], the AF session is associated with one and only one pdu session. And each pdu session is related to one specific UE.
This solution can be combined with Sol #1, #3, #9, #12, #14, and #16 to support the LI requirements.
6.X.2
Solution details
This solution can be combined with Sol #1, #3, #9, #12, #14, and #16 to support the LI requirements.
To support AKMA roaming for external AF in multiple registration scenarios, this solution reuses clause 6.3 TS 33.535 [4] with the following modifications.
- 
In step 1, the AF obtains the visited network identifier (s), which indicates the network participating in building the connection between UE and the AF, from PCF. AF sends the visited network identifier to the NEF.

-    In step 3, NEF sends the visited network identifier(s) to the hAAnF.

hAAnF sends SUPI of the UE, AF_ID, KAF, the KAF expiration time (KAF exptime) to the visited network (s), which is identified by the AF in step 1. 
To support AKMA roaming for internal hPLMN AF in multiple registration scenarios, this solution reuses clause 6.2 TS 33.535 [4] with the following modifications.

- The AF obtains the visited network identifier(s), which indicates the network participating in building the connection between UE and the AF, from PCF.
- The AF sends GPSI of the UE, AF_ID, encryption key, and the encryption key expiration time to the identified visited network.
In Multi access pdus session scenarios, information related to AKMA (e.g., GPSI of the UE, AF_ID, encryption key, and the encryption key expiration time) should be sent to both two VPLMNs.

In PDU session moving secnarios, UE can move one pdu session from source access-type to target access-type. When PDU session moving happens, Information related to AKMA (e.g., GPSI of the UE, AF_ID, encryption key, and the encryption key expiration time) should be sent to the VPLMN related to the access-type.
6.X.3
Solution Evaluation
This solution can be combined with Sol #1, #3, #9, #12, #14, and #16 to support the LI requirements.
The advantage of this solution is mitigating the risk of sending AKMA related keys to VPLMN, which does not participate in building the connection between UE and AF.

This solution has impact to hAAnF. In specific, for external AF in the data network, external AF sends the identified visited network to the hAAnF. AKMA-related keys are only sent to the identified visited network




In Multi access pdus session scenarios, information related to AKMA (e.g., GPSI of the UE, AF_ID, encryption key, and the encryption key expiration time) should be sent to both two VPLMNs.
In PDU session moving secnarios, UE can move one pdu session from source access-type to target access-type. When PDU session moving happens, Information related to AKMA (e.g., GPSI of the UE, AF_ID, encryption key, and the encryption key expiration time) should be sent to the VPLMN related to the access-type.
*************** End of the 1st Change ****************
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