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1
Decision/action requested

This contribution proposes conclusion on KI#3 in TR 33.738
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Rationale

This pCR proposes to use the ideas of solution #1, #2, #7,#10,#11.#12,#13 for protection of ML models and authorization of model retrieval to conclude KI#3.
The following contributions have been merged in this document: S3-230203, S3-230244. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.738. 
***BEGIN OF First CHANGE***

7
Conclusions 

7.X
Conclusion on Key Issue #3 "Security for AI/ML model storage and sharing"
The conclusions for KI#3 are:

-
Authorization of the model retrieval at the NRF uses OAuth 2.0 token-based authorization. The NRF uses information provided by the MTLF. 

-
The model is stored in encrypted format, unless both ADRF and MtLF belong to the same security domain

 
-
As per request of Analytics Id by the NFc, the MTLF performs authorization check of the corresponding model retrieval . 
Editor’s NOTE: the mechanism to provide the model is FFS which should be aligned with SA2.   
-
NF consumer(s) (MTLF or AnLF) uses the ADRF ML model retrieval service to retrieve the ML model or URL (where the model is stored) from ADRF. ADRF verifies that the requested AI/ML model can be retrieved by the NF consumer(s) (MTLF or AnLF). 




*** END OF First CHANGE ***
�NFc registration procedure has been specified already, don’t see there is anything new. Don’t know why there is a need to list vendor ID here. 


�There are different perspectives. Even though this is from different vendors, the ADRF and MtLF can be the same security domain and operator domain. 


�The granularity is based on SA2 procedure. Change the NOTE to Editor’s note. 


�Even though this is the process on model retrieval, if it’s inline with SA2 procedure, no strong opinion. 


�Since bullet5 removed, it makes no sense to keep the NOTE for now. 





