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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

The conclusion was already reached that no normative work is pursued. EN resolution in analysis part is pending and resolved in this contribution.
4
Detailed proposal

***** START OF CHANGES
7.1
KI#1: Authentication of NRF and NF Service Producer in indirect communication
7.1.1
Analysis

The key issue addresses the scenario of an intermediary such as a standalone SCP to be compromised. In this case, the NF Service Consumer is not able to verify if the NRF response or the NF Service Producer response has been received by a legitimate entity. However, it also needs to be considered that reselection of the NF Service Producer by the SCP can be a desired feature.
3 solutions are presented to cover this key issue.

Solution #1 and extended solution #6 are based on using the concept of CCA for the NF Service Producer or the SCP, i.e., similar to the CCA used for the NF Service Consumer as specified in 3GPP TS 33.501 [2]. Such a token is introduced to allow a client to validate the sender of a response directly, even if an SCP is in between. 

Solution #1 has a limited scope as provided in the respective evaluation part in clause 6.1. 

Solution #6 superseeds solution #1, overcoming some of the limits of solution#1 in case of Model C, also addressing the scenario of reselection of the target NF.

The optional inclusion of such a token including a NF Set Id allows a NF Service Consumer to validate if the NF sending the response is the producer that NFc has selected by itself or if it is a producer of the same NF Set or NF Service Set as indicated in the OAuth token received from NRF. The token cannot be used, if SCP has applied reselection of NFp outside of an NF Set.

Solution #6 addresses Model C with direct TLS between NF Service Consumer and NRF for discovery. It does not address Model D or Model C without direct TLS between NF Service Consumer and NRF for discovery. It requires that the NF Service Consumer has knowledge about which NF Service Producers are in the NF Set of the producer.
Solution #13 addresses similarly to solution #6 Model C. If the NF Service Consumer knows the producer, it can use the procedure described in #13 to have a verification of the producer sending the service response. However, in cases of delegated discovery and re-selection of an NF Service Producer, the SCP needs to be trusted since the NF Service Consumer cannot distinguish, if the SCP is acting maliciously or as wanted due to network performance issues. Thus, the behaviour on consumer side is hard to specify, i.e., accepting the response, because SCP was doing its job of reselection or rejecting the response, because the producer identity is not matching the one certified before. 
The key issue assumed a compromised SCP, but the cases of when an SCP is compromised or when an SCP is just fulfilling its duty (i.e., re-selection), are not clear and were questioned during this study. As a consequence, this key issue is not followed up normatively. 



7.1.2
Conclusion 

It was decided that SCPs can only be used in situations in which all parties communicating through the SCP trust the SCP to correctly handle the messages passing through it.
No normative solution is pursued for addressing this KI.

***** END OF CHANGES
