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1
Decision/action requested

This Tdoc proposes further evaluation of Sol#10 in TR 33.740.
2
References

3
Rationale
This Tdoc provides further evaluation of Sol. #10. We kindly request SA3 to review and approve this contribution.
4
Detailed proposal

*** Start changes ***
6.10.3
Evaluation

This solution addresses Key Issue #2 and Key Issue #3 by describing how ProSe can support the usage of PAKEs. This allows setting up a secure/authenticated link and authorizing it based on the usage of passwords.
Impact on ProSe is limited to the exchange of information/messages required to support a PAKE:

· The configuration of Source-UE, Target-UE, UE-to-UE relay with PAKE parameters as in Clause 6.10.2.1.

· The derivation of the PAKE parameters and password from the “raw-password” and the associated metadata fields as in Clause 6.10.2.1.
· The exchange of PAKE related parameters required for the PAKE execution as in Clause 6.10.2.3.  

· The usage of PAKE derived keys as in Clause 6.10.2.5.
· The configuration of a policy determining whether a user is allowed to enter a password when Source-UE/Target-UE/UE-to-UE relay is/are out-of-coverage. 
This solution allows authorizing the Source-UE, Target-UE, UE-to-UE relay based on the configured password information. This provides a simple approach to ensure that the involved UEs are authenticated and authorized to communicate with each other regardless of their coverage situation.

Editor’s Note: Pros/cons of a PAKE-scheme vs other schemes (e.g., relying on a long-term credential) are FFS.

*** End changes ***
