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1
Decision/action requested

This contribution provides the evaluation for solution #8 in TR 33.887
2
References

[1]
3GPP TR 33.887, ‘Study on Security aspects for 5WWC Phase 2’, (Release 18).
3
Rationale

The evaluation to Solution #8 has been provided.  
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.887
*****Start of Change 1*****
6.8.3
Evaluation

 The solution addresses KI#4 and it enables the following aspects:

UE and TNGF performs mutual authentication during UE TNAP mobility as part of re-authentication by exchanging nonces and verifying a related MAC.
Further impacts related to the solution includes:

For UE TNAP mobility scenario, the UE and TNGF derives new TNAP key using the previously established security context (from the initial primary authentication) i.e., TNGF key and nonce(s) as a freshness parameter. The UE and TNGF need to derive a Re-auth ID, the details of the inputs is upto the normative work.
UE need to construct NAI using Re-auth ID and TNGF information. The TNGF need to find a stored UE context based on Reauth-ID.
TNGF: Need to provide Nonce, TNGF ID to UE during initial registration procedure. Alternatively, an existing TNGF address can be used TNGF ID.
*****End of Change 1*****
