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1
Decision/action requested

Approve the pCR to TR 33.858 [1] below.
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks phase 2".
3
Rationale

Solution #11 "High-level solution on authentication for UE access to hosting network" in TR 33.858 [1] contains the Editor's Note "It is ffs whether the solution covers all scenarios concluded in SA2."
This pCR proposes a resolution of the Editor's Note.
4
Detailed proposal

*** BEGIN CHANGES ***

6.11
Solution #11: High-level solution on authentication for UE access to hosting network
6.11.1
Introduction 

This solution addresses Key Issue #2 "Authentication for UE access to hosting network". It provides a high-level exploration of the solution space, based on the analysis of the different possible use and business cases.
6.11.2
Solution details

The study in TR 23.700-08 [2] has considered different scenarios for UE access to hosting network. From an authentication point of view, the scenarios can be broadly classified into the following two cases:

1)
There is a business relationship between hosting network and home network. 

2)
There is no business relationship between hosting network and home network. 

For case 1), the business relationship between hosting network and home network can have different implications on the authentication architecture. At least the following cases are possible:

1a) Home network (PLMN or SNPN) is Credentials Holder using AUSF/UDM, hosting network is SNPN.

1b) Hosting network is PNI-NPN and home network is the underlying PLMN.

1c) Hosting network is PNI-NPN and the underlying PLMN has a roaming relationship with the home network.

For case 1a), the authentication to the hosting network is already specified in Annex I.2.4 of TS 33.501 [4]. For case 1b), the authentication to the hosting network can be based on the PLMN-credentials of the home network. Additional secondary or slice-specific authentication to access the hosting network is also possible. For case 1c), the authentication to the hosting network can also be based on the PLMN-credentials of the home network. In addition to primary authentication, secondary authentication to access the hosting network (PNI-NPN deployed by the VPLMN) is possible with local breakout.

For case 2), the following cases need to be considered:

2a) Hosting network is SNPN and does not have a business relationship with the home network.

2b) Hosting network is PNI-NPN and the underlying PLMN does not have a roaming relationship (or other business relationship) with the home network: This case does not seem to be possible, since PLMNs usually have a roaming relationship.

In case 2a), the UE needs new credentials to authenticate to the hosting network. Hosting network credentials can be provisioned to UE using existing user plane mechanisms, over visited or home network connectivity or using onboarding as specified in TS 23.501 [6] clause 5.30.2.10, TS 23.502 [7] clause 4.2.2.2.4 and TS 33.501 [4] Annex I.9. Onboarding requires default UE credentials to be pre-configured on the UE.
This solution structures the possible scenarios in a different way than in the conclusions in TR 23.700-08, clause 8.4.1.

6.11.3
System impact

The high-level solutions described in the solution details do not have normative specification impact. 
6.11.4
Evaluation

This solution addresses the security requirements of Key Issue #2 "Authentication for UE access to hosting network". It does not require new normative work. 

Editor's Note: Further evaluation is ffs.

*** END CHANGES ***

