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1
Decision/action requested

This contribution proposes to update evaluation of TR 33.740 solution#13.
2
References

[1]
3GPP TR 33.740 V0.4.1 

4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 








***
BEGIN OF CHANGES
***

6.13
Solution #13: E2E authentication with Layer-3 UE-to-UE Relay

6.13.1
Introduction

This solution is for the 5G ProSe Layer-3 UE-to-UE Relay case. It addresses Key Issue #4: Privacy of information over the UE-to-UE Relay, Key Issue #3: Authorization in the UE-to-UE Relay Scenario, and 2nd requirement of Key Issue #1: Security for UE-to-UE Relay discovery (protection of privacy sensitive information of source and target UEs).  

TR 23.700-33[2] describes several solutions for Layer-3 based UE-to-UE Relay which are all based on IP routing functionality at the UE-to-UE Relay. As part of the PC5 unicast link establishment procedure, the ProSe 5G UE-to-UE Relay allocates an IP address/prefix to the UE or is informed of the UE's IP address/prefix. The Relay stores the association of the UE's Application layer ID (also called User Info) and UE's IP address/prefix (e.g. into its DNS entries). When a source UE needs to communicate with a target UE via the ProSe 5G UE-to-UE Relay, it sends a request (e.g., DNS query) to the ProSe 5G UE-to-UE Relay, over the unicast link, to obtain the target UE's IP address/prefix (based on Target User Info). The Relay returns the IP address/prefix of the target UE. The source UE sends IP data to the target UE via the PC5 unicast link to UE-to-UE Relay. The UE-to-UE Relay acts as an IP router and forwards the packets to the corresponding PC5 unicast link towards the target UE.

When using the IP based routing, the UE and UE-to-UE Relay may wish to allow E2E communication only with a peer UE that is authenticated and authorized by the UE for both privacy reasons and to prevent unauthorized usage of UE-to-UE Relay resources (e.g., due to unauthorized IP traffic). To enable this, a UE informs the UE-to-UE Relay during the PC5 link establishment procedure whether E2E authentication/authorization with peer UEs is required before allowing communications via the UE-to-UE Relay. The Relay enforces the E2E authentication/authorization between peer UEs accordingly.

6.13.2
Solution details

This solution describes how E2E authentication and authorization is enforced prior to allowing user data traffic. Key_Est_Info used in the procedure below is a generic authentication container as defined in TS 33.536 [9]. This container is transparent to the PC5 interface and used to transport different data required for key establishment depending on the authentication method used by the application. 
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Figure 6.13.2-1: End-to-end authentication via Layer-3 UE-to-UE Relay 
1. PC5 unicast links are established between UE1 and the Relay, UE2 and the Relay. During PC5 link establishment, UE1 and/or UE2 informs the Relay that E2E authentication and authorization is required prior to E2E communication, i.e. DNS resolution/E2E IP communication is not allowed before E2E authentication and authorization is successfully run. The Relay stores the E2E authentication and authorization requirement information along with UE1 and/or UE2 user info.

NOTE: Privacy of IP address/prefix requirement can be configured on a per RSC and/or 5G ProSe service basis.

2. UE1 sends IP Discovery Authorization Request to Relay including target UE2 user info, UE1 user info, and Key_Est_Info. 
3. Relay determines that E2E authentication and authorization is required based on stored UE1 and UE2 user info and triggers E2E authentication and authorization.
The following steps 4 and 5 may be run multiple times depending on the authentication method used. 
4. (a) Relay sends a Relayed Auth and Key Establishment Request message to UE2 including UE1 user info, UE2 user info, and Key_Est_Info. (b) UE2 sends a Relayed Auth and Key Establishment Response message to Relay including UE1 user info, UE2 user info, and Key_Est_Info. The final response indicates to the relay the authentication is complete with the corresponding result.
5. (a) Relay sends a Relayed Auth and Key Establishment Request message to UE1 including UE2 user info, UE1 user info, and Key_Est_Info. (b) UE1 sends a Relayed Auth and Key Establishment Response message to Relay including UE1 user info, UE2 user info, and Key_Est_Info. The final response indicates to the relay the authentication is complete with the corresponding result. 
6. The relay stores the authorization result with UE1 and UE2 user info.
7. Once a final successful authentication result is received by the Relay from UE1 and UE2, Relay replies with an IP Discovery Authorization Response message  including the successful authorization result. If the E2E authentication and authorization fails, the Relay sends a Response indicating failure.

8. If UE1 is authorized, it sends a DNS Query to obtain UE2’s IP address/prefix. Relay verifies that UE1 is authorized to obtain UE2's IP address/prefix based on stored UE1 and UE2 user info and sends UE2's IP address/prefix in a DNS Response message.

6.13.3
Evaluation 

This solution proposes a new PC5-S messaging to initiate E2E authentication and authorization via a L3 UE-to-UE Relay prior to allowing the discovery of peer UE's IP address/prefix information. This solution ensures that private UE's IP address/prefix information is only exposed to authorized peer UEs. 

The peer UEs need to support exchange of E2E PC5-S Authentication and Authorization Request messaging. The U2U Relay needs to support handling of exchange of mutual authentication messages between the peer UEs and store the authorization result. The Relay provides IP Discovery authorization result to the requesting UE. The Relay replies to DNS Query with peer UE's IP address/prefix information to the requesting UE if authorization is successful. 

This solution addresses: 

· Key Issue #3 (2nd requirement): Authorization in the UE-to-UE Relay Scenario 

· Key issue #4 (all requirements): Privacy of information over the UE-to-UE Relay.
Editor's Note: further evaluation is FFS.
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