3GPP TSG-SA3 Meeting #109AdHoc-e 
S3-230400
Electronic meeting, 16 - 20 January 2023









    Revision of S3-22xxxx
Source:
Xiaomi
Title:
Conclusion on Key Issue #2 in TR 33.740
Document for:
Approval

Agenda Item:
5.3
1
Decision/action requested

This contribution proposes to conclude KI#2 in the FS_5G_ProSe_Ph2 study TR 33.740
2
References

[1]
3GPP TR 33.740 v0.4.0: "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"

3
Rationale
This pCR proposes to add conclusion on KI#2 in TR 33.740 [1].
4
Detailed proposal

*************** Start of the Change ****************

7.2
Key Issue #2: Security of UE-to-UE Relay

For Key Issue #2, the following statements are agreed:
Regarding End-to-End security:

· For L2 relay, the source UE and the target UE can establish a PC5 link over the L2 relay after the per hop link is established.
· For L3 relay, the E2E security between the Source UE and the Target UE can be established by performing the IKEv2 protocol, which is out of the scope of 3GPP.
Regarding link establishment for Layer-3 UE-to-UE Relay:

· The mechanism of 5G Prose Direct Security Establishment is reused in the UE-to-UE Relay Communication scenario.

· The long term credential proposed in solution #7 is used as the root key for UE-to-UE Relay link establishment, which is associated with RSC.


*************** End of the Change ****************
