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1
Decision/action requested

This contribution proposes to conclude KI#1 in the FS_5G_ProSe_Ph2 study TR 33.740
2
References

[1]
3GPP TR 33.740 v0.4.0: "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2"

3
Rationale
This pCR proposes to add conclusion on KI#1 in TR 33.740 [1].
4
Detailed proposal

*************** Start of the Change ****************

7.1
Key Issue #1: Security for UE-to-UE Relay discovery
For UE-to-UE Relay discovery, the discovery security materials are provided by the PKMF for RSC(s) representing user-plane based security procedure, and by the DDNMF or the PCF for RSC(s) representing control-plane based security procedure. 
Regarding security for Model A discovery:
5G Prose End UE and 5G Prose UE-to-UE Relay use the discovery security materials associated with RSC to protect/verify the direct discovery set(s) and UE-to-UE discovery set in the Discovery Announcement message. Solution #8 is used as the basis for normative phase.
Regarding security for Model B discovery:

5G Prose End UE and 5G Prose UE-to-UE Relay use the discovery security materials associated with RSC to protect/verify the direct discovery set(s) and UE-to-UE discovery set in the Discovery Solicitation message and Discovery Response message. Solution #9 is used as the basis for normative phase.
Regarding security for integrated discovery:

The privacy information (incl. User Info ID) in DCR message is protected by the discovery security materials associated with RSC. Solution #30 is used as the basis for normative phase.
*************** End of the Change ****************
