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1
Decision/action requested

It is requested to approve the new solution for KI #2 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes to add a new solution for KI #2 in TR 33.884 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: OAuth 2.0 based API invocation procedure
6.Y.1
Introduction 

This solution addresses the key issue #2 in terms of API invoker UE authorization.
In this solution, API invoker may request authorization for service API and resource. And only one access token is provided to the API invoker for service API and resource authorization.
· Resource owner can authorize API invoker for resources.The resource owner can authorize the API invoker to access its resources in synchronous and asynchronous manner.

· CAPIF core function can authorize API invoker for services and service operations.

6.Y.2
Solution details
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Figure 6.Y.2-Y: OAuth 2.0 based API invocation.

0. API invoker and resource owner do the mutual authentication. 
For the case that API invoker is the UE, the mutual authentication can be realized based on certificates. For the case that API invoker is the AF, the mutual authentication can be realized based on GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. A secure connection between API invoker and resource owner is established after the mutual authentication. The secure connection can be established via TLS.

1. The API invoker sends authorization request to the resource owner. 

In case API invoker has obtain the authorization of service API and service operation, the request includes the identity (e.g., GPSI, IMPI or application layer ID) of the API invoker, the identity (e.g., GPSI, IMPI or application layer ID) of target UE, the target resource (e.g., location of UE, QoS of the UE).

In case API invoker has not obtain the authorization of service API and service operation, the request includes the identity (e.g., GPSI, IMPI or application layer ID) of the API invoker, the identity (e.g., GPSI, IMPI or application layer ID) of target UE, the target resource (e.g., location of UE, QoS of the UE), service identifier, service identifier, service operation identifier. The service identifier/service operation identifier indicates the service/service operation that can be performed on the target resource.  
2. CAPIF core function/authorization function and resource owner should do the mutual authentication. 
For the case of CAPIF core function, resource owner can authenticate CAPIF core function via certificate. Then CAPIF core function can authenticate resource owner using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. And CAPIF core function may generate certificate and OAuth 2.0 token for the resource owner after the authentication. 
For the case of authorization function, resource owner can authenticate authorization function via certificate. Then authorization function can authenticate resource owner using TLS-PSK, OAuth token, GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. 
A secure connection between resource owner and CAPIF core function/authorization function is established after the mutual authentication. The secure connection can be established via TLS.

3. The resource owner may timely and synchronously grants the authorization request for the resource. And the resource owner sends the authorization request and grant information to the CAPIF core function/authorization function to request the authorization code.

The resource owner may asynchronously grant the authorization request for the resource based on the local pre-generated profile. And the resource owner sends the authorization request and grant information to the CAPIF core function/authorization function to request the authorization code.

If the resource owner previously sends the pre-generated profile to the CAPIF core function/authorization function, the resource owner sends the authorization request to the CAPIF core function/authorization function to request the authorization code. CAPIF core function/authorization function can authorize the authorization request for the resource based on the pre-generated profile.  
The authorization request in step 3 is identical to the one sent by the API invoker.
If the API invoker has obtained the authorization of service API and service operation, the CAPIF core function/authorization function generates the authorization code for the API invoker when API invoker is authorized to request the resource. 

If the API invoker has not obtained the authorization of service API and service operation, the CAPIF core function/authorization function should check if API invoker is authorized to invoke the service API and service operation based on pre-configured policies. If the API invoker is authorized to invoke the service API, service operation, and the resource, the CAPIF core function/authorization function generates authorization code for the API. 

4. CAPIF core function/authorization server sends the authorization code to the resource owner.

5. The resource owner sends the authorization code to the API invoker.

6. CAPIF core function/authorization function and API invoker should do the mutual authentication.
 For the case of CAPIF core function, API invoker can authenticate CAPIF core function via certificate. Then CAPIF core function can authenticate API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. And CAPIF core function may generate certificate and OAuth 2.0 token for the API invoker after the authentication. 
For the case of authorization function, API invoker can authenticate authorization function via certificate. Then authorization function can authenticate API invoker using TLS-PSK, OAuth token, GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. 
A secure connection between API invoker and CAPIF core function/authorization function is established after the mutual authentication. The secure connection can be established via TLS.

7. The API invoker sends the authorization code to the CAPIF core function/authorization function.

8. The CAPIF core function/authorization function sends the refresh token/access token to the API invoker. The API invoker can send the refresh token to CAPIF core function/authorization function to obtain access token. 
The access token includes CAPIF core function identity (e.g., NF instance ID, NF ID), authorization function identity (e.g., NF instance ID, NF ID), AEF identity (e.g., NF instance ID, NF ID), service API identifier (optional), service identifier(optional), API invoker identity (e.g., GPSI, IMSI, application layer ID), resource owner identity (e.g., GPSI, IMSI, application layer ID), user resource identifier (e.g., location), expire time. 

9. API exposure function (AEF) and API invoker should do the mutual authentication. 
API invoker and API exposure function can do mutual authentication based on TLS-PSK, OAuth token, GBA-based authentication mechanism, AKMA-based authentication mechanism, or certificate-based authentication mechanism. 
A secure connection between API invoker and API exposure function is established after the mutual authentication. The secure connection can be established via TLS. 

10. The API invoker sends service API invocation request to the AEF. The request includes the API invoker identity, the resource owner identity, the service API that needs to be invoked, the user resource identifier that the API invoker needs to access, and the access token. 

11. The AEF authorize the request based on the token.

12. The AEF sends response to the API invoker.
6.Y.3
Evaluation

TBD
*************** End of the Change ****************
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