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1
Decision/action requested
Approve the pCR below
2
References

3

Rationale

Propose a new key issue on security of groupcast and broadcast according to the conclusion of RAN2.

4
Detailed proposal
*** BEGIN CHANGES ***
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*** NEXT CHANGE ***
5.X
Key issue #X: Protection of groupcast/broadcast
5.X.1
Key issue details 

In TR 38.859 [i], it is mentioned that SLPP unicast messages between UEs is baseline, in addition, SLPP groupcast/broadcast messages among UEs via is also feasible:

“Unicast/one-to-one operation is assumed as baseline for exchange of SLPP signaling between UEs. Unicast SLPP session-based operation is supported. At least “centralized” operation is supported, i.e., operation where one UE performs range and/or position calculations based on measurement/location information relating to itself and/or other UEs. It is feasible to send at least the following positioning signaling for groupcast/broadcast (in addition to unicast) from RAN2’s perspective:

· SL positioning capability
· SL positioning assistance data

Location information is not excluded and can be further considered in normative work.”
Furthermore, in TR 38.859 [i], it is also mentioned that security issues should be considered on how to protect the SL groupcast/broadcast messages:
“RAN2 will further discuss in normative work:

-
The security issues (e.g., requirements for ciphering and/or integrity) on specific information of SL positioning capability and assistance data in groupcast/broadcast. 

-
The use cases for applying groupcast/broadcast.”
Therefore, the security of SL groupcast/broadcast messages needs to be studied. 
5.X.2
Security threats
If the group information is not securely converted by the application layer, the intruder can link them back to UE groupcast memberships, revealing which UEs have been associated with a specific group and hence causes privacy attacks.

Failures to protect SL groupcast/broadcast communications, the following threats are identified:
-
Passive attackers can eavesdrop on data packets exchanged between UEs.
-
Active attackers can intercept, modify or replay data packets exchanged between UEs.
-
An UE as a group member may be impersonated by an attacker.
5.X.3
Potential security requirements 

5G system shall ensure that SL groupcast/broadcast messages are protected from linkability and traceability attacks in the Ranging/SL Positioning service.
SL groupcast/broadcast message shall support confidentiality protection, integrity protection and replay protection.
*** END OF CHANGES ***

