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1
Decision/action requested

Discussion for a conclusion on KI#1.
2
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Rationale

This discussion paper describes the rational for the conclusion proposed for KI#1 
4
Detailed proposal
KI#1 has nine solution proposals addressing access to trusted and untrusted non-3GPP networks, N5GC devices and NSWO scenarios. To identify the commonalities and differences a short summary is presented in the table below:
	Solution:
	Untrusted non-3GPP access
	Trusted non-3GPP access 
	NSWO
	N5GC
	Solution summary:

	Solution #1: Authentication mechanism for untrusted non-3GPP Access in SNPN scenarios
	X
	
	
	
	The solution proposes to reuse the TS 33.501 [2] clause 7.2.1 with the following modifications:
“

-
In SNPN scenarios, if the construction of SUCI as described in clause 6.12 of TS 33.501 [4] cannot be used and if the employed EAP method supports SUPI privacy, then the UE can send an anonymous value SUCI to N3IWF based on configuration. And SNPN identifier, which consists of PLMN ID and NID, should also be included in AN parameters, which are sent to the N3IWF. Moreover, to fulfill the onboarding requirements, the UE may also send onboarding SUCI to the N3IWF. 

-
The AMF can choose 5G AKA, EAP-AKA', or any other key-generating EAP authentication method to authenticate UE as described in clause 6.1.3 or clause I.2.2 of TS 33.501 [4]. 

-
If EAP-AKA' or key-generating EAP authentication method is used for authentication as described in clause 6.1.3.1 and clause I.2.2 of TS 33.501 [4], the AUSF shall include the EAP-Success in step 7. 

“

	Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
	
	X
	
	
	The solution proposes to reuse the untrusted non-3GPP access procedure defined in TS 33.501 [2] clause 7A.2.1 with the following modifications.

“

-
The UE may send SUCI/onboarding SUCI to the TNAP/TNGF. If the construction of SUCI as described in clause 6.12 of TS 33.501 [X] cannot be used and if the employed EAP method supports SUPI privacy, then the UE can send an anonymous value SUCI to TNAP/TNGF. If the UE indents to access SNPN, AN parameters should also include SNPN identifier, which consists of PLMN ID and NID. The authentication mechanisms could be 5G AKA, EAP-AKA’, and any other key-generating EAP authentication method as described in clause I.2 of TS 33.501 [X].

-
For the IKE_AUTH exchange part in step 13a of clause 7.2.1 of TS 33.501 [X], names in the ID payloads should correspond to the keys used to generate the AUTH payload. In case the UE utilizes the anonymous value SUCI in step 5, the UE shall initiate an IKE_AUTH exchange and shall include the SUCI/onboarding SUCI in ID payloads rather than anonymous value SUCI. To help TNGF identify KTNGF, the AMF should send the newly generated KTNGF and the corresponding SUCI/onboarding SUCI to the TNGF. The AMF may obtain the SUCI/onboarding SUCI from the AUSF.

NOTE: The UE can only provide SUCI/Onboarding SUCI in case it is configured with SUPI privacy parameters.

“

	Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN
	
	X
	
	
	The solution proposes to reuse the untrusted non-3GPP access procedure defined in TS 33.501 [2] clause 7A.2.1 with the following modifications.

“
-
In step 13, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used, then a new type of identifier is used. The new identifier is proposed to be a hash of the key KTNGF. (potentially using some additional input). It is proposed to send the new identifier using the IDi payload. 

It is already specified in section 3.5 of RFC 7296 [5] that the ID payload used for transport of IDi can be used to transfer a key identifier by setting the ID Type to ID_KEY_ID. Support of this ID Type is mandatory. The RFC does not specify how such a key identifier is generated. The proposal here is thus to use a hash of the key KTNGF potentially using some additional input to create a key identifier. 

“

	Solution #4: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
	
	
	
	X
	The solution proposes to reuse TS 33.501 [2] clause 7A.2.4 with the following modifications.

“

-
As described in clause I.2 of TS 33.501 [4], the authentication mechanisms utilized in step 8 of clause 7A.2.4 of TS 33.501 should include key-generating EAP authentication methods. 
-
N5CW sends UE identity (e.g. SUCI/on boarding SUCI) and AN parameters to the TWAP/TWIF. And SNPN identifier, which consists of PLMN ID and NID, should be included in AN parameters. Moreover, in SNPN scenarios, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used and if the employed EAP method supports SUPI privacy, the UE can send an anonymous value SUCI based on configuration.
-
If the UE is accessing 5GS for Onboarding, the AN parameters sent from UE to TWAP /TWIF shall include Onboarding indication. And the Registration Type should set as "SNPN Onboarding".
-
The TWIF shall create a 5GC Registration Request message on behalf of the N5CW device. The TWIF shall use UE identity, AN parameters, Registration Type that are receieved from N5CW.

“ 

	Solution #5: Anonymous authentication during connection establishment in trusted non-3GPP network access
	
	X
	
	
	The solution proposes to reuse the procedure described in TS 33.501 [2] clause 7A.2.1 with the following modifications:
“

-
In step 9b, when an anonymous identifier has been used in step 5, transfer a unique temporary identifier, allocated by the TNGF, to the UE alongside the TNGF address.

 -
In step 13b, use the unique temporary identifier provided in step 9b as IDi, in case an anonymous identifier was used in step 5.

The allocation of a temporary identifier by the TNGF, distributed to the UE, enables the TNGF to identify the KTNGF which is used in the IKE_AUTH procedure in step 13b and c.

“

	Solution #6: Trusted non-3GPP Access for SNPN
	
	X
	
	
	The solution proposes to reuse the procedure described in TS 33.501 [2] clause 7A.2.1  with the following modifications:

“
If the UE sends an anonymous SUCI in step 5 of the procedure, then the TNGF will use the IP address, which the TNGF assigns to the UE as unique identifier to bind the security key. In step 13, the UE shall include the ID_IPV4_ADDR or ID_IPV6_ADDR with the assigned IP address in the IDi. The TNGF uses the received IP address to locate the KTIPSe for the connection.

“

	Solution #7: Untrusted non-3GPP Access for SNPN
	X
	
	
	
	 The solution proposes to reuse the procedure defined in TS 33.501 [2] clause 7.2.1 with the following modifications.
“

If the UE sends an anonymous SUCI in step 5 of the procedure, then the N3IWF assigns a unique identifier, which is unique within the N3IWF and used to bind the communication and the security key received in step 12. The N3IWF provides the assigned unique identifier to the UE in an IKE_AUTH_Response and the UE shall include the unique identifier in the IDi when sending the IKE_AUTH with AUTH in step 14. The N3IWF uses the received unique identifier to locate the KN3IWF for the connection.

“

	Solution #8: Reusing Existing N3GPP Security for SNPN
	X
	X
	X
	X
	The solution proposes to reuse existing procedures for trusted and untrusted access, wireline access and NSWO without modifications. The solution doesn’t account for the use of anonymised SUCI.

	Solution #9: NSWO support in SNPN using any key-generating EAP-method
	
	
	X
	
	The solution proposes to reuse the NSWO procedure specified in TS 33.501 [1] Annex S.3.2 with the following modifications.
“
This solution extends the NSWO procedures to be able to use any key-generating EAP-method in SNPN.

…

Step 3 is performed as described in Annex S.3.2 of TS 33.501 [4] with the following addition: If the EAP method supports privacy and the UE is configured to use anonymous SUCI, the UE may send an anonymous value SUCI based on configuration.

…

7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF to de-conceal SUCI to gain SUPI. 

Based on the subscription the UDM selects the appropriate EAP method to be used. The UDM includes an indicator of the selected EAP method and the SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.

8. Authentication is performed between the AUSF and UE using the selected EAP method. After a successful authentication the AUSF derives the MSK key. The decision to use MSK instead of EMSK is based on the NSWO indicator received in step 5.

… 

“



The rational is defined in per access type likewise is the conclusion proposals.

Access to an untrusted non-3GPP network:

Observation 1: Solution #1, #7 and #8 all addresses access to untrusted 3gpp access and propose to reuse the already existing procedure.
Observation 2: Solutions #1 and #7 propose to address the privacy issue when SUPI cannot be concealed by sending an anonymous SUCI.
Observation 3: Solutions #1 propose to extend the supported authentication method to key-generating EAP authentication methods.
Observation 4: Solution #1 proposes to add additional access parameter to the AN Parameters list:

The access parameter list is not related to security procedures and is in the remit of SA2. Therefore, it doesn’t make sense to move this to normative work in SA3:

Observation 5: Solution #1 propose a method for identifying the UE during IPsec establishment in step 14.
Based on the above observations the following pre-conclusion is drawn:
The procedure specified in TS 33.501 [2] clause 7.2.1 will be reused for normative work with the following modifications:

· Addition of the usage of anonymous SUCI in step 5-6b.

· Extend the applicable authentication mechanism in step 7 to key-generating EAP authentication methods.

· Change EAP verification result in step 8 to mandatory.

· Use proposed procedure in solution #7 to address the identification challenge in step 14.

Access to a trusted non-3GPP network:
Observation 6: Solution #2, #3, #5, #6 and #8 are reusing the procedure in TS 33.501 [2] clause 7A.2.1 as the base.

Observation 7: Solution #2, #3, #5 and #6 address the issue related to using anonymous SUCI in step 5 and hereby inflicting an identification issue in step 13b.
Solution #2: Propose to return the SUCI to the TNAN after authentication in step 10a:

The intension of the anonymous SUCI is to retain privacy for the cases where the SUPI cannot be concealed by the UE. This implies, that if the UE was not capable to send the SUCI is step 5 it’ll not be it in step 13b either. If the SUPI is constructed using the NULL-scheme, it’ll be violation of the recommendation in TS 33.501 [2] clause 5.2.5 “The SUPI should not be transferred in clear text over NG-RAN except routing information”. Due to these observations, it’s proposed not to move this solution to normative work:

Solution #3: Propose to use a hash of K_TNGF with some additional parameters to identify the key in step 13b.
The hash strongly depends on the construction of the data structure, wherein the key and additional parameters are located, prior to hashing and therefore influences structures which is left for implementation. According to TS 33.501 annex A, a key is only defined as an octet sting and further formats is left for implementation e.g., endianness, special formatting for HSM etc. To minimize the need for standardising data structures it’s recommend not to pursue this solution for normative work.

Solution #5: Propose to allocate a unique identifier, decided by the TNGF, and transfer this to the UE in step 9b, in case an anonymous SUCI was used in step 5, and then use this for identification in step 13b.

The solution reuses the methodology for assigning temporary identifiers (5G-GUTI, TMSI etc.) for identification purposes similar to the proposal for access to an untrusted non-3GPP network. Additionally, limits the special case to only when an anonymous SUCI is used and leaves the decision on how the temporary identifier is allocated to the implementation. It’s recommended to move this solution to normative work. 
Solution #6: Propose to reuse the ID_IPV4_ADDR or ID_IPV6_ADDR as id in step 13b.
The solution is already supported if the solution is complaint to RFC 7296 [1]. 

“

   Two implementations will interoperate only if each can generate a

   type of ID acceptable to the other.  To assure maximum

   interoperability, implementations MUST be configurable to send at

   least one of ID_IPV4_ADDR, ID_FQDN, ID_RFC822_ADDR, or ID_KEY_ID, and

   MUST be configurable to accept all of these four types.
   Implementations SHOULD be capable of generating and accepting all of

   these types.

“
As this is implicitly already supported by the TNGF it’s proposed to add this to the normative specification.

Based on above observations and discussions the following pre-conclusion is drawn:

The procedure specified in TS 33.501 [2] clause 7A.2.1 will be reused for normative work with the following modifications:

· Addition of the usage of anonymous SUCI in step 5.

· Assign the UE a temporary identifier in step 9 and used this as identification the step 13 in accordance with the proposal in solution #5.

· Add a reference to RFC 7296 [1] in step 13 and thereby the compliance to the procedure which is already applied in the procedure.
Access of device which do not support 5GC NAS over WLAN.
Observation 8: Solution #4 and #8 both proposes to reuse the procedure defined in TS 33.501 [2] clause 7A.2.4.

Observation 9: Solution #4 encounters for the use of an anonymous SUCI and extend the supported algorithms to key-generating EAP authentication methods.

Observation 10: Solution #4 proposes changes to AN parameters and registration types.

Access network parameters and registration types are not in the remit of SA3 and therefore not pursued for normative work.

Based on above observations and discussion the drawn pre-conclusion is: 

The procedure specified in TS 33.501 [2] section 7A.2.4 will be reused for normative work with the following modifications:

· Addition of the usage of anonymous SUCI in step 2-6.

· Extension of applicable authentication mechanism in step 8 to key-generating EAP authentication methods.

5G NSWO procedure:

Observation 11: Solution #8 and #9 propose to reuse existing procedure NSWO authentication procedure in TS 33.501 clause S.3.1,

Observation 12: Solution #9 extends the procedure to encounter for the use of an anonymous SUCI, addition of EAP method supporting privacy by adding support for key-generating EAP authentication methods and addressing the concern of key selection when both EMSK and MSK is derived by the EAP method.
Based on above observations the following pre-conclusion is drawn.

The procedure specified in TS 33.501 [2] annex S.3.2 will be reused for normative work with the following modifications:

· Addition of the usage of anonymous SUCI in step 3-5.

· Extend the applicable authentication mechanism in step 7 (7-15) to key-generating EAP authentication methods.

· The selection of MSK or EMSK as the root of the key hierarchy is decided based on the NSWO indicator in step 5.

