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1
Decision/action requested

This Tdoc contributes the evaluation of Sol#4 of TR 33.882
2
References

3
Rationale

This Tdoc addresses the Editor’s Notes in Sol#4.
Regarding “Editor’s note:
The impact of the need of CN configuration from AF (e.g. steps 4b, 9b) is FFS. The parameter configurations (e.g., QoS parameters) in these steps are to be aligned with SA2 conclusion”
SA2 conclusions already involve the configuration of CN from AF. For instance: 

Conclusions on Key Issue #4 in TR 23700-88 (clause 8.4) states that

14)
UDR is enhanced to support the storage and retrieval of PIN related policy and QoS parameters.

Conclusion on Key Issue #6 in TR 23700-88 (Clause 8.6) states that 

The policy and parameters provisioned to PEGC by 5GC, with the support of AF, for PIN communication include the following information:

a)
The QoS flow mapping for PINE's traffic relay is received via PDU Session Modification procedure from PCF.

b)
Non-3GPP QoS assistance information.

NOTE: Existing procedures are used to deliver the parameters to PEGC.

Conclusion on Key Issue #7 in TR 23700-88 (Clause 8.7) states that

1) NEF/UDM supports storing PIN ID in UDR, which may be received from AF.

Thus, we consider that steps 4b and 9b are aligned with SA2 conclusion and propose to remove the EN.

Regarding the more general “Editor’s note: It is required to verify alignment with SA2 architecture”, after reading SA2 conclusions, we consider that the solution is aligned, and propose removing this EN.
Further evaluation text is added to address the final EN requesting further evaluation. 

4
Detailed proposal

*** Start of Changes ***
6.5
Solution #4: PEGC/PEMC and PINE Authentication and Authorization 

6.5.1
Introduction

This solution addresses KI#1 and proposes two procedures:

-
The first procedure aims at authenticating/authorizing a PEGC/PEMC to manage or act as a gateway in a PIN, 

-
The second procedure aims at authenticating/authorizing a PINE to make use of the PIN resources.

6.5.2
Solution details

6.5.2.1
General
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Figure 6.5.2.1-1 PEGC/PEMC and PINE Authentication and Authorization
Figure 6.5.2.1-1 depicts the main steps of this solution that can be divided into two main procedures: (1) PEGC/PEMC authentication and/or authorization procedure and (2) PINE authentication and/or authorization procedure
6.5.2.2

PEGC/PEMC authentication and/or authorization procedure

In reference to Figure 6.5.2.1-1:

-
In Step 1, primary authentication is performed between UE and CN where the UE aims at becoming a PEGC and/or a PEMC in a PIN;

-
In Step 2, the UE (or an application on it) requests PIN access to the CN or to an AF through the CN. This may be through AKMA (TS 33.535).

-
In Step 3, the UE and AF perform an authentication and authorization step. This step may be based on the AKMA keys distributed in Step 2.

-
In Step 4a, the AF informs the CN about the outcome of Step 3 and provides the CN with a configuration. This configuration includes information about: PIN, PIN elements, communication requirements such as QoS, allowed interactions between PINE, etc. This is a required configuration to fulfil the PINE authentication and authorization requirement to guarantee, e.g., a certain QoS to a certain PINE. In Step 4b, the CN stores the configuration, e.g., in the UDR. 
-
In Step 5a, the CN informs the UE about the outcome of Step 4 and provides the UE with a configuration. This configuration (provisioned information) includes information about: PIN, PIN elements, communication requirements such as QoS, allowed interactions between PINE, etc. This configuration includes rules to enable an authentication and authorization procedure for a PINE (e.g., as required in Step 7c). This configuration may include one or more "authorization values" for one or more PINEs. In Step 5b, the UE stores this configuration. 

NOTE:
With “authorization values” it is meant some type of authorization tokens that can be used to authenticate/authorize the access to the PIN during operation. For instance, the authorization values might be used by PINE/PEGC to protect/verify the traffic. These authorization values may be generated and handled by the AF and provided to the CN/PEGC to ensure that only authorized devices can exchange data.
-
In Step 6, the AF informs the UE about the outcome of Step 4 and provides the UE with a configuration. This configuration received from the AF relates to application-related aspects assigned to the PIN by the AF.
6.5.2.3

PINE authentication and/or authorization procedure

In reference to Figure 6.4.2.1-1:

-
In Step 7a, the PINE and PEGC/PEMC may setup a secure communication channel, e.g., based on a non 3GPP protocol. In Step 7b, the PINE may send a PIN access request to the PEGC/PEMC. In Step 7c, the PEGC/PEMC may grant either temporary or full access, e.g., based on the provisioned information received in Step 5a. If full access is granted, then the PINE communicates as in Step 11. If temporary access is granted, then PINE proceeds to Step 8. 
-
In Step 8, PINE and AF perform an authentication and authorization step. The details of this procedure are out-of-scope of 3GPP and this procedure is just executed over the 5GS in user plane.
-
In Step 9a, the AF informs the CN about the outcome of Step 8 and provides the CN with a configuration related to the PINE. This configuration may include further information about: PIN, PIN elements, communication requirements such as QoS, allowed interactions, etc. In Step 9b, the CN stores the configuration. In Step 9c, the CN informs the PEGC/PEMC about the outcome of Step 8 and provides the PEGC/PEMC with a configuration for the PINE. In Step 9d, the PEGC/PEMC stores the configuration. This configuration received from the CN may relate to communication parameters assigned to the PINE.

-
In Step 10, the PINE and PEGC/PEMC may receive “authorization values” from the CN. The PINE may receive it through a secure channel established with the AF. The goal of these “authorization values” is to ensure that only authenticated/authorized PINEs can communicate with / through the PEGC/PEMC during operation.

-
In Step 11, data may be exchanged between PINE/PEGC/PEMC authenticated and/or authorized with said “authorization values”. For instance, the authorization values might be used by PINE to protect the uplink traffic in Step 11a. In Step 11b, the PEGC can verify the incoming traffic from the PINE. If the verification is successful, then the PEGC forwards the traffic further towards the AF in Step 11c. Downlink traffic can be protected in a similar way.

6.5.3
Evaluation
This solution addresses KI#1 and involves two phases: a first phase to authenticate/authorize the PEGC/PEMC and a second phase to authenticate/authorize a PINE.

After the first phase (authentication/authorization of the PEGC/PEMC), the 5GC and PEGC/PEMC are provided with configuration information to facilitate the second phase. 

The proposed solution aims at reusing existing procedures and performs PINE authentication/authorization at application layer. 
Performing the end-to-end authentication/authorization over the 5GS has certain impacts such as:

· Step 7c, providing initial access to perform such end-to-end authentication/authorization

· Step 9a, informing the 5GS about the result and/or updating provisioned parameters.
· Step 9c, 5GC informing PEGC/PEMC about the result and/or updated provisioned parameters.
The provisioning of information, e.g., in Step 4 and/or 9, are aligned with SA2 conclusions including, e.g.:

· Storage and retrieval of PIN related policy and QoS parameters

· Provisionning of the policy and parameters to PEGC by 5GC

This provisional information is used for local PINE authorization at the PEGC.



*** End of Changes ***

