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1	Decision/action requested
This contribution proposes an evaluation to solution #11.
2	References
[bookmark: _Hlk524429755][1]   3GPP TR 33.738 V0.4.0 "Study on security aspects of enablers for Network Automation for 5G - phase 3" 
[2]   3GPP TR 23.700-81 V2.0.0 " Study of Enablers for Network Automation for 5G System (5GS); Phase 3"
3	Rationale
[bookmark: _Hlk1462039]This pCR proposes an evaluation to Solution #11: Secured and authorized AI/ML model sharing between different vendors in [1].
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.738.
[bookmark: _Toc120125777][bookmark: _Toc120126213][bookmark: _Toc120128233][bookmark: _Toc120132477][bookmark: _Toc120133034]**** START OF CHANGE **** 
[bookmark: _Toc119944098]6.11	Solution #11: Secured and authorized AI/ML model sharing between different vendors
[bookmark: _Toc119944099]6.11.1	Introduction
This addresses KI#3 on security for AI/ML model storage and sharing, specifically the following security requirements.
· AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).
· ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 
· NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).

[bookmark: _Toc119944100]6.11.2	Solution details
The solution defines a secured AI/ML model transfer and retrieval mechanism between different vendors which includes confidentiality and integrity protection, along with the authorization for retrieval of AI/ML models in 5GS.
The procedure is as follows:


   6.11.2-1: Secured and authorized AI/ML model sharing between different vendors
       
0a. NF Service producer e.g., NWDAF containing MTLF registers its NF profile in the NRF with Analytics ID(s) and Interoperability ID(s). Interoperability ID is a list of Vendor IDs which are allowed to access the ML models per Analytics ID.
0b. NF Service consumer e.g., NWDAF containing AnLF registers its NF profile in the NRF with Analytics ID(s) supported by NWDAF containing AnLF and its Vendor ID;
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
0c. NWDAF containing MTLF may encrypt the ML model per MTLF vendor’s implementation and how the model is encrypted is outside of 3GPP scope.
1. 	NWDAF containing MTLF triggers the ADRF storage service, with Model address in MTLF(URL1), Analytics ID and Interoperability ID in the message.
2. 	ADRF sends the response to NWDAF containing MTLF which contains the model address in ADRF(URL2).
NOTE: The signalling how the ADRF retrieves the Model from NWDAF containing MTLF is outside of 3GPP scope.
2a. 	ADRF registers its NF profile in the NRF with Analytics ID, Interoperability ID and NWDAF ID containing MTLF for the stored Model.
3. 	NF Service consumer e.g., NWDAF containing AnLF performs Nnrf_NFDiscovery_Request operation with the requested Analytics ID to select a suitable NF Service Producer e.g., NWDAF containing MTLF.
4a. 	NF Service consumer e.g., NWDAF containing AnLF requests an access token from the NRF using the Nnrf_AccessToken_Get request operation. The token request message contains target NF (NWDAF containing MTLF), NF type and/or NF ID of NWDAF containing AnLF, Vendor ID of NWDAF containing AnLF, Analytics ID.
4b. 	NRF checks whether the NWDAF containing AnLF is authorized to access the requested service in NWADF containing MTLF and verifies that the NWDAF containing AnLF's Vendor ID is included in the NWADF containing MTLF 's Interoperability ID for the Analytics ID and grants the token (token1), based the information provided in NWADF containing MTLF's NF profile.
5. 	NWDAF containing AnLF performs Nnwdaf_MLModelProvision (Analytics ID, Vendor ID and token1) service operation to NWDAF containing MTLF to retrieve ML models for the Analytics ID.
6. 	NWDAF containing MTLF verifies the access token (token1) and determine the ML model to be shared for the requested Analytics ID. If the determined ML model is stored in ADRF, NWDAF containing MTLF sends Nnwdaf_MLModelProvision Notification to NWDAF containing AnLF with an indication where the Model is stored (e.g. ADRF) and the address of Model in ADRF(URL2).
7a. 	NWDAF containing AnLF requests an access token from the NRF to be authorized to retrieve the model stored in ADRF. The token request message contains target NF (ADRF), NF type and/or NF ID of NWDAF containing AnLF, Vendor ID of NWDAF containing AnLF, Analytics ID, the Model producer NF ID i.e. NWDAF ID containing MTLF. 
7b.	NRF verifies that the NWDAF containing AnLF's Vendor ID is included in the Interoperability ID for the Analytics ID of Model producer NF i.e. NWDAF containing MTLF in the ADRF's NF profile. If verification is successful, NRF grants the token (token2), based the information provided in ADRF's NF profile.
8.  	NF Service consumer e.g., NWDAF containing AnLF retrieves the target model via the URL2 together with the token2. ADRF verifies the token2 to check if the NF Service consumer e.g., NWDAF containing AnLF is authorized to access the stored model. If authorization is successful, ADRF grants the NWDAF containing AnLF to retrieve the stored Model.
NOTE: The signalling how the NWDAF containing AnLF retrieves the Model from ADRF is outside of 3GPP scope.
Editor's Note: Authentication between AnLF and ADRF is ffs.
9.	NWDAF containing AnLF decrypts the received model per the vendor’s implementation and how the model is decrypted is outside of 3GPP scope.
Editor's Note: Alignment with SA2 for the overall procedure and usage of vendor ID is FFS.
Editor's Note: If only interoperability indicator is sufficient for ensuring authorization of ML Model is FFS.
Editor's Note: How the solution addresses the first security requirement is FFS.
[bookmark: _Toc119944101]6.11.3	Evaluation
TBD
This solution resolves Key Issue #3: Security for AI/ML model storage and sharing.
In this solution it is assumed e2e encryption of the ML model is achieved by the vendor’s implementation of the NF producer which generates the AI/ML model. How the model is encrypted in the NF producer or decrypted in the NF consumer is outside of 3GPP scope.
In this solution, when NF producer stores the ML model in ADRF, it provides the URL where the ML model is stored in the NF producer to the ADRF. The NF producer also provides the ADRF with Interoperability ID together with the stored ML Model. And ADRF provides the URL where the ML model is stored in the ADRF back to the NF producer once the ML model is stored in ADRF. ADRF also stores the received Interoperability ID in the NRF which is used by the NRF to perform authorization of token request to retrieve ML model from ADRF.
In this solution, service authorization of ML model retrieval is performed at the NRF using token-based authorization. If NF consumer is requesting token to retrieve ML model from NF producer, NRF checks the vendor ID of the NF consumer is included in Interoperability ID that is stored in NRF by the NF producer. If NF consumer is requesting token to retrieve ML model from ADRF, NRF checks the vendor ID of the NF consumer is included in Interoperability ID that is stored in NRF by ADRF. 
When NF consumer requests the ML model from the NF producer, the NF producer checks that if the NF consumer is authorized to retrieve ML model based on the received token and determines the ML model to be shared for the requested Analytics ID. The NF producers provides the URL where the ML model is stored, either in NF producer or ADRF. 
When NF consumer retrieves the ML model from the ADRF, the ADRF checks that if the NF consumer is authorized to retrieve ML model based on the received token. 
It is assumed the actual signalling how the NF consumer retrieves the Model from ADRF or NF producer, or how the ADRF retrieves the Model from the NF producer is outside of 3GPP scope.

**** END OF CHANGE **** 
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