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1
Decision/action requested

This contribution proposes to add a Solution for UE-to-UE Relay discovery security.
2
References

[1]
3GPP TR 33.740: "Study on security aspects of Proximity Based Services (ProSe) in the 5G System (5GS); Phase 2".

3
Rationale

This contribution proposes to update the conclusion of  Key issue #2 in TR 33.740 [1]. 
4
Detailed proposal

**** 1st change****

7.2
Key Issue #2: Security of UE-to-UE Relay

For Key Issue #2, the following statements are agreed:

Regarding End-to-End security:

· For L2 relay, the source UE and the target UE can establish a secure PC5 link over the L2 relay after the per hop link is established.
Regarding hop-by-hop security:

· For L3 relay, 
· when UE-to-UE Relay is in coverage, the source/target UE and the UE-to-UE Relay can establish a secure PC5 link over the L3 relay with network assistance or without network assistance.
·  When UE-to-UE Relay is out of coverage, the source/target UE and the UE-to-UE Relay can establish a secure PC5 link over the L3 relay without network assistance.
· With network assistance, the similar security procedure as PC5 security for 5G ProSe Communication via 5G ProSe Layer-3 UE to-Network Relay as defined in TS33.503 [x] can be reused.
· Without network assistance, the similar security procedure as PC5 security for unicast mode 5G ProSe Direct Communication as defined in TS33.503 [x] can be reused.
NOTE: The selection or negotiation methods between the PC5 security procedure with and without network assistance can be determined in the normative work phase.
Editor’s Note: further conclusion is to be updated.
**** End of change****
